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TACTICAL NUCLEAR WEAPONS IN CONTEMPORARY MILITARY STRATEGY: 
RISKS, CAPABILITIES, AND DOCTRINAL EVOLUTION 

 
 

ZOLTÁN ŐZE 
 
 

ARTICLE HISTORY  ABSTRACT  
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Accepted: 27. 11. 2025 

Published: 31. 12. 2025 

 Recent geopolitical tensions—especially the Russian-Ukrainian conflict—
have revived concerns regarding tactical nuclear weapons. This paper 
explores the blurred line between tactical and strategic nuclear weapons, 
examining their capabilities, doctrinal relevance, and current deployment 
status. Through qualitative analysis based on open-source intelligence and 
official defense publications, the study identifies key developments in 
Russia’s tactical nuclear arsenal, NATO’s defensive posture, and the United 
States' modernization efforts. The paper concludes that while the probability 
of actual nuclear use remains low, the proliferation and doctrinal 
normalization of tactical nuclear weapons constitute a serious threat to 
international security in the 21st century. 

 
  KEYWORDS 

  tactical nuclear weapons, nuclear strategy, proliferation, deterrence, 
escalation, Russian doctrine, NATO 

  © 2025 by Author(s). This is an open access article under the Creative Commons Attribution 
International License (CC BY). http://creativecommons.org/licenses/by/4.0 

   

 

INTRODUCTION  

 

In January 2022, the five recognized nuclear-armed states and permanent members of 

the United Nations Security Council—China, France, Russia, the United Kingdom, and the 

United States—issued a joint statement affirming that “a nuclear war cannot be won and must 

never be fought.”  (The White House, 2022). This echoes a historic declaration first made in 

1985 by U.S. President Ronald Reagan and Soviet General Secretary Mikhail Gorbachev.  

(Ronald Reagen Presidental Library & Museum, 1985)  In that year, the Soviet Union was 

estimated to secure world peace with almost 40 000 nuclear warheads, and the US with more 

than 23 000 (Global Nuclear Stockpiles 1945-1997, 1997).This number is now less than six 

thousand for both forces (Figure 1).  

https://doi.org/10.52651/vr.a.2025.3.7-17
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Figure 1. Number of Nuclear Warheads in the world 2024 
Source: (Kristensen, et al., 2024) 

Despite such commitments, the current international security environment reveals 

increasing nuclear posturing, especially concerning the use of tactical nuclear weapons. 

During the Cold War, the balance of terror was maintained through the doctrine of 

mutually assured destruction, primarily involving strategic nuclear arsenals. Today, however, 

a renewed focus on tactical nuclear weapons—smaller, more flexible, and battlefield-oriented 

nuclear arms—is reshaping nuclear deterrence strategies. Russian military doctrine, in 

particular, reflects a lowering of the nuclear threshold, and exercises involving simulated use 

of TNWs have become more frequent. At the same time, the United States and NATO have 

modernized their limited tactical capabilities in response. 

This article examines the evolving role of tactical nuclear weapons in modern military 

doctrines. It addresses key definitional challenges, analyzes current deployment patterns, and 

assesses the risks associated with their potential use. By placing these developments in 

historical and strategic context, the study aims to clarify how tactical nuclear weapons 

influence deterrence, escalation dynamics, and international security. 

 

1 METHODS 

 

This study employs a qualitative, document-based analytical approach, drawing on  

a wide range of primary and secondary sources. Key data points are extracted from official 

reports published by national defense institutions—including the U.S. Department of Defense 

and NATO—alongside strategic analyses by think tanks such as the Federation of American 

Scientists and the International Institute for Strategic Studies. Historical data on nuclear 

arsenals are drawn from declassified archives and peer-reviewed academic literature. 
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The methodology includes comparative analysis to evaluate the evolving doctrines and 

deployment strategies of tactical nuclear weapons in different nuclear-armed states. 

Particular emphasis is placed on the Russian Federation, the United States, and NATO allies, 

whose nuclear postures and capabilities represent the most dynamic areas of development in 

the post-Cold War era. The study also mentions very limited elements of game theory to 

interpret deterrence logic and escalation risks, especially in crisis scenarios involving potential 

tactical nuclear use. 

To complement doctrinal analysis, the paper reviews current nuclear modernization 

programs and regional deployments, such as forward-basing in Europe and weapons storage 

near Russia's western borders. Open-source satellite imagery and intelligence assessments 

are referenced when relevant to support claims about deployment readiness. 

 

2 RESULTS 

 

The analysis reveals several key developments regarding tactical nuclear weapons 

(TNWs) in the 21st century: 

1. Russian tactical superiority and forward storage: Russia possesses the largest and most 

diversified arsenal of TNWs, estimated at nearly 2,000 warheads. These are believed to 

be stored in dozens of central facilities, with some near conflict zones such as the 

Ukrainian border (e.g., Belgorod). While not kept on constant alert, Russian TNWs can be 

prepared for deployment within hours or days, posing a serious challenge to early-

warning systems. 

2. Doctrinal shifts and use thresholds: Russia’s military doctrine increasingly integrates 

TNWs into conventional scenarios, suggesting their potential use to de-escalate conflicts 

on favorable terms. This is reinforced by recurring nuclear signaling during military 

exercises and public statements by top officials. 

3. U.S. and NATO modernization efforts: In contrast, the United States currently deploys 

around 230 tactical nuclear weapons, all of which are gravity bombs (B61 variants), with 

approximately 150 stationed in five NATO member states. Recent modernization 

programs include the W76-2 low-yield warhead on Trident submarine missiles, and the 

B61-12 upgrade for enhanced precision. 

4. Technological alternatives to tactical nuclear use: Advances in precision-guided 

conventional munitions have reduced the strategic utility of TNWs in Western military 

doctrines. NATO has gradually eliminated most TNWs from its stockpile, favoring non-

nuclear deterrence tools and strategic ambiguity. 

5. Proliferation and risk of escalation: The relative portability and lower political barrier to 

using TNWs increase the risk of limited nuclear exchanges, especially in regional conflicts. 

Despite their smaller yields, TNW use would likely result in massive civilian casualties and 

uncontrollable escalation. 
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3 DISCUSSION 

 

The resurgence of tactical nuclear weapons (TNWs) in contemporary military strategy 

represents a fundamental challenge to the long-standing norms of nuclear deterrence and 

escalation management. The Cold War deterrence model relied on strategic nuclear weapons 

with high yields and guaranteed second-strike capabilities, thereby creating a clear threshold 

against nuclear use. In contrast, TNWs blur the distinction between nuclear and conventional 

warfare due to their lower yield, shorter range, and flexible deployment options. 

For military purposes, the Enhanced Radiation Warhead also known as neutron bomb 

is best suited for the destruction of life forces, a special type of small thermonuclear weapon 

that produces minimal light and heat effects but emits large amounts of lethal radiation 

(Figure 2). A neutron weapon differs from a conventional nuclear weapon in that its primary 

effect is the adverse physiological effects caused by the neutrons it emits (Medical 

Implications of Enhanced Radiation Weapons, 2010).  

The shockwave has a lower energy, so physical structures, including houses and 

industrial installations, are less affected. Because the effects of neutron radiation diminish 

very rapidly with distance, much smaller areas are exposed to lethal levels of radiation (A 

Comparison of the Effects of Neutron Bombs and Standard Fission Weapons, 1981). 

 

Graph 1. Enhanced Radiation Weapons’effects 
Source: (Enhanced Radiation Weapons, 1978) 

Because of its relatively small strike area, the neutron weapon would be highly 

effective against tank units and infantry on the battlefield, but would not threaten cities or 

other structures within a few kilometers. The American scientist Samuel Cohen1, who died in 

2010, developed the concept of the weapon (Cohen, 1978). 

 
1 Samuel T. Cohen (Brooklyn, January 25, 1921 – Los Angeles, November 28, 2010) was an American physicist. In 
1947, he joined RAND and worked as a consultant at the Lawrence Livermore National Laboratory. The RAND 
project was established by the United States Air Force to research the weapons of the future. In 1958, Cohen 
developed the neutron bomb here. 
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The neutron bomb was designed to stop a possible invasion of Western Europe by 

Soviet forces. Currently, the technologies to create an Enhanced Nuclear Warhead are owned 

by the United States, Russia and China (possibly France). In the 1980s, the US had 20-30,000 

tactical nuclear weapons and the Soviet Union had about 13-22,000 (Global Nuclear Stockpiles 

1945-1997, 1997).  

The United States of America stationed most of its warheads in Western Europe, 

because then it was part of the American military doctrine what the Russians have now: if 

conventional forces fail to stop the enemy, then nuclear weapons can come in. 

During the Cold War, the Warsaw Pact's conventional troops were outnumbered in 

Europe, which the US countered with missile deployments that provoked protests from the 

population in many places. However, with the collapse of the Soviet Union, the Warsaw Pact 

was dissolved, NATO was enlarged, and the balance of power was reversed, with conventional 

supremacy shifting to NATO. 

This is reflected in the fact that the US now has only about 230 tactical nuclear 

weapons, all of them aircraft-launched (B61 family), conventional nuclear bombs, and an 

estimated 150 of them are in Europe - divided between the five countries with six US bases - 

Belgium (Kleine Brogel), Germany (Brüchel), Italy (Aviano and Ghedi), the Netherlands (Volkel) 

and Turkey (Incirlik) (Graph 2). NATO largely eradicated its tactical nuclear stockpile after the 

end of the Cold War mainly because in the meantime, military technology has evolved to the 

point where conventional weapons are more precise - especially artillery and missiles – and 

they are able to perform similar tasks more cheaply and with less complication. 

 

Graph 2. The U.S. nuclear weapons in Europe in 2019 
Source: (Kristensen, 2019) 
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The UK − which now only has submarine-launched ballistic missiles − and France do 

not have tactical nuclear weapons, although the French's air-launched devices have similar 

characteristics. 

Meanwhile, a US congressional report estimates that Russia still has almost 2,000 

(Woolf, 2022) tactical nuclear weapons, and an increasing number of them are modernized, 

such as the Iskander missile-mounted version (Figure 2) that is also deployed in the Kaliningrad 

enclave between Poland and Lithuania. 

 
Figure 2. Technical data of the Iskander missile, which can also be equipped with the AA-60 warhead 

(yield of 10–100 Kt) 

Source: (BBC News, 2022) 

Shortly after the turn of the millennium, Moscow started to modernize its nuclear 

arsenal and delivery systems on Putin's orders. In the face of Russian efforts, and following 

the annexation of Crimea, Barack Obama launched the US modernization program, which is 

expected to last up to 30 years and cost at least 1.5 trillion dollars (Bennett, 2023). 

It was the next US president, Trump, who ordered the development of warheads that 

could be mounted on Trident missiles used on submarines, and the W76-2, which can scale 

between 25 and 100 kilotons, was completed relatively quickly and was deployed in January 

2020 (Mehta, 2020). 

During the Cold War, tens of thousands of warheads kept NATO and the Warsaw Pact 

member countries from using nuclear weapons against each other through mutually assured 

destruction, because escalation threatened the total annihilation of human civilization - 
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which, fortunately, has only happened in science fiction novels. The mechanism of nuclear 

deterrence can be derived mathematically using game theory methodology. The best example 

of this is the Cuban Missile Crisis, a study of which mathematically deduces exactly why 

nuclear apocalypse did not occur in 1962 (Shaabani, et al., 2023). 

But the threat appears to be resurgent, with Vladimir Putin announcing the 

deployment of nuclear weapons in the event of an attempted intervention by an outside 

power during his invasion of Ukraine (Cimbala, et al., 2024).  The Russian rhetoric is most likely 

to threaten with so-called "tactical nuclear weapons", which differ in range and purpose of 

deployment from strategic nuclear weapons (Tactical nuclear weapons, 2019). The distinction 

between tactical and strategic nuclear weapons is not straightforward and involves multiple 

factors:  

- Range is often more important consideration than explosive power. 

- The nature of the target and the weapon's intended use are also determining factors. 

- Some experts argue that the "tactical" and "strategic" distinction is not useful, and that 

all nuclear weapons should be considered collectively. 

The yield does not typically determine whether a nuclear weapon is classified as 

strategic or tactical - even if we can establish that it is not justified to use a high-yield nuclear 

weapon for tactical purposes (near friendly forces), while low-yield nuclear weapons can also 

achieve strategic effects. Indeed, the yield alone is not a decisive factor in categorizing a 

nuclear weapon as strategic or tactical. There are significant overlaps in the explosive power 

of tactical and strategic weapons. The classification of weapons is greatly influenced by their 

intended use: tactical weapons are generally designed for battlefield use, such as against large 

infantry formations or armored units while strategic weapons are intended more for attacking 

the enemy's homeland, cities, or strategic nuclear forces. According to Encyclopaedia 

Britannica the “tactical nuclear weapons, small nuclear warheads and delivery systems 

intended for use on the battlefield or for a limited strike” (Encyclopaedia Britannica). 

Technically, a tactical nuclear weapon is one that is not subject to the START agreements on 

strategic nuclear arms limitation. 

However, a significant difference between tactical and strategic nuclear weapons is 

that strategic nuclear weapons are kept in constant readiness, because if the attack 

mechanism is activated at any time based on strictly controlled codes, the attacked country's 

retaliatory strike will arrive within minutes. Tactical nuclear weapons, on the other hand, are 

generally not ready for deployment. These devices are stored in central warehouses, there 

are dozens of such secret facilities in Russia, one of them happens to be right at the Ukrainian 

border, near the city of Belgorod, one of the launching points of the Russian invasion in 

February 2022 (Alberque, 2022). It would take a few hours or a few days to prepare the 

weapons for potential use, and in the present circumstances it is safe to assume that Western 

intelligence organizations are closely monitoring such actions. 
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Russian military doctrine is particularly notable in this context. The integration of 

TNWs into operational planning and their simulation in large-scale exercises reflect a doctrinal 

willingness to consider limited nuclear strikes in conventional conflict scenarios. This “escalate 

to de-escalate” approach carries significant risks: it reduces the psychological and strategic 

barriers to nuclear use and complicates adversaries' decision-making during crises. Moreover, 

Russian TNWs are not covered by strategic arms control treaties such as New START, making 

transparency and verification virtually impossible. 

Meanwhile, the U.S. and NATO responses have been cautious but significant. While 

maintaining a much smaller TNW arsenal, modernization efforts such as the B61-12 and W76-

2 reflect a shift toward credible, flexible deterrence. However, NATO’s current doctrine still 

prioritizes non-nuclear means, relying on advanced precision munitions and collective defense 

mechanisms rather than expanding its TNW stockpile. 

The broader strategic implication is that the availability of TNWs may tempt political 

and military leaders to consider their use under the false assumption of limited consequences. 

Yet simulations and policy studies consistently show that any nuclear detonation—even of the 

lowest yield—would likely lead to rapid and potentially uncontrollable escalation. This raises 

profound ethical, humanitarian, and strategic concerns. 

Furthermore, TNWs pose significant proliferation risks. As more states seek deterrence 

capabilities, the temptation to develop small-yield nuclear weapons may grow, particularly in 

volatile regions where full-scale nuclear arsenals are politically or technically unfeasible. The 

blurred threshold for use may also encourage rogue states or non-state actors to pursue 

tactical nuclear technologies. 

 

CONCLUSION 

 

Tactical nuclear weapons have re-emerged as a central issue in 21st-century military 

strategy, particularly in light of Russia’s assertive nuclear signaling and doctrinal flexibility. 

Although these weapons are often viewed as limited-use tools, their deployment carries 

substantial strategic and humanitarian risks. Unlike strategic weapons, TNWs are not 

constrained by international treaties, making their development and potential use harder to 

monitor and regulate.  

In recent decades, Moscow has incorporated simulations of the use of tactical nuclear 

weapons into its major military exercises and has repeatedly renewed its military doctrine 

(Kofman, et al., 2021). In addition to that, leading Russian politicians regularly mention the 

possibility of using nuclear weapons (Pennington, et al., 2024). In response to the advisory 

opinion requested by the UN General Assembly in its resolution 49/75K, the 1996 resolution 

of the International Court of Justice in The Hague stated that the use or threat of use of nuclear 

weapons, although not directly regulated, is indirectly a form of aggression and cannot be 

used as a pre-emptive strike. (International Court of Justice, 1996)  
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For years, NATO has interpreted Russian military doctrine as permitting the use of 

tactical nuclear weapons to achieve military objectives by leveraging their deterrent effect 

and forcing the opponent to retreat (Daryl, 2022). The NATO Secretary General is also 

regularly required to issue statements regarding the deployment of Russian nuclear weapons 

in Belarus and NATO's nuclear deterrence capabilities (North Atlantic Treaty Organization, 

2022).  

However, simulations show that the use of a nuclear weapon, no matter how low the 

yield, can lead to a severe escalation and the loss of millions of lives. Moreover, although Putin 

regularly advocates the use of a tactical nuclear weapon − which many military experts say 

would not achieve any military advantage (Alberque, 2022) − it would only make himself and 

his country more pariah-like.  

The findings of this study suggest that the existence and modernization of TNWs 

weaken the deterrent effect of mutually assured destruction by introducing the possibility of 

“limited” nuclear warfare. This creates dangerous ambiguity in escalation scenarios and 

undermines decades of arms control efforts. While the probability of tactical nuclear weapon 

use remains low, the mere possibility necessitates robust policy responses from the 

international community. 

Unlike strategic nuclear arms, which are designed for large-scale deterrence and 

retaliation, tactical nuclear weapons serve battlefield purposes and often fall outside formal 

arms control agreements. Going forward, it is imperative for nuclear-armed states and 

alliances to develop clear policies, invest in verification mechanisms, and pursue arms control 

frameworks that include TNWs. Failure to address the risks associated with these weapons 

could lead to miscalculations with catastrophic consequences. 
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INTRODUCTION 

 

 Information security is one of the key pillars of modern security on a national and 

regional scale. In the era of globalization, the flow of information has intensified and, thanks 

to new technologies and social media, it has become possible to quickly influence wide 

groups of recipients. This phenomenon, in addition to the obvious communication benefits, 

also raises serious security threats, including vulnerability to disinformation, information 

manipulation and hybrid actions aimed at the stability of states and societies. (Kancelaria 

Prezesa Rady Ministrów, 2023). 

 After the full-scale aggression of the Russian Federation against Ukraine in February 

2022, Poland, as Kyiv's closest ally and  a  logistical and military hub to support the West, 

found itself in an unprecedented focus of attention for the activities of hostile services and 

propaganda centers (Menkiszak, 2022). The Podkarpackie region – bordering directly with 

Ukraine, with an extensive border and transport infrastructure (including the Rzeszów-

Jasionka airport, rail, road and pedestrian border crossings in Medyka) was of particular 
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importance, constituting facilities for humanitarian and military operations. The Russian 

Federation's hybrid actions towards Podkarpacie include both operations in cyberspace 

targeting local government institutions and critical infrastructure, as well as information 

operations aimed at shaping public opinion by spreading false narratives about the presence 

of allied troops, assistance to refugees, as well as the security of the region itself. The 

Kremlin, using its experience in conducting information wars, seeks to weaken public trust in 

state institutions, polarize society, as well as undermine Poland's credibility as a member of 

NATO and the European Union. 

 At the same time, the Podkarpackie region, due to its peripheral nature and limited 

resources of local governments in the field of cybersecurity and media education, is 

becoming particularly exposed to the effects of disinformation campaigns. Between 2022 

and 2025, numerous examples of this type of activity were recorded, ranging from attempts 

to hack into the IT systems of municipal offices to organized narrative campaigns on social 

media aimed at inducing fear and information chaos. 

 The aim of the article is a comprehensive analysis of the nature, scale and effects of 

the Russian Federation's disinformation activities directed against the Podkarpackie 

Voivodeship in the years 2022-2025. The main research problem focuses on the question: 

how do the disinformation activities of the Russian Federation affect the information 

security of the Podkarpackie Voivodeship and what adaptation mechanisms are used by 

Russian propaganda campaigns in relation to specific local conditions? The thesis that the 

authors have tried to prove assumes that Russian disinformation activities against the 

Podkarpackie Voivodeship are characterized by a high degree of adaptation to specific local 

conditions, using in particular historical memory, social sensitivities and the strategic 

location of the region as  a logistics hub for supporting Ukraine in the narrative used. 

 The study was conducted using methodological triangulation, combining qualitative 

analysis with elements of a quantitative approach. The following research methods and tools 

were used: analysis of documents and secondary sources - a systematic review of national 

and international reports on information security was carried out, including documents of 

the Centre for Strategic and International Studies (CSIS), reports of the European External 

Action Service (EEAS), analyses of the NATO Strategic Communications Centre of Excellence 

and CERT Polska documents concerning cybersecurity incidents; media analysis - systematic 

monitoring of publications in Polish and foreign media, social media platforms (Facebook, 

Twitter/X, Telegram) and news portals in the years 2022-2025 was used, with particular 

emphasis on content related to the Podkarpackie Voivodeship. Both official media 

publications and content published by users on social media were analyzed. Three key cases 

were selected for the case study and analysed in detail: 1. disinformation campaigns 

concerning refugees in Przemyśl in 2022, 2. manipulations related to the air incidents of 

September 2025, and 3. historical narratives using the memory of the Volhynia Massacre in 

the context of contemporary Polish-Ukrainian relations. For the narrative analysis,  
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a discourse analysis method was used to identify the main narrative threads, rhetorical 

techniques, and persuasive strategies used in Russian disinformation campaigns. 

 The study covered the period from 24 February 2022 (the beginning of the Russian 

invasion of Ukraine) to September 2025. The territorial scope focuses on the Podkarpackie 

Voivodeship, with particular emphasis on border cities and municipalities, such as Przemyśl, 

Medyka, Korczowa and the functional area of the Rzeszów-Jasionka airport. The difficulties 

faced by the authors of the study were related to the limited availability of data on 

disinformation campaigns, due to their often classified nature. An important factor was also 

the dynamics of the analysed phenomena, which made it difficult to fully assess them over 

time, as well as the need to use only open data sources (OSINT) due to the lack of access to 

classified materials of the secret services. An important factor is also the "fog of war" that 

accompanies commanders, soldiers and researchers during military operations. 

 

1 HAZARD CHARACTERISTICS 

 

 The years 2022–2025 were characterized by the intensification of the Russian 

Federation's hybrid activities towards Polish and, more broadly, towards NATO and EU 

countries. The turning point was Russia's invasion on Ukraine (February 2022), which 

triggered a wave of disinformation operations and cyberattacks targeting countries 

supporting Kyiv. Poland, due to its geopolitical location and key role in the logistics of 

support for Ukraine, has become the target of particularly intensive activities. Analyses by 

the CSIS and the EU's EEAS show that the number of manipulation operations and cyber-

attacks has steadily increased and that their nature has become increasingly coordinated 

and multidimensional (Jones, 2024).  

 Russian disinformation was aimed at undermining trust in state and local government 

institutions, weakening support for Ukraine and creating a sense of threat among citizens. 

Social media (e.g. Facebook, X/Twitter, Telegram), low-credibility portals and bot networks 

were used for this. Narratives about the loss of sovereignty, the threats posed by refugees, 

and the alleged economic costs of the war played a special role.  

 In addition, cyberattacks are also used, which include both intelligence activities and 

sabotage attempts. The most commonly used are spear-phishing, software vulnerabilities 

and attacks on poorly secured systems of local government and public institutions. Some of 

the attacks were aimed at obtaining data for later information operations, e.g. publishing 

stolen documents in a manipulated form (CERT Polska, 2023). 

 In the analyzed period, cyberattacks were increasingly combined with information 

activities. The data obtained was selectively published in the media and then amplified by 

propaganda networks, which increased its credibility and reach. Such "mixed operations" 

increased the difficulty of identifying sources and complicated the state's response (Hybrid 

Threat Trends, 2024). 
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 Due to the specific nature of the region's vulnerability, as a border region and 

logistics facilities for aid and military operations (Rzeszów-Jasionka airport, transport 

corridors, border crossings in Medyka, Korczowa), it has become the focus of interest of 

Russian activities. Local narratives focused, among others, on the alleged loss of control over 

the airport and the "militarization" of the region (FIMI Report, 2025). 

 An important aspect from the point of view of ensuring information security are the 

personnel and technological limitations of local governments. Many smaller municipalities in 

the Podkarpackie region have limited financial and human resources in the area of 

cybersecurity, which makes them vulnerable to attacks. Small local incidents could then be 

exploited in disinformation narratives (Financial Times, 2024). In addition, the region has a 

strong attachment to tradition and local identity, which has been used in disinformation 

narratives. Historical and national themes were often invoked to create antagonism towards 

refugees and NATO's activities.  

 In the short term, hybrid intensity is expected to remain high. We should expect an 

increasing combination of cyberattacks with disinformation, a wider use of AI-based tools for 

content generation, and further adaptation of narratives to the local context (e.g. concerns 

about border security and the economic costs of war). 

 

2 ANTI-EMIGRATION NARRATIVES IN PRZEMYŚL (2022) 

 

 In the first weeks of the war, false information about crimes allegedly committed by 

refugees was spread online. This content was exaggerated or completely fabricated and was 

intended to provoke social unrest and anti-Ukrainian sentiment.  According to fake news in 

Przemyśl, "dark-skinned refugees raped women” (Bednarek, 2022). The purpose of this fake 

news was to "build a sense of danger" or pro-Russian statements. As a result of 

disinformation activities, a dangerous rumor began to spread that dark-skinned refugees - by 

default, not directly affected by the war - began to attack Polish women and even rape 

them. A false message about the potential danger posed by refugees from African and Asian 

countries crossing the Polish-Ukrainian border circulated online for several days before 

escalating. Disinformation was reproduced and disseminated in a professional manner 

in order to arouse violent social emotions. However, the mere sowing of content in social 

media would not have provoked a strong reaction if it had not been for the fact that the 

topic was picked up by far-right circles. As a result, in Przemyśl, "patrols" of pseudo-fans 

organized, as one of the residents called it, a "hunt" for people with darker skin color.  

 The first reports of refugees from outside Ukraine were visible on social media as 

early as February 26. They were most often published by anonymous accounts. Among them 

were screenshots from private correspondence (without naming the authors), for example, 

with the following content: "Maybe you will be able to publicize the case, you have a greater 

reach... I have contact with a friend from Lviv, who wrote that Poles should not be deceived 
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because black people are following the crowd of Ukrainian refugees... y from the Belarusian 

border (Iran, Iraq, Egypt, Turkey). I contacted my friends from customs, they were ordered 

by the government to let them through without verification (...) they trample women and 

children, one of them allegedly did not survive...". More and more of them appeared by the 

hour. They circulated on: Twitter, Telegram, Facebook, Messenger. 

 It was this impression that was used to build the belief that there are a lot of refugees 

from Africa and Asia on the border (Mierzwińska, 2022). In fact, citizens of non-European 

countries were also fleeing Ukraine, the information about the mass threat they posed was 

untrue. The police have repeatedly emphasized that there has been no increase in crime in 

the Przemyśl district and in the Podkarpackie region and at border crossings in Podkarpackie. 

 The disinformation narrative was prepared professionally, in accordance with the 

latest methods used by the Kremlin. Today, Russia is manipulating the society with false 

information that is not easy to verify. More often than not, it exaggerates the significance of 

individual real incidents, creates a false picture of the whole from random photos or 

recordings, and provides selective data without full context. This is exactly how the narrative 

about the threat posed by refugees from Africa and Asia was built. At the same time, it must 

be remembered that if this narrative had not fallen on fertile ground, it would have no 

meaning, like several other narratives that Russia has already tried to introduce into the 

information circulation during this war and has not been successful. 

 

3 MANIPULATION OF AIR INCIDENTS (2022-2025) 

 

 Another manifestation of disinformation was the false message regarding drone 

attacks in Poland on September 10, 2025. Despite the fact that the consequences of a drone 

attack have not been revealed in the Podkarpackie Voivodeship so far, the Podkarpackie 

Voivodeship has also been subjected to fake news. Through disinformation in the 

Podkarpacie region, fake news was aimed at causing fear and a sense of danger among the 

inhabitants of the region. One of the elements of the narrative was to suggest that the 

targets of the strikes could have been the airport in Rzeszów and other infrastructure 

facilities in the Podkarpackie region (Lubera, 2025). 

 Another message spread was the claim that Ukraine was behind the attacks to "drag 

Poland into the war", which further fueled social fear (Radio Eska, 2025). At the same time, 

narratives relativizing the threat were used – e.g. claims that "nothing happened" or that the 

incidents were only "media theater", which was supposed to undermine trust in the 

authorities, the police and special services (Ministerstwo Cyfryzacji, 2025). 

 False visual materials were also used to build an atmosphere of danger – 

manipulated maps and graphics that indicated the alleged places where the drones fell in 

Podkarpacie. The analyses also showed that a significant proportion of comments on the 

Internet (about 60%) duplicated Russian narratives, which artificially increased the 
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impression of widespread fear (BiznesAlert, 2025). The effect of such actions was an 

escalation of the sense of threat, weakening trust in public institutions and making it more 

difficult to verify true information in social media (Lubera, 2025). 

 Among the many examples of disinformation in Podkarpacie, the leading claims 

were: 

1. The claim that "the airport in Rzeszów is the target" — messages suggesting an 

imminent local threat. Pro-Kremlin news channels, social media and some Russian 

media published insinuations and maps suggesting that the target of the attacks was to 

be, for example, the airport in Rzeszów or the infrastructure in Podkarpacie — this is a 

simple way to cause local panic.  

2. The narrative "it is a provocation of Ukraine" — attributing responsibility to the party 

that would "drag us into the war." The theses repeated on Telegram and pro-Russian 

accounts that it was allegedly the Ukrainians who deliberately directed drones at Poland 

to provoke a conflict reduced the sense of security and strengthened social fear. 

3. Relativizing and denying ("nothing happened", "it's a theatre") — fueling uncertainty 

and anger. Messages saying that the incident is a media provocation, or that the 

government is hiding the truth undermine trust in institutions and create a sense of 

danger, because people do not know who to believe. Official government warnings and 

analyses indicate that such narratives were deliberately disseminated. 

4. Fake or manipulated photos/videos and maps - "visual evidence" that causes panic. 

Publishing manipulated maps or fabricated videos/photos suggesting destruction or 

flights over specific towns (e.g. location of airdrops over Podkarpacie), even if not real, 

causes emotions and the news spreads quickly on networks.  

5. Mass comments and bots - increasing the impression that the threat is prevalent. 

Analyses show that a significant proportion (e.g. about 60%) of comments online about 

drone incidents reflected the Russian narrative, which intensifies the sense of 

widespread threat.  

 

 All examples of disinformation were clearly targeted, in particular:  

1. causing anxiety among the inhabitants of the region (fear of further "attacks", concerns 

about the safety of flights and infrastructure),  

2. erosion of trust in local authorities and services – when people see conflicting 

information, frustration and fear grow,  

3. information chaos in social media, making it difficult to reach reliable messages,  

4. causing reluctance to continue military and humanitarian aid to Ukraine. 

5. Pro-Kremlin narratives have been amplified by bots and anonymous accounts, as well as 

by radical local groups. Fact-checker monitoring shows that the reach of this type of 

content has grown rapidly thanks to local discussion groups on Facebook and instant 

messaging. 
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4  HISTORICAL AND ANTI-UKRAINIAN DISINFORMATION IN THE CONTEXT OF 

PODKARPACIE (2022-2025) 

 

 Historical disinformation, especially referring to traumatic events, is one of the tools 

used by Russia to fuel social and international conflicts. In Polish-Ukrainian relations, the key 

thread is the memory of the Volhynian Massacre, the activities of the UPA and the ideology 

of Stepan Bandera.  

 Since 2022, Russian information campaigns in Poland, including Podkarpacie –  

a region bordering Ukraine – have increasingly begun to use the topic of the "Volhynian 

Massacre" to provoke Poles resentment towards Ukrainians. However, this disinformation is 

not limited to historical issues – it is also aimed at weakening support for humanitarian and 

military aid provided to Ukraine in the face of Russia's aggression.  

 Historical disinformation narratives: 

 "Echoes of Volhynia" - a fake document about the suspension of exhumations.  

A fabricated document allegedly issued by the Minister of Culture of Ukraine appeared on 

the Internet, which was supposed to order the suspension of the exhumation in Puźniki – the 

site of the crime against Poles in February 1945. The fake news was intended to create the 

belief that Ukraine does not respect the memory of the victims and consciously blocks 

historical reconciliation (TV Republika, 2025). 

 A narrative about "nationalism and Nazism". Russian propaganda sources presented 

Ukrainians as heirs to Nazi ideology, emphasizing the symbolism of the UPA and Stepan 

Bandera. This message was supposed to generalize historical guilt and build the image of 

Ukraine as a "fascist state” (Disinfo Digest, 2023). 

 Local incidents as a pretext for historical associations – after a bank robbery in 

Przemyśl in 2022, the perpetrator of which turned out to be a person with Russian-Ukrainian 

citizenship, comments appeared en masse online linking this case with banderism and 

stereotypes about Ukrainians as "savages" or "heirs of the UPA" (Marszałek, 2023). 

 

5  DISINFORMATION NARRATIVES AGAINST AID TO UKRAINE 

 

 "Poles are suffering because of Ukrainians" - messages were spread suggesting that 

the influx of Ukrainian refugees allegedly deprives Poles of jobs, housing and social benefits. 

Such narratives were intended to arouse resentment and discourage further solidarity with 

Ukraine (Fundacja Geremka, 2025). 

 "Military aid weakens the Polish army" - one of the recurring threads was the 

narrative that the transfer of military equipment to Ukraine leads to the "disarmament of 

Polish" and puts Podkarpackie in danger. In this context, information about the presence of 

NATO troops in Rzeszów and the surrounding area was manipulated (EUvsDisinfo, 2023). 
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 "Ukrainians ungrateful to Polish" - Russian disinformation channels promoted the 

thesis that despite the huge support from Poland, Ukrainians allegedly show a lack of 

gratitude and even harbor anti-Polish sentiments. The theme of Volhynian exhumations was 

also used here – the alleged blocking of the search for victims was supposed to prove 

Ukraine's "hostility" towards Poles. 

 "Escalation of the war" - theses were spread that providing military support to 

Ukraine "draws Poland into the war" and makes Podkarpacie a potential target for Russian 

drone or missile attacks. It was a narrative intended to instill fear in the border region.  

 Undoubtedly, disinformation activities have a strictly defined purpose, form and 

mechanism of action. The most common mechanisms include:  

1. combining historical and contemporary threads – e.g. suggesting that the "Banderites 

from Volhynia" are the same ones who allegedly threaten Poles today,  

2. polarization through emotional narratives – e.g. juxtaposing images of Volhynia victims 

with information about military assistance, 

3. manipulation of the local context – taking advantage of the fact that Podkarpacie is the 

main hub of military and humanitarian aid (m.in. the airport in Jasionka), 

4. undermining trust in institutions – suggesting that the government is hiding the costs of 

support for Ukraine or "exposing Poles to foreigners".  

 Analyzing the above, it is impossible not to notice that Russian disinformation in 

Podkarpacie in 2022–2025 is based on the synergy of two threads: 

- historical (Volhynia, UPA, Bandera), 

- contemporary (humanitarian aid for Ukraine). 

 Both of these threads are intertwined in order to provoke resentment towards 

Ukrainians, discourage Poles from providing military and humanitarian support, as well as 

building a sense of threat in the border region. For this purpose, various disinformation 

methods are used, which in the long term may cause an increase in social tensions in border 

cities, especially in Przemyśl.  

 The effectiveness of the "Kremlin" disinformation depended not so much on the 

quality of the materials as on the emotional charge of the message and distribution through 

local communication channels. 

 

6 RECOMMENDATIONS FOR STRENGTHENING THE INFORMATION RESILIENCE OF THE 

REGION 

 

1. Strengthening the crisis communication infrastructure. 

 Podkarpacie requires a developed network of fast communication between state 

institutions, local governments and regional media. The experience of the drone incident in 

September 2025 has shown that delays in official messages or the transmission of 
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unverified, inaccurate messages are conducive to the spread of disinformation. The 

introduction of permanent crisis response protocols would allow to minimize this problem. 

2. Media and digital education 

 A key element of building information resilience is the development of citizens' 

competences in recognizing manipulation and fake news. Research indicates that local 

communities with a high level of media education are less susceptible to propaganda. In 

Podkarpacie, it is worth introducing educational programs in schools and training for seniors, 

who are often particularly exposed to manipulation in social media. 

3. Support for independent and local media 

 Disinformation is particularly rampant where there is a deficit of reliable sources of 

information. Therefore, it is important to support local newsrooms and investigative 

journalism through grants, partnership programs with universities, and content proofing 

training. The presence of strong regional media can serve as a "first line of defense" against 

fake news. 

4. Cross-border cooperation 

 Podkarpacie, bordering Ukraine and Slovakia, should develop mechanisms for 

information cooperation with foreign partners. Coordinating disinformation monitoring 

activities and exchanging good practices (e.g. with Ukraine, which has been gathering 

experience in countering Russian propaganda since 2014) can significantly strengthen the 

region's resilience. 

5. Activating civil society 

 NGOs, parishes, local associations and universities of the third age can act as natural 

"sensors" of disinformation. Involving them in the process of monitoring the media space 

and organizing fact-checking workshops  increases the chances of quickly identifying and 

neutralizing false narratives. 

 

6. Building social trust 

 Ultimately, the effectiveness of the fight against disinformation depends on the level 

of trust citizens have in public institutions. The lack of transparency and inconsistency in the 

actions of the state are conducive to vulnerability to fake news. Therefore, it is necessary for 

the authorities to have a transparent information policy and to involve residents in the 

decision-making process regarding local security. 

 

CONCLUSION 

 

 The analysis of Russian disinformation in the Podkarpackie Voivodeship confirmed 

the correctness of the research hypothesis. The main hypothesis about the high degree of 

adaptation of Russian disinformation activities to the local conditions of Podkarpacie has 
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been fully confirmed. The Russian Federation's propaganda campaigns demonstrate  

a sophisticated use of specific regional elements: the historical memory associated with the 

Volhynia Massacre, its strategic location as  a NATO logistics hub,  and local social 

sensitivities related to the influx of refugees.  

 Disinformation campaigns effectively exploit local historical and social conditions. The 

Podkarpackie region, due to its historical memory associated with difficult Polish-Ukrainian 

relations, is becoming particularly susceptible to narratives that refer to resentment and 

grievance. Russian propaganda instrumentalizes events from the past in order to cause 

distrust towards the contemporary actions of the Polish state and international alliances 

(Kojzar, 2022). Crisis incidents – such as the drone attack of September 9-10, 2025 – act as a 

catalyst that immediately triggers waves of false narratives (Charlish, Kelly, Erling, 2025). This 

mechanism is characteristic of modern information warfare: every sudden, not fully 

explained fact becomes a space for manipulation (The Guardian, 2025). The speed of the 

spread of fake news often outpaces the reactions of state institutions, which deepens the 

information chaos.  

 At the same time, the effect of Russian disinformation is not only the polarisation of 

public opinion, but also the erosion of trust in state and international institutions (e.g. 

NATO). In Podkarpacie, it can be observed that residents, bombarded with contradictory 

messages, are more likely to seek information from local, unverified sources or social media, 

which is conducive to the further spread of disinformation. 

 It is also important that every disinformation has real practical consequences. These 

include: the burden on security and law enforcement services, the need to conduct 

educational and fact-checking activities, as well as obstacles to humanitarian and local 

government activities (Kojzar, 2025). In crisis situations, such as a drone attack, 

administrative resources must be directed not only to security activities, but also to combat 

rumors. 

 The analysed narratives - from manipulation of air incidents, through the exploitation 

of the difficult Polish-Ukrainian past, to anti-immigration fake news - show that Russia is 

conducting propaganda activities with a high degree of adaptation to local conditions. 

Podkarpacie, as a border region, NATO's logistical base and the main humanitarian aid 

corridor, has become the target of particularly intense disinformation operations. 

 The conclusions of the conducted considerations indicate that disinformation not 

only polarizes society, but also undermines trust in state and international institutions. The 

most dangerous are crisis situations, such as the drone incident of September 2025, when 

the speed of spread of false content exceeds the pace of official communication.  

 The proposed recommendations allow us to outline a practical path to strengthen the 

information resilience of the region. It should be emphasized that effective defence cannot 

be understood only in military or technological terms, but as a socio-institutional process in 
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which state authorities, local governments, the media, non-governmental organisations and 

citizens themselves cooperate. Media education, transparent crisis communication, support 

for independent media and the development of cross-border cooperation are the 

foundation on which to build sustainable information resilience.  

 To sum up, Russian disinformation in the Podkarpackie Voivodeship reveals the 

mechanisms of modern hybrid warfare, in which the line between military and information 

conflict is blurred. Due to its geographical location, "historical sensitivity" and 

multiculturalism, the Podkarpackie region is a kind of "laboratory" for researchers and 

practitioners of information security, showing that effective defense against manipulation 

requires the cooperation of state institutions, the media and citizens.  

 The conclusions from this region can be a valuable source of knowledge for the whole 

country and a reference point for security policies in Central and Eastern Europe. 
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 The phenomenon of hybrid warfare has become an inherent part of our daily 
lives, and the dissemination of disinformation is its vital component.  
A notable increase in the dissemination of disinformation within the 
information space has been observed since the Russian annexation of Crimea 
in 2014. To pursue its objectives, the Russian Federation is influencing the 
development in other countries through non-conventional means, and the 
dissemination of disinformation is one of the many tools in its arsenal. It is 
unfortunate, but Slovakia is not an exception to this rule. In this study, the 
author employs a dual approach, integrating qualitative and quantitative 
methodologies, to assess Slovakia's vulnerability to disinformation. The 
paper will provide a detailed analysis of the various factors and 
particularities of Slovak society that contribute to its vulnerability. The 
subsequent examination will address the methods and means by which 
disinformation is disseminated into Slovakia's information space, and the 
manner in which it is disseminated within the population. The objective of 
conducting this analysis is to enhance our comprehension of the underlying 
causes of the problem and to identify potential solutions.  
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INTRODUCTION  

 

In recent years, we have witnessed growing tensions between the Russian Federation 

and NATO. It is important for Russia to undermine the cohesion of NATO member states and 

their internal stability as much as possible, in order to weaken the overall cohesion and 

response capacity of the alliance in the event of an open conflict. Hybrid warfare is the primary 

tool used by the Russian Federation in times of "peace" to achieve this goal. Within the 

framework of hybrid operations, disinformation is most often used to influence the public 

opinion of the opponent with the aim of dividing society, sow uncertainty, arouse insecurity, 

and question democratic principles, undermining its cohesion and thus reducing the overall 
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defence capability of the opponent. The Slovak Republic is undoubtedly a frequent target of 

Russian disinformation campaigns due to its sensitive location on the eastern flank of NATO. 

Based on the experience of the last presidential and parliamentary elections, when society 

was extremely divided, we can conclude that these disinformation campaigns were successful 

in Slovakia. Based on the GLOBSEC (2025), 43% of the Slovaks believe that “Democracy does 

not exist, because in reality, hidden elites rule the world” and 46% believe that “World affairs 

are not decided by elected leaders but by secret groups aiming to establish a totalitarian world 

order”. We will try to find out why Slovakia is so susceptible to disinformation. In the opening 

chapter, a comprehensive definition of pivotal terminology is provided, with particular 

emphasis on the comprehension of these concepts within the paradigm of hybrid warfare. In 

the subsequent chapter, an examination will be conducted of the key factors that render 

Slovakia vulnerable to Russian disinformation campaigns. Finally, the focus will be on the 

methods employed by the Russian Federation to conduct disinformation campaigns in the 

Slovak information space. 

 

METHODOLOGY 

This study uses a combination of qualitative and quantitative scientific research. Its aim 

is, firstly, to understand the nature of the spread of disinformation, its scope and its impact 

on the public; and secondly, to identify the factors that influence the dissemination of 

disinformation within the Slovak information space.  

The qualitative element of the research uses content analysis and discursive analysis, 

which facilitate an examination of the factors contributing to the widespread success of pro-

Russian narratives in Slovakia. In this context, the author aims to examine the manner in which 

narratives are adapted to the Slovak audience, with a particular focus on the utilisation of 

historical contexts, the escalation of political polarisation, and the augmentation of pro-

Russian sentiments within Slovak society.  

The quantitative element of the study lends support to the findings of the qualitative 

research through indicators of the spread of disinformation in Slovakia and by analysing the 

repetition of disinformation narratives. The statistical analysis of this data facilitates the 

identification of prevalent narratives within the Slovak information space and the subsequent 

analysis of the online platforms utilized for their dissemination. 

 

1 DEFINITION OF KEY TERMS 

To ensure a clear understanding of the topic and its broader context, it is essential to 

first define the fundamental terms used in this study that need to be understood correctly.  

Terms such as disinformation, hybrid warfare, information warfare, and alternative 

media are frequently used in both academic and public discourse, but their meanings may 
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often vary depending on the context they are used in. This can cause conceptual ambiguity 

that can lead to inconsistencies or inaccurate interpretations. 

The following definitions, therefore, provide important theoretical definitions of these 

key terms, based on relevant scholarly sources. The aim is to establish a coherent framework 

that will serve as the basis for their further understanding of the topic analysed in this paper. 

 

1.1 Disinformation 

Unfortunately, disinformation is part of our daily lives, and its quantity and quality are 

growing exponentially. Disinformation often undermines trust in institutions, digital and 

traditional media, and damages democracies by preventing citizens from making informed 

decisions. Disinformation also often promotes radical and extremist ideas, activities, or 

narratives spread by the party that has an interest in it. The European Commission defines 

disinformation as “as verifiably false or misleading information that is created, presented and 

disseminated for economic gain or to intentionally deceive the public, and may cause public 

harm”. (European Commission, 2018, p. 3-4) 

Disinformation is an ever-evolving threat that requires continuous efforts to identify 

relevant actors, tools, methods, priority targets, and impact. Some forms of disinformation, 

particularly the one spread and commissioned by states, are particularly dangerous. However, 

disinformation can also be spread by non-state actors and even by individuals within a state. 

(Ivančík, 2025a) 

NATO, for example, regards disinformation “as the deliberate creation and 

dissemination of false and/or manipulated information with the intent to deceive and/or 

mislead. Disinformation seeks to deepen divisions within and between Allied nations, and to 

undermine people’s confidence in elected governments.” (NATO, 2020) 

Disinformation is an integral part of information, psychological, intelligence, and cyber 

operations, which form the core of hybrid threats. (Ivančík, 2025b) Disinformation as part of 

hybrid threats is part of the broader concept of hybrid influence and hybrid actions that aim 

to disrupt and destabilize the target society through various tactics, methods, and means. 

(Ivančík, 2025a) 

According to Jurčák (2018), hybrid warfare is a combination of activities (actions) of  

a military and non-military nature, carried out by state and non-state actors, or interest 

groups, which work in synergy and organize their activities at the same time and with the same 

goal, whereby their goal is to destabilize, neutralize, or degrade the reference object. 

 

1.2 Hybrid warfare 

A particular change in the perception of hybrid warfare occurred after the annexation 

of Crimea in 2014, when the number of publications on this issue increased exponentially. The 
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concept of hybrid warfare began to be directly associated with the activities of the Russian 

Federation. Many authors and institutions began to address this issue on a larger scale and 

also attempted to define the term. (Andrassy, Ondruš, 2024) 

Hybrid warfare is a type of armed conflict in which both conventional and 

unconventional methods of combat are used. Hybrid warfare combines various tools, 

including not only traditional military, political, and economic ones, but also cyber and 

information tools, with the primary goal of weakening the enemy's internal stability. “Hybrid 

threats combine military and non-military as well as covert and overt means, including 

disinformation, cyber-attacks, economic pressure, deployment of irregular armed groups and 

use of regular forces. Hybrid methods are used to blur the lines between war and peace and 

attempt to sow doubt in the minds of target populations. They aim to destabilise and 

undermine societies”. (NATO, 2024)  

Hybrid warfare can be understood as a broad spectrum of hostile activities in which 

the military component is rather small, because political, informational, economic, and 

psychological influence becomes the main means of waging war. Such methods help to 

achieve significant results: territorial, political, and economic losses for the enemy, chaos and 

disruption of the system of state power, and a weakening of society's morale. (Manko, 

Mikhieiev, 2018) 

The Slovak national security bureau defines hybrid warfare as a set of coercive and 

subversive activities, conventional and unconventional, military and non-military methods, 

which can be used by state and non-state actors in a coordinated manner to achieve specific 

goals without a formal declaration of war below the threshold of a normal response. (NBÚ, 

n.d.) 

Within the context of the Slovak Republic, hybrid warfare can be conceptualised as a 

component of a broader security threat, wherein information operations and disinformation 

campaigns serve as effective instruments for foreign actors to influence public opinion and 

impact domestic political processes. 

 

1.3 Information warfare 

The positive impact on the population resulting from technological progress is 

sometimes accompanied by negative effects. This is also true in the case of information 

dissemination.  Historically, warfare only took place in traditional domains such as land, air, 

and sea. Nowadays, battles are also fought in cyberspace, in space, and in the information 

space. Information warfare enables actors in the international arena to enforce their interests 

without the use of force. Information warfare can also be implemented where traditional 

military force cannot be used, either for legitimacy reasons or in an effort to conceal an actor´s 

intentions. Information can also be used in the preparation of the operational environment 

prior to the use of conventional warfare. NATO (n. d.) defines information warfare as “an 
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operation conducted in order to gain an information advantage over the opponent. It consists 

in controlling one’s own information space, protecting access to one’s own information, while 

acquiring and using the opponent’s information, destroying their information systems and 

disrupting the information flow. Information warfare is not a new phenomenon, yet it contains 

innovative elements as the effect of technological development, which results in information 

being disseminated faster and on a larger scale.”  

According to van Vuuren (2016) “Information warfare is defined as actions focused on 

destabilising or manipulating the core information networks of a state or entity in society with 

the aim to influence the ability and will to project power as well as efforts to counter similar 

attacks by an opposing entity and/or state.” These definitions make it clear that decision-

makers and military planners must also pay close attention to this area in their efforts to 

ensure the sovereignty of the country. 

 

1.4 Alternative media 

The term 'alternative media' is used to denote media entities that present themselves 

as opposition to the so-called mainstream or traditional media. From an academic 

perspective, alternative media comprise a broad spectrum of actors, ranging from civic 

initiatives and independent journalism projects to websites and platforms that systematically 

disseminate manipulative or disinformation content. The common features of such 

publications tend to be a lack of editorial standards, unclear ownership structures, insufficient 

verification of information, and strong bias. 

John Carroll University (2023) defines alternative media as “media sources that differ 

from established or dominant types of media (such as mainstream media or mass media) in 

terms of their content, production, or distribution.  Sometimes the term independent media is 

used as a synonym, indicating independence from large media corporations, but generally 

independent media is used to describe a different meaning around freedom of the press and 

independence from government control. Alternative media does not refer to a specific format 

and may be inclusive of print, audio, film/video, online/digital and street art, among others.” 

According to other scholars, alternative media are understood in relational terms, 

positioning themselves as corrective forces that stand in opposition to mainstream news 

discourses. They suggest that such media function as critical observers and challengers of 

dominant narratives, offering counter-perspectives within the broader media environment. In 

this conceptualization, the notion of “alternative” stems not from structural or formal 

differences, but from the stance of opposition such media adopt toward established 

journalism. (Ihlebæk et al., 2022) 

In his work, Kapas (2018) elaborates on the issue of alternative media and compares 

them with mainstream media, defining them as follows:  
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- they disseminate information that is not covered by mainstream media at all, or not to 

the full extent, 

- they are often, but not exclusively, created by non-professionals, 

- hey are characterized by the dissemination of unverified information, alarmist reports, 

misinformation, and conspiracy theories, 

- differ from the mainstream in their artistic output through a more demanding form of 

production or reception, 

- in times of technological progress, they represent an alternative in the form of technical 

improvement or a completely new way of producing, distributing, or receiving media 

expressions. 

Based on all the definitions mentioned above, we can judge that the term “alternative 

media” should not be understood in a negative point of view. The idea of alternative media is 

not malign in its nature, but it is very often abused. 

 

2 SLOVAKIA IN THE CONTEXT OF HYBRID WARFARE 

Each country has its own specific characteristics and unique features that shape its 

fundamental direction and values. These factors also influence a country's overall defence 

capabilities as well as its resilience. This is also true in the case of the Slovak Republic and its 

ability to defend itself against disinformation and hybrid warfare. In this chapter, we will 

therefore examine the factors that make Slovakia vulnerable to disinformation campaigns by 

the Russian Federation. 

 

2.1 Ethnic and historical aspects 

There are many reasons why Slovakia is a good target for Russian disinformation 

campaigns. From the ethnic point of view, the definitive majority of the population of Slovakia 

are Slavs. Therefore, many Slovaks tend to lean towards Russia as “they are the same people 

as we are and who share the same values as we do”.  

According to the Russian Federation´s propaganda, there are plenty of historical 

reasons why Slovaks should incline to Russia: 

- Slavic, pro-Russian sentiment of the historical Slovak national movement,  

- liberation from the Nazi occupation by the Red Army in the Second World War,  

- 40 years of “prosperity” under the communist regime (bolstered by the nostalgic 

optimism of a part of the older generation),  

- decline in living standards after the Velvet Revolution and uncertainty associated with the 

introduction of a new political system and social order in the 1990s. (Šmihula, 2024) 

Some may argue that the evidence of Russian aggression in Ukraine and attacks on 

defenceless civilians should convince those who feel sympathy for Russia that Russia is an 

aggressor and a real threat. But there are other psychological factors e.g., cognitive 
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dissonance that influence general perception of the population.  Cognitive dissonance is a 

state in which there is a difference between your experiences (Russia acts aggressively) and 

your beliefs about what is true (Russia is not a threat). (Cambridge University Press, n. d.) 

However, people experiencing cognitive dissonance crave to maintain their original stance. 

They believe misinformation and propaganda regardless of how absurd it is because it allows 

them to support their beliefs. Thus, disinformation is successful not because it is a 

sophisticated or intellectually elaborate argument, but because targeted individuals do not 

have to think of Russia as an aggressor. It allows them to resolve the discomfort they 

experience in their opinions. (Jarcho et al., 2011) All these points provide a good basis for the 

production of Russian propaganda. 

 

2.2 Political polarization 

The Slovak political environment is currently based on very high polarization. The 

division between the left and right is reaching extreme and unusual levels. During the last 

presidential and parliamentary elections in 2024 and 2023, respectively, the main topics of 

the political debates and political campaigns were very emotional, divisive, and binary. The 

aggressive verbal expressions of politicians only added fuel to the fire in an already very tense 

social situation. It is very easy to spread disinformation in these conditions because if they 

support the argument of one or the other group, they are spread at tremendous speed as the 

opinion becomes part of the people's personality, and in their point of view, it needs to be 

defended and supported.  War in Ukraine, migration, discourse on gender and sexual diversity, 

and vaccination became the main talking points. On these topics, it is required to adhere to 

only one opinion or the other, there is no compromise.  This caused even greater polarization 

of the already divided population. Other, and one can say more important topics like pension 

system, aging population, healthcare (accessibility, quality, funding), education reform and 

modernization, family policy, and social welfare were pushed to the periphery of the public 

interest due to their low emotional impact. 

 

2.3 Cognitive factors 

One of the potential reasons why Slovakia is vulnerable to disinformation might be the 

lack of innate cognitive abilities. But according to the Lynn & Becker study (2019), the average 

IQ of a Slovak population is 96 points, which results in an approximate ranking of 33rd to 39th 

in the world. This is a rather neutral ranking in relation to susceptibility to disinformation. 

Critical thinking is very closely connected with creative thinking. Based on the PISA 

2022 study, the Slovak Republic achieved a score of 29 points in creative thinking, while the 

average was 33 points. (OECD, 2023) According to the latest surveys among primary school 

teachers, although up to 96% of respondents consider the development of critical thinking to 

be important, only 17% said they use methods to develop it regularly. Most perceive the need 

for greater systemic support and better tools to develop these skills.  More than half of 
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teachers would welcome the introduction of a separate subject devoted to critical thinking, 

but a large proportion prefer an integrated approach within regular subjects without 

increasing teaching hours. According to 38% of teachers, the biggest barriers to the 

development of critical thinking are a lack of methodological materials, and according to 28%, 

their concern is that they will not have time to cover all the necessary material. (Rapčan, 

Štrompová et al., 2025) It is very worrying that even teachers themselves feel that critical 

thinking is not given sufficient attention in the educational process. The result is a society that 

lacks developed critical thinking skills, which makes it more susceptible to disinformation 

campaigns.  

The research on media literacy index assesses the potential vulnerability of 41 

European societies to the so-called “fake news” and related phenomena by employing 

indicators of media freedom, education, and interpersonal trust. The research includes the EU 

member states, the EU candidate and potential candidate countries, prospective candidates, 

the countries in closer relations with the EU, such as the European Economic Area (EEA) and 

Switzerland as well, as the UK.  In this study, Slovakia once again ranked below average, in 

24th place. (OSCE, 2022) 

 

Graph 1 Media literacy index 2022 of chosen countries 

Source: OSCE, 2022 

 

Although the population in Slovakia has good genetic intelligence predispositions in 

terms of intelligence, it is still very vulnerable to the spread of disinformation. This is mainly 

due to the insufficient development of critical thinking within the country's education system. 

Furthermore, resistance to disinformation from Russia is also influenced by historical and 

ethnic factors, which have a particularly strong impact on the older generation, who 

experienced a totalitarian regime in which they were also educated. 
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2.4 Tools of disinformation dissemination 

The first significant increase in the spread of disinformation in Slovakia was recorded 

after Russia's annexation of Crimea in 2014, as it became an integral part of the Russian 

Federation's operations. The amount of disinformation spread remained stable until Russia 

invaded Ukraine in 2022, when it was increased again. With the conventional invasion 

underway, unconventional operations also began, and the spreading of disinformation is  

a vital part of it.  

Social networks are clearly effective in spreading disinformation and are therefore the 

most common place where such misinformation is disseminated. More traditional media such 

as television and online newspapers lag behind, but they still clearly play a role. We saw the 

first significant increase in the spread of disinformation at the onset of the COVID-19 

pandemic, as a lack of information and uncertainty left a large information vacuum that was 

exploited by disinformers. After the war in Ukraine began, most of the users, websites, and 

portals that had spread disinformation in connection with the pandemic began to spread 

disinformation about the war while they kept their audience. 

One of the reasons why information and misinformation spread through social 

networks and why alternative media remain so popular is the existence of echo chambers 

phenomenon and confirmation bias. Confirmation bias is “seeking or interpreting of evidence 

in ways that are partial to existing beliefs, expectations, or a hypothesis in hand” (Nickerson, 

1998, p. 175). An echo chamber is defined as “a network of users in which users only interact 

with opinions that support their pre-existing beliefs and opinions, and they exclude and 

discredit other viewpoints” (Alatawi et al., 2021, p. 1). 

There are many popular social networks in Slovakia, and the most popular ones are 

undoubtedly Facebook, Instagram, X, TikTok, and Telegram. Although Telegram is not the 

most popular one, it plays a very important role in spreading Russian disinformation. 

Telegram channels allow individuals or organizations to publish content—text 

statuses, videos, or photos—in the same way we are used to, for example, from Facebook 

wall. The advantage of Telegram channels is that users have subscribed channels listed among 

their regular chat conversations. When a channel publishes new content, it moves to the top 

of the list of unread conversations for subscribers, who can also opt to receive push 

notifications. This, together with the ability for subscribers to share content further, allows 

Telegram posts to reach tens of thousands of views. Users can comment on individual posts, 

or the owner can link their channel to a separate discussion group for up to 200,000 users. 

(Príbelský, 2023) 

The former chief of the Center for Combating Hybrid Threats at the Ministry of the 

Interior of the Slovak Republic Daniel Milo mentioned that Telegram´s importance is 

significant because, according to our internal analysis, up to 20% of the content on Slovak 
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Telegram channels and accounts is taken from Russian-language sources. These are 99.9% 

Russian propaganda and information operations. This content is then spread from Slovak 

Telegram groups and channels to Facebook, where it is shared by so-called "influencers." 

These influencers may be politicians or non-political actors. From there, the content is often 

spread further with the help of disinformation media outlets, which often simply repost 

Facebook statuses, especially those of politicians, and publish them as their own articles. 

(Hodás, Príbelský, 2023) Telegram is not particularly significant in Slovakia, with approximately 

100,000 to 200,000 users. (Kőváry Sólymos and Šlerga, 2023) What makes it important is its 

role as a gateway for Russian narratives into the Slovak information space, as described above. 

 

2.5   Other masmedias 

Television and online magazines are a very important part of the Slovak information 

space. Unfortunately, frequent attacks from the politicians and other high-profile state 

representatives undermined public trust in traditional media outlets in Slovakia.  According to 

the Digital News Report 2023, trust in news in Slovakia was among the lowest. This was caused 

by decades of interference by business and political leaders in the chase of their goals. In 2023, 

the overall trust in news in Slovakia is only 27% which ranks Slovakia 42nd out of the 46 

countries covered. (Newman et al., 2023) This statistic is alarming in itself. What is even worse, 

however, is that people who do not trust traditional media mostly start consuming 

information elsewhere. Usually, this means the aforementioned social networks or alternative 

media.  

The primary function of alternative media should be to facilitate public discourse by 

fostering a diversity of opinions. The credibility of alternative media is called into question 

when there is evidence to suggest that their primary objective is not the dissemination of 

factual information, but rather the deliberate propagation of false or manipulated content, 

with the ultimate aim of influencing public opinion. Furthermore, if such actors were to 

disseminate information with the objective of engendering instability within a specific nation 

for the benefit of a foreign power, they could potentially pose a significant threat. In Slovakia, 

the operation of alternative media commenced in 2014 on a larger scale, following Russia's 

annexation of Crimea, and these media outlets gained the greatest popularity after the onset 

of the COVID-19 pandemic. 

The most popular alternative media outlets in Slovakia include Zem a vek, infovojna.sk, 

Slovenské noviny, and Hlavné správy. Alternative media are part of the information space that 

benefits from the existence of social networks such as Telegram and similar platforms. In their 

posts, they often cite unverified sources from social networks, or they share articles 

reciprocally between individual alternative media outlets. Through these practices, they 

create an illusion of credibility and "generally accepted validity" of the information they share. 

Based on the research done by Mintal et al. (2021), most of the untrustworthy media 

operating in the Slovak information space are based in Slovakia and not abroad. The research 
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also shows that their primary goal is probably to generate profit, as they often display 

advertisements to a large extent. This contradicts the generally accepted view that these 

media outlets are sponsored from abroad. On the other hand, it does not refute it either, and 

if such sponsorship is carried out in a sophisticated manner, it may not be easy to detect 

without the use of sophisticated investigative methods and resources.  

 

CONCLUSION  

The Slovak Republic is influenced by various external and internal factors that make it 

susceptible to certain narratives that are part of a relatively successful disinformation 

campaign. These mainly concern historical and ethnic realities shared by Slovakia and the 

Russian Federation. Furthermore, there is already existing social polarization, which provides 

fertile ground for sowing further uncertainty and conflict between different social groups 

within the population. What´s more, the level of critical thinking and media literacy in Slovakia 

is below the European average. This poses a major challenge for the country, as it is caused 

by the insufficient integration of critical thinking into the education process for children. 

Remedying this situation may take several years, which means that Slovakia’s resilience will 

continue to suffer until then.  

The Slovak information space has undergone major changes in the last decade. 

Traditional media have lost popularity, and this vacuum has been filled by newly emerging 

alternative media, which have experienced an extreme surge in popularity, especially during 

the COVID-19 pandemic. Another problem is that many people consider social networks to be 

a valid source of information, even though anyone can share anything on a social network 

without any proof. For this reason, social networks are very often used to infiltrate 

disinformation into the Slovak information space, where it is further disseminated as 

legitimate information.  

All these factors contribute to a decline in the Slovak Republic's defensive capabilities, 

as disinformation is part of the Russian Federation's efforts to destabilize Slovakia and other 

the NATO or EU member states. Some of the factors mentioned can be improved more easily, 

while others are more complex. Similarly, improvements in some areas can be made more 

quickly than in others. For example, the introduction of a comprehensive mechanism for 

developing critical thinking for school-age children requires careful preparation, and the 

results of this process will only be seen later. However, such a change can have a positive and 

lasting impact on the country's future, as a change in this area can eliminate other negative 

influences (the amount of misinformation on social networks, the number of alternative 

media, the polarization of society) and improve overall defensive capabilities of the Slovak 

Republic.  
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 The article deals with the topic of unmanned ground vehicles, esp. their 
combat versions. Nowadays, the Ukrainian conflict is still in an active 
phase, and the warfighting of both sides has developed, including new 
tools and entities on the battlefield. The intention of the article is wide 
description and summarisation of  current state and close future challenges 
for combat units and their new elements—unmanned ground vehicles. 
From scientific tools, open-source analysis, extrapolation of results, and 
expert assessment based on experiences, results of experiments and terrain 
tests, and factual logic has been chosen. For completing the information, 
the the MOOSEMUSS acronym was utilized. The inputs are based on 
practical and scientific results, combining a holistic approach. The point of 
view represents the community of users—commanders of manoeuvring 
units, prospectively equipped by unmanned ground vehicles. As a result, is 
offered synthetised and generalised overview according to principles of war 
on tactical utilisation of unmanned ground vehicles. The aim of article is 
not to analyse isolated experience from experimental polygons or 
battlefield. 
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INTRODUCTION  

 

The modern battlefield and the character of warfighting are linked with the necessity 

of utilizing new technologies and procedures (PIERCE 2004; ZAHRADNICEK & BOTIK 2024; 

Hybrid Warfare Reference Curriculum Volume I, 2024), which are leading to gaining tactical, 

operational, and strategic advantages and defeating the enemy (HRDINKA, 2024). One of the 

tools representing this approach is the utilization of unmanned vehicles. These vehicles, in 

various modifications, play a more or less supportive role in the current conflict. The reason 

why and how to reverse this situation is covered by this article. 
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The article is focused on tactical utilization of combat unmanned ground vehicles 

(UGVs) as a core element of research. The increasing trend of deployment of UGVs is visible 

from various sources (HRDINKA et al. 2025, p. 122-123; KOMPAN, 2024; HRNČIAR 2025) 

Despite this, the role of UGV on the battlefield is still supportive. The logical prediction is 

when these systems will play a decisive role. 

The article is supported by statements and “open sources” dealing with the Ukrainian 

conflict. Also, previous studies and experiments are incorporated. 

Mostly filled-in methods for researching the composition of the article were open-

source analysis, extrapolation of results, and expert assessment based on experiences, 

results of experiments and terrain tests, and factual logic.  

For better structuring the article, the acronym MOOSEMUSS has been used. This 

acronym represents “Nine principles of warfighting” (Marine Corps Institute (U.S.) 1989) and 

represents Mass, Objective, Offensive, Security, Economy of Force, Maneuver, Unity of 

Command, Surprise, and Simplicity. The nine principles of war are aids to a leader as they 

consider how to accomplish a mission. As opposed to being prescriptive steps or actions that 

must be accomplished, they are guidelines for conducting operations through all the levels 

of war: strategic, operational, and tactical (United States Marine Corps 2018, 28-32). 

Sightless adherence to these principles will not guarantee success, but each deviation 

increases risk. This principles do not change in time, they were valid in past, are valid now 

and will be valid in future. What is changeable, are devices, tools, methods and tactical 

variables, specifically Mission, Enemy, Terrain and Weather, Troops and Support Available, 

Time Available, Civil Considerations.  Therefore, the MOOSEMUSS, as a tool, seems to be a 

good opportunity to describe current problems of utilization of UGVs.  Other descriptors 

were considered (for. ex. DOTMLPFI, SWOT analysis, PICO analysis, FMEA analysis, DMAIC 

analysis), but they do not follow viewpoint from perspective or military art at tactical level. 

 

1 MASS 

 

The concept of “concentrating the effects of combat power at the decisive place and 

time to achieve decisive results.” Vital to the concept of mass is having the insight to identify 

the decisive place and time in which to attack the enemy’s critical vulnerability. 

Concentrated fire power is irrelevant if applied to an objective of no significance. We seek 

mass to overwhelm the enemy in an attempt to deliver the decisive blow. It applies not only 

to fires but also to supporting elements as well. It is closely related to economy of force, as 

force available is limited and we must decide when and where it is appropriate to mass or 

economize our force. 

The UGVs enable support for the mass. The lack of manned teams can be supported 

by UGVs as fire support elements equipped with grenade launchers, machine guns, or 

cannons. Second, it can be used for supporting operations and enable manned teams to be 
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deployed in decisive operations. The barriers are lack of autonomy, electronic warfare, and 

speed of actions and reactions (HRDINKA et al. 2025, p. 131-132). According to current 

conflict experiences, the combat UGV´s are deployed and in stabilised positions, they fill in 

gaps between combat outpost of infantry. They support the mass. 

Also, current armored vehicles (armored personnel carriers and infantry fighting 

vehicles) are not equipped with platforms for transporting small UGVs inside the vehicle as 

part of a section or platoon. This approach is philosophically similar to utilizing antitank 

rocket launchers as an integral part of the BMP crew (weaponsystems.net). UGVs need to be 

transported and operated as an integral part of a squad or platoon, which causes utilization 

at the right time in the right place. The typical tasks, according to ČERNÝ & DROZD (2014), 

for these elements can be, for example, support by fire, attack by fire, participating in 

breaching operations, operations for containing, etc. From tests and experiences from 

operational deployment, they are not ready for utilization in dynamic as a unit performing 

the main effort.  

 

2 OBJECTIVE 

 

The concept of “directing every military operation toward a clearly defined, decisive, 

and attainable objective.” Related to mass and economy of force, we must know where to 

mass and where to economize, which is defined by a decisive objective. It is also related to 

unity of command, as each subordinate must be led by the intent of one commander 

towards the commonly defined objective. Communication is also critical, ensuring that the 

elements of the military operation are acting in consonance towards the same end. (Marine 

Corps Institute (U.S.) 1989). 

These demands seem problematic from the perspective of controlling the UGV. The 

vehicles must be precisely operated. The specific objective, fulfilled task in the right place 

against the right enemy, can be disrupted by electronic warfare. Therefore, operating via 

cables or optic cables as an alternative can be a solution. Using lethal firepower has to be 

adjusted by man; the target must be verified. Combat identification as a fully autonomous 

process is still not correctly developed. 

 

3 OFFENSIVE 

 

The concept that we, as a fighting force, are continuously focused on “seizing, 

retaining, and exploiting the initiative." Maintaining an offensive mindset does not imply 

that we seek to avoid defence. Rather it implies the use of the defence as a temporary 

expedient to prepare to resume the offense. Offense being the decisive form of combat, it is 

the method by which we exploit the enemy weakness, impose our will, and determine the 

course of war (Marine Corps Institute (U.S.) 1989). 
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The combat UGV´s have abilities to support the “offensive approach”. Their ability to 

support by fire manoeuvring elements enable concentrate the power in specific direction or 

axis, enable movement of manoeuvring elements and keeps enemy pinned down. The 

firepower is limited by type of weapon, because only heavy weapon with amount of 

ammunition can be mounted on appropriate chassis. Also, real trafficability of chassis can 

limit the offence. The small UGV´s can be well equipped by grenade-launchers (JANES 2025)  

or rocket- launchers (MILLER 2025), what from viewpoint of stability is acceptable solution. 

The machineguns and rifles, mounted at platform, do not have satisfying ration between 

lethal effect and consumption of ammunition, when they are not equipped with 

stabilisation, based on terrain experiments (HRDINKA 2025, p.129-130). 

The course of action, based on current conflict is presented on picture bellow, where 

the UGVs conduct the support by fire, during the units manoeuvre. 

 
 

Figure 1 Closing with the Enemy: the role of UGV 

Source: Watling, 23 October 2025 
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4 SECURITY 

 

The concept that we, as a fighting force, are continuously focused on “seizing, 

retaining, and exploiting the initiative." Maintaining an offensive mindset does not imply 

that we seek to avoid defense. Rather, it implies the use of the defense as a temporary 

expedient to prepare to resume the offense. Offense being the decisive form of combat, it is 

the method by which we exploit the enemy weakness, impose our will, and determine the 

course of war (Marine Corps Institute (U.S.) 1989). 

The combat UGVs have abilities to support the “offensive approach.” Their ability to 

support by fire maneuvering elements enables concentrating the power in a specific 

direction or axis, enables movement of maneuvering elements, and keeps the enemy pinned 

down. The firepower is limited by the type of weapon, because only heavy weapons with an 

amount of ammunition can be mounted on appropriate chassis. Also, real trafficability of the 

chassis can limit the offense. The small UGVs can be well equipped with grenade launchers 

(JANES 2025) or rocket launchers (Miller 2025), which, from the viewpoint of stability, is an 

acceptable solution. The machine guns and rifles, mounted on the platform, do not have a 

satisfying ratio between lethal effect and consumption of ammunition when they are not 

equipped with stabilization, based on terrain experiments (HRDINKA 2025, p.129-130). 

 

5 ECONOMY OF FORCE 

 

The concept of "allocating minimum essential combat power to secondary efforts." 

This goes hand-in-hand with the concept of mass. ln order for us to concentrate decisive 

combat power at the decisive point, we must know where to economize forces at our 

secondary efforts. This also implies an acceptance of calculated risk at these secondary 

efforts. Limited attacks, defense, deceptions, or delaying actions can help us economize 

forces allowing us to weight the main effort with mass (Marine Corps Institute (U.S.) 1989). 

This principle is extremely valid for utilising not only for UAV´s, but also for UGV´s and 

in fact it is the reason, why to develop unmanned vehicles. Advanced robotic systems, 

working autonomously or semi-autonomously enable the commanders safe the manpower 

for deceisive operations or for activities, where is presence of manned teams essential. Good 

example can be stabilising operations or counter-insurgency operations (HRNČIAR 2018).  
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6 MANEUVER 

 

The concept of "allocating minimum essential combat power to secondary efforts." 

This goes hand-in-hand with the concept of mass. In order for us to concentrate decisive 

combat power at the decisive point, we must know where to economize forces at our 

secondary efforts. This also implies an acceptance of calculated risk at these secondary 

efforts. Limited attacks, defense, deceptions, or delaying actions can help us economize 

forces, allowing us to weight the main effort with mass (Marine Corps Institute (U.S.) 1989). 

This principle is extremely valid for utilizing not only UAVs but also UGVs, and in fact 

it is the reason why to develop unmanned vehicles. Advanced robotic systems, working 

autonomously or semi-autonomously, enable the commanders to save the manpower for 

decisive operations or for activities where the presence of manned teams is essential. A 

good example can be stabilizing operations or counter-insurgency operations (HRNČIAR 

2018).  

The maneuver is limited. The significant limit is terrain in combination with level of 

autonomy (KOMPAN 2025). Many scientific studiea are extremely focused on technical 

solution, but practical impact and results in battlefield are „for discussion“. The remote 

controlled UGV´s are deployed in current praxis. The idea of combined arms manned-

ummanned system is cultivated, and almost every month developed.  

 

Figure 2 Combined arms: Dronebot combat system 

Source: Dronebot Combat System 

The proportions of current battlefield are changed according known doctrines. From 

this perspective, the aerial and ground unmanned systems are extremly valid, because they 

support mass, concentration and are able to fill-in gaps and empty corridors. Maneuvring is 

more probable and the operation dynamics is from perspective of movement is to solve. This 

prevents the situation, where the forces are generaly „positioning“. 
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Figure 3 Structure of land warfare Ukraine (current) 

Source: Niedźwiecki, 2025 

As above mentioned author Niedźwiecki explains,the battlefield leads the 

commanders to solve, how to boost the movement, dynamics and unblock current general 

state. Based on discussions, the authors can uderline results from discussion of Future Land 

Forces conference and recommned: deploy ammount of small hi-tech object on battlefield, 

duouble or shift some capabilities on drones, fires (combination of massive and precise) will 

be essential, counter drone capabilities unblock the positioning, electronic warfare needs to 

be the ability of small unit, not the ability of achelons and formations. 

 

7 UNITY OF COMMAND 

 

Best exemplified by commander’s intent, “Unity of Command” is the concept that 

“for every objective, we ensure unity of effort under one responsible commander.” Mass, 

economy of force, and maneuver would be impossible without the vision of a single leader. 

To ensure that vision is carried to the lowest levels while still allowing for flexibility and 

initiative, we use commander’s intent. It allows for and leverages mass, objective, and 

economy of force at the decisive point. 

The autonomy of vehicles and “un-crewing” makes pressure to keep them under 

control, using the principal of unity of command. The task must be clearly understood, and 

the vehicle's behavior has to follow the orders. In case of adding the vehicles as a part of 

platoons, every battalion will be reinforced by minimally 9 new UGVs, which can represent 

the firepower of a large platoon or small company, based on weapon systems. Exponential 

increasing of UGVs will require a robust command and control system and upgrading related 
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functions, such as intelligence, surveillance, target acquisition, and reconnaissance. 

Situational awareness and operational picture will be more dense, and also inputs and 

analyzing incoming messages will be the next task for small unit leaders. The capacity of 

communication systems can be a challenge, similarly like in the Ukrainian conflict (SpaceX 

Starlink internet isn't fast enough for Ukraine's combat robots, 2025). 

 

8 SURPRISE 

 

The concept that we seek to “strike the enemy at a time or place or in a manner for 

which he is unprepared.” It does not require the enemy to be caught unaware, but rather 

that he becomes aware too late to react effectively. May include the use of speed 

(maneuver in time), unexpected forces (mass), operating at night (psychological and 

technological maneuver), deception (psychological maneuver), security, variation in 

techniques, and use of unfavorable terrain (spatial maneuver) (Marine Corps Institute (U.S.) 

1989). 

The definition of surprise can be filled by the implementation of UGVs into structures 

of combat units as well. The “unknown” elements on the battlefield have not only lethal 

power but also psychological. Based on experimentation by the Department of Tactics, 

University of Defence, the manned units are attracted by the movement of UGVs. Similarly, 

like by the presence of drones. This can take away the vigilance of forces and create 

conditions for tactical surprise. Additionally, the movement to contact, in order to find the 

enemy or disrupt the enemy, is a logical opportunity for how to implement this 

characteristic. 

 

9 SIMPLICITY 

 

The concept that the preparation of “clear, uncomplicated plans and clear, concise 

orders ensures thorough understanding” and therefore ease of execution. Plans and orders 

should be as simple and direct as the situation and mission dictate. This reduces the chance 

of misunderstandings that inject internal friction and therefore cause ineffective execution. 

Ceteris paribus (all variables being equal), the simplest plan is preferred (Marine Corps 

Institute (U.S.) 1989). 

The simplicity of utilization is crucial when using a number of sophisticated systems. 

Adequate mission tasks, limiting possible failures, are necessary to order. Commanders have 

to reduce the risks of failures. Again, adequate tasks, right timing, and having contingency 

plans are the way to reduce possible mistakes. The operators, controlling UGVs from a 

distance, do not have a 3D view, like the foot soldier. The UGVs are not so quick in reaction 

or are extremely quick in reactions. It can cause unpredictable situations.  
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CONCLUSION 

 

The UGVs, similarly to other elements on the battlefield, have to adopt principles of 

warfighting because they are part of a warfighting organism—a hybrid military system. 

Overall output from this study is that UGVs are not developed for autonomous acting 

from the viewpoint of tactics. They can be able to conduct „isolated“ actions, but they are 

not fully technically prepared to replace soldiers or crews. On the other hand, they 

demonstrate opportunity, how to support their own capabilities, and how to increase 

combat effectiveness. The core of development is in experimentation in real or almost real 

situations and adapting not only machines but also operators and commanders 

(ZAHRADNÍČEK et al. 2023). 

The authors are convinced that the principles described in the acronym MOOSEMUSS 

are influencing each other according to the matrix. Therefore, the real abilities of UGVs are 

related also. 

Table 1: MOOSEMUSS matrix 

 M O O  S E  M U S S 

M x         

O  x        

O   x       

S    x      

E     x     

M      x    

U       x   

S        x  

S         x 

Source: Own 

The key message of the article was described in chapter 6. Not only unmanned systems, 

but whole approach to modern warfare has to be adopted. The combined arms, equipped by 

family of drones, operated in planned frequence, sequence, tempo in small groups or 

separately will be essitial. The battlefield will be inflated, according to new abilities of 

devices (esp. range of fire, precision). This creates significant change comparing valid 

doctrines from WW2 to 2022. 
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 Emerging and disruptive technologies are increasingly present in our lives, 
determining the increase in people's living standards and the progress of 
society. The influence of this type of technologies is present in both the 
civilian and military environments. In the military environment, by 
transforming into capabilities, the impact will be significant on defense 
institutions, but also on classic security strategies, military doctrines, 
operational concepts, wars. In this paper, using the bibliographical and 
analytical method, it will be highlighted how emerging and disruptive 
technologies can be used by hostile forces to increase disinformation and 
uncertainty in conflict areas where peacekeeping missions are carried out 
under the auspices of the UN. Personnel participating in UN missions must 
identify the signs of a disinformation campaign as early as possible and 
have the necessary knowledge to combat it. 
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INTRODUCTION 

 

In an era where information circulates extremely quickly thanks to the online 

environment, a new major challenge has emerged: disinformation. This challenge manifests 

itself at all levels, in all areas, and contributes to the manipulation of people. Disinformation 

spreads rapidly online, but also offline and in the media. 

Emerging and disruptive technologies are changing the way the world works. In their 

use, emerging and disruptive technologies present both advantages and disadvantages and 

“will have a major impact, with specific effects and risks related to the new products and 

services that could emerge and disrupt markets, as well as how businesses will be adapted, 

transformed and run in accordance with the new business model” (Coman et al., 2024). 

The paper aims to present the role that emerging and disruptive technologies play in 

the propagation of disinformation in UN peacekeeping missions. 

https://doi.org/10.52651/vr.a.2025.3.57-69
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To achieve the objective, we presented and analyzed, based on the study of the 

bibliography and our own observations, the importance of emerging and disruptive 

technologies in military activities and their role in the propagation of disinformation during 

the conduct of UN peacekeeping missions. 

 

1 EMERGING AND DISRUPTIVE TECHNOLOGIES – TECHNOLOGIES THAT INCREASE THE 

RESILIENCE OF PEACEKEEPING OPERATIONS 

 

Among the first researchers to note the disruptive nature of technological change 

was Joseph Schumpeter. He noted in 1939 that this disruptive nature of technological 

change could lead to waves of “creative destruction” (Chandra Shekar, Anjali, Pavithra, 

2017). Many of the technologies that define the modern era (computers, nuclear power, 

space-based ICT systems and GPS, etc.) emerged as a direct result of public investment 

driven by geopolitical competition and the dynamics of the arms race between the US and 

its allies, and the Soviet Union, during the Cold War. The most striking difference in the 

nature of research and development in science and technology was represented by the 

increased volume of private investment in so-called “dual-use technologies”, usually 

reserved for civilian purposes but with notable military applications (Vincić, 2021). 

Currently, emerging and disruptive technologies (EDT) are increasingly part of our 

lives, changing the way the world works and “driving societal progress and increasing the 

standard of living of the individual” (Popescu, 2021, p. 221). These technologies, which come 

with both opportunities and challenges, are expected to reach maturity in the next 20 years 

(Popescu, 2021, p. 2019). and have an increasing impact on security and the armed forces. 

They allow the armed forces to “become more effective, resilient, cost-efficient and 

sustainable as well as address immediate capability shortfalls and deliver on their capability 

targets” (NATO, 2025) changing the nature of war (Mills, 2023, p. 4). Beyond the positive 

impact, EDT present “a huge threat to society, both civil and military, from their misuse” 

(The Geostrata, 2024). 

Emerging technologies are considered to be those technologies that require longer 

time horizons (between 10 and 20 years) to mature and whose development trajectories are 

currently less certain (Vincić, 2021). 

Disruptive military technology represents “an improved or completely new 

technology capable of producing fundamental changes to traditional models of security and 

defense” (Iancu, 2019) and is in a more advanced state of technological maturity already 

having/expected to have significant and potentially revolutionary impacts on the nature of 

warfare and collective defense and security in the period 2020-2040 (Vincić, 2021).  

These technologies, by transforming into military capabilities, will have an impact on 

classic security strategies, military doctrines, operational concepts, wars, but also on the 

organization of defense institutions. 
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Like any product, disruptive technologies have four life phases (Figure 1). 

 

Figure 1 Phases of disruptive technologies 

Source: Veuger, 2018 

 

The phases of disruptive technologies are presented in Tab. 1, where column 2 lists 

the characteristics of the disruptor evolving from a niche solution to an asset used in both 

civilian and military environments, and column 3 lists the prototype result. 

 

Table 1 Phases of disruptive technologies 

Phase Disruptor Incumbent / Prototype 

Disruption of the 

established order 

Introduce a new product with a 

well-defined approach, 

recognizing that it may not meet 

all the needs of the entire existing 

market, but it improves on state-

of-the-art technology. 

The new product/service is not 

relevant to existing customers or 

the market (also known as 

“denial”) 

Rapid linear 

evolution 

Adds features and capabilities, 

increasing value based on 

feedback from a group of early 

adopters. 

Compares the complete product 

with its own new product and 

identifies defects (also known as 

“validating”)  
Convergence. 

Completely 

reinvented 

product 

Sees an opportunity to broaden 

the customer base by attracting 

new companies. 

Recognizes the limitations of its 

Disruptive core features are added 

to the existing product line to 

demonstrate attention to future 

trends while minimizing disruption 
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Phase Disruptor Incumbent / Prototype 

new product and learns from 

previous practices, but applies 

them in a new way. 

Potential risks are continuously 

addressed with new technologies 

and business models, and the 

focus shifts to the “installed base” 

of the already existing order. 

to existing customers (also known 

as “competition”). 

A potential risk is that disruptive 

products are not recognized as 

truly valuable or do not offer 

opportunities relative to the 

limitations of existing products. 

Completely 

reinvented 

product 

Approaching a decision point 

because new entrants to the 

market can benefit from 

everything the new product has 

demonstrated, without 

considering existing customers. 

Focusing more on market legacy 

or continuing the path already 

taken. 

It is too late to react. 

Begins defining the new product 

as part of a new market and the 

existing product as part of a 

larger, existing market (also 

known as “retraction”). 

Source: Processing after Veuger, 2018 

 

Emerging and disruptive military technologies are: artificial intelligence (AI), 

hypersonic systems, autonomous systems, biotechnologies and human enhancement 

technologies, quantum technologies, space, next-generation communication networks, 

energy and propulsion, new materials and their production (NATO, 2025).  

Artificial intelligence is a catalyst for the development of emerging and disruptive 

technologies and a basic element in the implementation of other technologies in the military 

field, because systems equipped with artificial intelligence will be able to perform analyses, 

identify threats, solutions and courses of action, assist decision-making or even make 

decisions independently, thus optimizing other systems and acting as an amplifier of human 

strength and intelligence (Cîrdei, 2025).  

Technologies are developing at a dizzying pace, and their impact on all areas is 

unimaginable. Artificial intelligence is an engine of development of all other areas and is 

driving the development of new emerging and disruptive technologies. Moreover, artificial 

intelligence will allow for the achievement of quantum supremacy, thus creating the 

conditions for tasks and activities that normally take a long time to be completed in a few 

seconds. The fundamental question that arises here is if and when this technology will 

become widely accessible, because then every terrorist, insurgent or other entity or 

organization will have access to almost unlimited computing power.  
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When quantum power is widely available, its impact on military operations will be 

immense. Taking advantage of this emerging technology, the speed, scale, and quality of 

disinformation campaigns will be so great that it will be almost impossible to identify and 

very difficult to combat, because it will be a significant challenge to distinguish between real 

and simulated actions, between those specific to current activities and legitimate military 

operations and those that support disinformation actions. 

These technologies are fundamentally changing the missions of the United Nations 

(UN) to maintain peace. In general, UN peacekeeping missions aim to assist states in the 

transition from conflict to peace. In carrying out peacekeeping missions, the UN has “unique 

strengths, including legitimacy, burden-sharing, and the ability to deploy troops and police 

from around the world, integrating them with civilian peacekeeping forces to fulfill a range 

of mandates set by the UN Security Council and the General Assembly” (United Nations 

Peacekeeping, 2025c).  

If the Action for Peacekeeping Initiative aimed to strengthen, secure and make UN 

missions more effective, A4P+ aims to accelerate its implementation (Figure 2). To this end, 

“concrete measures have been adopted across all areas of A4P+, from improving the safety, 

security and well-being of our personnel to increasing the participation and expanding the 

role of women in our missions” (United Nations Peacekeeping, 2025a). 

 

Figure 2 Action for Peacekeeping and Action for Peacekeeping+ 

Source: United Nations Peacekeeping, 2025c 
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It should also be borne in mind that threats to peacekeeping personnel do not only 

come from the physical environment and do not only endanger the physical safety of the 

personnel. In the age of technology and the Internet, military and civilian personnel 

participating in peacekeeping operations are faced with risks arising from the cyber 

environment that can have faster and more intense effects than actions carried out in the 

physical environment, even using military means.  

Cyber threats and those specific to information warfare are, most of the time, 

invisible and therefore difficult to counter, especially due to the fact that the target would 

be aware that it is subject to an attack only after the attack is underway or even after it has 

been completed. Thus, the attention of decision-makers and peacekeeping personnel will 

not be focused on preventing attacks, but on countering them and limiting their effects and 

damage.  

That is why personnel participating in peacekeeping missions must have training in 

cyber and information operations in order to be aware of the danger they represent, the 

damage they can cause and the indications of such hostile actions in order to be able to 

counter them. While cyber threats and information operations are not new in the military 

field, we can observe that new confrontations are taking on a hybrid character, because the 

environments of confrontation, the methods of conducting military actions and their targets 

are increasingly diverse, and their countering is increasingly difficult.  

Hybrid threats are becoming a constant of current activities and especially of the 

actions of the armed forces that must get used to operating in such conditions, marked by 

uncertainty, volatility, unpredictability and multidimensional and multidomain risk. Hybrid 

threats are a significant concern today due to their ability to exploit vulnerabilities in 

interconnected, open societies, using a combination of conventional and unconventional 

tactics. These threats are increasingly visible in all domains and are predominantly 

manifested in parallel with classical military or peacekeeping actions, with the aim of 

creating insecurity, distrust and suspicion.  

Technology and connectivity have significantly amplified the scope and impact of 

hybrid threats on armed forces and their ability to conduct military actions. The ability to 

disseminate disinformation on a large scale, to conduct sophisticated cyber-attacks, to 

exploit global interdependencies and to coordinate operations in real time are key factors 

that make hybrid threats particularly challenging in the modern era. 

The UN is currently involved in 11 peacekeeping operations led by the Department of 

Peacekeeping Operations. These are mainly conducted on the African continent in Western 

Sahara, Congo, Central African Republic, Abyei, and South Sudan. Other areas where 

peacekeeping operations are conducted include: Kosovo, Cyprus, Lebanon, Golan, Middle 

East, on the border between India and Pakistan. As of 31 July 2025, 68,255 personnel were 

involved in the 11 peacekeeping operations (United Nations Peacekeeping, 2025b). 
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The nature of contemporary conflicts has evolved, requiring continuous adaptation of 

peacekeeping operations. Despite the fact that this adaptation is in continuous dynamics, 

UN peacekeeping missions are affected by disinformation. 

UN-led missions, regardless of the geographical area in which they are deployed, are 

exposed to hybrid threats and disinformation actions that are directly directed against the 

mission and participating personnel, but which also indirectly affect the efficiency and 

legitimacy of UN forces by targeting the local population, political decision-makers and 

international public opinion, through coordinated and well-planned actions, which aim to 

achieve short- and medium-term effects. The initiators of disinformation actions use the 

advantages offered by modern technologies, especially artificial intelligence, to prepare and 

carry out real disinformation campaigns, with minimal effort and maximum potential 

benefits. 

 

2 DISINFORMATION IN UN PEACEKEEPING MISSIONS 

 

Disinformation is not a new phenomenon, but given the dynamics in the 

communications area and the continuous development of digital platforms, the large-scale 

use of AI (voice and facial recognition systems, image analysis software, virtual assistants, 

etc.), the scale of the problem is amplified, which makes it even more difficult to trust 

information and to present real facts in conflict situations.  

What is new is that digital technology has allowed the creation, dissemination and 

amplification of false or manipulated information by various actors, for ideological, political 

and/or commercial reasons, at a scale, speed and coverage never seen before. Interacting 

with real-world political, social and economic grievances, disinformation can have serious 

consequences for democracy because it distorts public debate, polarises society and 

prevents people from making informed choices, free from interference and manipulation 

(European Parliament, 2025), incites hatred, discrimination and violence, prevents people 

from meaningfully exercising their rights and destroys their trust in governments and 

institutions (United Nations 2021). 

Disinformation (false information that is deliberately created to cause harm to an 

individual, social group, organization, or country), misinformation (false information that 

appears in the public domain without the intention of causing harm by the people spreading 

it), and malinformation (fact-based information used to cause harm to an individual, social 

group, organization, or country) (United Nations 2023) have become a serious threat, both 

to members of society and to institutions. The boundary between the three is volatile 

(Figure 3), and what began as disinformation tends to turn into misinformation as it spreads, 

since most people do not share false information with malicious intent.  
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There is an important difference between fake news and disinformation (Tătaru et 

al., 2024), as false information can blur into disinformation when seemingly true information 

is lacking nuance or context (Trithart, 2022). 

 

Figure 3 The Disinformation – Misinformation - Malinformation Connection 

Source: Tătaru et al., 2024 

 

In the case of UN peacekeeping operations, the increase in disinformation can 

undermine trust in peacekeeping missions, exacerbate conflicts and encourage violence 

against UN personnel, limit the mobility and expansion of peacekeeping missions, 

compromising the protection of civilians. The number of disinformation has increased in 

recent years and includes (also false) accusations that UN peacekeepers support terrorist 

groups, traffic in arms and/or human beings, or exploit natural resources. Disinformation 

about the work of UN peacekeepers is not new, but in recent years, thanks to social media, it 

has spread at an accelerated pace. Based on public frustration, but also on real cases of 

mistakes or misconduct by UN peacekeepers, anti-UN disinformation makes it difficult to 

implement the mandates of peacekeeping operations and endangers the safety of 

peacekeepers (Trithart, 2022).  
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For example, in early 2025, M23, with the support of Rwandan armed forces, 

launched large-scale offensive operations in eastern Democratic Republic of Congo. During 

the offensive, women peacekeepers were threatened with rape and other acts of sexual 

violence, following an online disinformation campaign, which affected their safety and 

freedom of movement. This made it difficult to restore security to Congolese communities. 

Disinformation is a consequence of the use of advanced technologies aimed at 

resisting, hindering, slowing down and annihilating UN missions considered beneficial in 

their areas of operation, but which contradict opposing interests. Mobile phones used as 

explosive devices, unmanned combat aircraft or cyber-attacks are realistic attack scenarios 

that are becoming increasingly relevant with digitalization. The figures and challenges show 

that the UN must not only promote peace and security, but also protect its personnel from 

threats (Parlamentul European, 2022).  

However, there are also logistical issues, as access to modern technology is limited in 

some conflict zones. Furthermore, overuse of technologies can lead to dependency, which 

can jeopardize mission success if systems fail. 

UN personnel engaged in peacekeeping missions can mitigate the effects of 

disinformation in the following ways (Stockholm International Peace Research Institute, 

2023): 

a) Understand and address the roles of different actors when it comes to the spread of 

mis- and disinformation. There are situations where government officials or civil society 

representatives challenge the legitimacy and implementation of the mandate of UN 

operations. In this case, it is necessary for the UN Security Council to provide more 

guidance and political support to the peacekeeping mission. 

b) Recognize that multiple narratives may exist within a country and analyse who owns 

them. Understanding local culture and history, the causes of conflicts, provides a holistic 

perspective on the conflict. To better understand the context, it must be borne in mind 

that in any society there are multiple voices that influence a country politically, 

economically and socially: the host government, local communities, diaspora. Therefore, 

it is necessary for UN members to be aware of the sources of information and their 

potential biases. 

c) Analysis of the root causes of a shifting media landscape. Modern conflicts are 

characterized by a dynamic media environment. Therefore, for propaganda purposes 

and the dissemination of contradictory information, governments, local communities, 

and the diaspora fund media institutions. 

d) Keep investing in mission-wide communication strategies. Providing information in the 

media about the mission's role and purpose can help counter fake news and 

disinformation campaigns. Strategic communication is also essential, and therefore 

training senior mission leaders in communication and media is an asset. 
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e) Whole of mission approach. A proactive approach is needed, where the risk of 

disinformation is considered for the “whole mission”. Therefore, for the safety of 

personnel and to support the implementation of the peacekeeping operation, 

disinformation should be part of the planning and decision-making process. 

f) UN peace operations are complex and large, involving actors with different social, 

language and cultural settings. The cultural, social and linguistic gap between 

peacekeeping personnel and members of local communities leads to increased distrust 

among the indigenous population, undermines the legitimacy of the mission and 

increases disinformation. By improving linguistic, cultural and social understanding, 

better conditions for dialogue arise, which leads to transparency, reduces 

disinformation and increases the trust of local community members in the role of the 

peacekeeping mission. 

g) Keep in mind that criticism of the UN is not always mis- or disinformation. Engaging in 

dialogue with local community members is essential for the successful implementation 

of peacekeeping missions. This requires that the information transmitted by UN 

personnel is accurate, impartial and accessible to communities. That is why it is 

important to support the rule of law in host countries, train journalists, support 

independent media and civil society organizations. 

Disinformation and propaganda actions take place over time and target both the 

forces participating in peacekeeping operations, the population and decision-makers. The 

first step is to create a favorable climate for these actions to be carried out successfully. 

After the framework is created and a core of supporters and sympathizers is formed, from 

among the population or even influential people from different fields and political decision-

makers, the actual action begins, exploiting the weaknesses of the system and attacking the 

essential points of the peacekeeping forces.  

Once the action is launched, by using means of influence, propaganda and 

disinformation, misleading, etc., the attackers focus their efforts on achieving the objectives 

and achieving the desired end state, affecting the ability of the peacekeeping forces to fulfill 

their mission and affecting the image and respect they enjoy locally and among the 

international community. 

 

CONCLUSION 

 

The weaponization of digital communications and social media poses new challenges 

in identifying and countering hostile influences that negatively impact UN peacekeeping 

operations. Today’s peacekeepers not only face disinformation in their operational contexts, 

but are increasingly becoming targets of disinformation campaigns. Such campaigns are 

often designed to erode trust in peacekeeping operations, delegitimize international 

interventions, and deepen divisions in conflict regions.  
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By jeopardizing the safety and security of UN peacekeepers, disinformation, along 

with hate speech, limits the mobility and reach of peacekeeping operations, thereby 

reducing the operations’ ability to protect civilians in the host country. 

In the case of conflicts in fragile democracies through disinformation, social media 

can decisively influence how, when and if a conflict manifests. The spread of false 

information online and in the media with the intention of misleading the public poses 

increased risks to the well-being of people and society in general. Disinformation polarizes 

society, jeopardizes the implementation of economic and social policies, and undermines 

trust in state institutions and democracy. 

To combat disinformation, it is necessary for people to develop critical thinking skills 

and be digitally literate. Through the two components, they will be able to identify and 

combat the spread of false and/or misleading information. However, the use of social media 

and AI as a weapon remains a challenge for future work in the field of peace and security. 
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 The recruitment of youth into terrorist groups represents  
a multidimensional security challenge that integrates psychological 
vulnerability, social instability and the increasing influence of digital 
environments. Based on the established radicalisation frameworks 
(Moghaddam, Kruglanski, Borum, Wiktorowicz), this article examines the 
complex mechanisms through which adolescents become susceptible to 
extremist narratives and recruitment strategies. The analysis introduces an 
Integrated Multidimensional Model of Youth Radicalisation (IMMRM), 
which conceptualises radicalisation as the interaction of unmet 
psychological needs for identity and significance, weakened family and 
community ties, and exposure to algorithmically reinforced online spaces 
that normalise extremist content. The study identifies the key risk factors 
specific to Generation Z and highlights how digital platforms, emotional 
manipulation and online grooming accelerate the recruitment process. The 
findings underline the need for systemic, evidence-based prevention 
combining psychological support, educational interventions, digital literacy 
and early detection of risk signals. The article advances the argument that 
an effective safeguarding framework against youth radicalisation and 
terrorist recruitment must be grounded in a coordinated, interdisciplinary, 
and technologically informed approach. 
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INTRODUCTION  

 

The recruitment of young people into terrorist groups is becoming increasingly topical 

and more complex security issue. The dynamics of globalisation, the rise of digital 

technologies and the spread of social media have significantly influenced the ways in which 

terrorist organisations reach out to potential members. In this context, young people appear 

to be an extremely vulnerable group – they are in the process of forming their identity, 

searching for their place in society, and are often exposed to various forms of social and 

psychological pressure.  

https://doi.org/10.52651/vr.a.2025.3.70-87
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Terrorist groups deliberately exploit this vulnerability and apply sophisticated 

recruitment strategies – from ideological propaganda to psychological manipulation (known 

as grooming). The aim of these strategies is to secure long-term loyalty and create a network 

of followers and potential perpetrators of violent acts.  

This phenomenon threatens not only individuals, but also broader social stability and 

national security. The aim of this article is to present the recruitment of youth as  

a multidimensional phenomenon and to highlight its deeper psychological, social and 

technological roots. The theoretical part will explain the concept of radicalisation as  

a precursor to involvement in extremist structures and analyse the main factors that 

influence the vulnerability of young people. 

The aim of this article is to present youth recruitment as a multidimensional 

phenomenon and to analyses its deeper psychological, social, and technological roots. The 

theoretical part will explain in detail the concept of radicalization as a precursor to 

involvement in extremist structures, followed by an analysis of the main factors that 

influence the increased vulnerability of youth to these influences. In writing this article, the 

authors used scientific methods – analysis, synthesis, analytical comparison, deduction, and 

abstraction. In the concluding section of the article, the authors reflect on the use of the 

analysed findings on the issue in question and present proposals for possible practical 

solutions. 

 

1 THEORETICAL FOUNDATIONS OF THE PROBLEM  

 

Terrorism is a complex social phenomenon, the definition of which often varies 

depending on the cultural, political and historical context. Etymologically, the term 

"terrorism" comes from the Latin word "Terrere", which means to threaten, frighten or 

cause terror1. In the broadest sense, terrorism can be defined as the organised use of 

violence to instil fear and achieve political goals. The essence of terrorist activities is the 

illegal use of force against individuals or property with the intention of intimidating the 

government, the civilian population or a specific part of it, and fulfilling political, religious or 

social ambitions. Terrorism can also be understood as the use of threats or violence directed 

against the constitutional order of states, whereby the states themselves are not its direct 

victims.  

The victims of terrorism can be anonymous persons, specific individuals or strategic 

and cultural objects. A key aspect of terrorist acts is the intention to cause fear and 

intimidate the wider society through attacks on innocent victims. In international law and 

political discussions, terrorism is often understood as asymmetric warfare, where non-state 

 
1 Horror is a feeling of fear, anxiety, and dread. It refers to a state in which someone is exposed to something 
extremely negative, dangerous, or frightening. It can refer to real events, but also to imaginary ideas. Horror 
encompasses fear, dread, despair, and terror. The context in which the word horror is used is often related to 
danger, violence, tragedy, or supernatural phenomena. 
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actors attack civilian targets in order to achieve a psychological effect on the public and 

political leaders. According to the UN definition, terrorism is "any act intended to cause 

death or serious injury to civilians or unarmed persons with the aim of intimidating the 

population or compelling a government or international organisation to perform or refrain 

from performing any act". (Kubrina, 2018) 

There are various definitions of terrorism in Slovakia. The Small Slovak Encyclopaedia 

from 1993 defines terrorism as "methods of gross intimidation of political opponents 

through the threat of violence" (Kulasik, 2002). The Security Policy Dictionary understands 

terrorism as "politically motivated acts, including bombings, kidnappings and other violent 

acts aimed at intimidating political opponents, influencing public opinion or exerting pressure 

on individuals or groups of the population" (Kulasik, 2002). Currently, there is no single or 

universal definition of terrorism. Some critics argue that it is a "rhetorical weapon" to 

eliminate opponents of the established order. According to Brzobohatý, the perception  

of terrorism is very vague, ambiguous and subjective. This term evokes various associations, 

which makes it difficult to analyse this phenomenon. (Smolík, 2020) 

 

1.1 Recruitment and enlistment 

 

The recruitment and enlistment in the context of terrorism represent a key process 

through which terrorist organisations acquire new members who subsequently become 

involved in their activities, including terrorist attacks. This process has various stages, 

starting with approaching potential recruits, continuing with persuasion, and ending with the 

actual acceptance of the individual into the organisation. It is important to distinguish 

between recruitment, which focuses on finding potential candidates, and enlistment, which 

involves their active integration into the organisation. The main objective of the recruitment 

process is to maintain and expand the membership base of a terrorist organisation, which is 

essential for its long-term functioning. Terrorist organisations often target individuals with 

weak social ties, such as young people, individuals with strongly radical or fundamentalist 

views, lonely individuals, or mentally unstable people. These individuals are considered more 

susceptible to manipulation and acceptance of radical ideologies.  

The recruitment process currently makes extensive use of modern technologies, 

particularly the internet and social media. These platforms provide anonymity and are ideal 

tools for spreading radical ideas and recruiting new members. Terrorist organisations use the 

internet to disseminate propaganda, videos and ideological materials, thereby reaching  

a wider audience. The internet allows not only for the passive reception and sharing of this 

information, but also for active participation in communities that support radical views. 

Recruiters use various psychological techniques, including emotional manipulation and 

offering simple solutions to complex global problems, which contributes to the radicalisation 

of individuals.  
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The recruitment process often targets factors such as the search for identity, the 

desire for a higher meaning in life, or the need for uniqueness that membership in a terrorist 

organisation can seemingly offer. The persuasion process is often sophisticated and involves 

not only verbal communication but also non-verbal techniques such as eye contact or 

gestures, which have a strong emotional and ideological impact on individuals. An important 

aspect of the recruitment process is the ability of terrorist organisations to use the media, 

including reports of terrorist attacks, which can elicit sympathy or interest in the ideology 

among some people. Some organisations also use preachers who spread extremist 

ideologies in various communities, such as schools or religious centres, thereby directly 

addressing potential new members. (Lichner et al, 2018) 

 

1.2 The Psychological and digital determinants of youth radicalization 

The process of youth radicalisation cannot be explained in isolation as an ideological 

or political phenomenon, but as the result of complex interactions between psychological, 

social and digital factors. Due to their developmental characteristics, young people are more 

susceptible to adopting extreme ideas that offer them a sense of identity, meaning and 

belonging. According to the "Three Pillars of Radicalisation" model (Kruglanski, Bélanger & 

Gunaratna, 2019), this process is based on needs, narratives and social networks, which 

together form a framework in which radical attitudes are internalised. 

The psychological determinants 

From a psychological perspective, radicalisation is closely linked to young people's 

need to find meaning, significance and belonging. Adolescents face various developmental 

challenges – the search for identity, separation from parental authority and the pursuit  

of autonomy make them vulnerable to the offers of groups that provide them with clear 

answers and a sense of certainty (Smolík, 2020). Terrorist and extremist organisations 

exploit these psychological needs by offring a narrative of a ‘higher purpose’, heroism  

or revenge, which resonates particularly with individuals with low self-esteem or frustration 

with their social status. (Lichner et al, 2018) 

Kruglanski (2019) describes the concept of the "need for significance", which can lead 

to radicalisation in situations where an individual experiences feelings of humiliation, 

rejection or loss of dignity. Combined with a collective narrative that legitimises violence as  

a "morally justified act", this creates a psychological basis for extremist behaviour. According 

to Moghaddam (2005), radicalisation proceeds as a "psychological staircase to terrorism", 

where individuals gradually move from perceiving injustice to believing that violence is the 

only effective solution. 

Group identity is also an important psychological factor. The process of socialisation 

in radical communities reinforces so-called ingroup-outgroup thinking ("us" versus "them"), 

which reduces empathy towards others and increases tolerance for violence. Cognitive 
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dissonance (Festinger, 1957) also plays a significant role, leading individuals to rationalise 

their actions in line with their new beliefs. Young people in such an environment become 

convinced of their own moral superiority and perceive violence as a legitimate means  

of protecting "justice" or "faith". 

The digital determinants 

The digital environment is a key factor that fundamentally changes the nature  

of radicalisation. The internet and social networks create virtual communities in which 

radical ideas spread quickly, anonymously and without territorial boundaries (Conway, 

Scrivens & Macnair, 2019). At the same time, social media algorithms promote the 

phenomenon of echo chambers and filter bubbles, which reduce contact with different 

opinions and reinforce the belief in the "truth" of radical ideologies. 

The recruitment strategies of terrorist groups in the online environment often use 

emotional manipulation, personalised propaganda and grooming, i.e. building trust between 

the recruiter and the young person. The targeted use of visual and game-oriented elements 

– so-called "gamification of radicalisation" – makes it possible to transform ideological 

content into an attractive experience. Videos, memes and interactive applications are 

designed to evoke a sense of adventure and social recognition. 

Cyber anonymity also plays an important role. Platforms such as Telegram, Signal and 

Rocket Chat allow the creation of closed groups where young people can become radicalised 

beyond the reach of the authorities. These spaces often serve as so-called incubators  

of extremism – environments in which extremist identities and collective narratives are 

formed. 

From a psychological point of view, it is dangerous that young users often lack 

sufficiently developed media and critical skills, which makes them susceptible to 

disinformation, conspiracy theories and propaganda. The inability to distinguish credible 

sources from manipulative ones increases the risk of accepting extreme attitudes as 

"authentic truths". 

The synergistic effect of psychology and technology 

The psychological and digital determinants of radicalisation work synergistically – 

young people's psychological needs for identity, meaning and belonging find ideal conditions 

for fulfilment in the online environment through extremist communities. The digital space is 

thus not only a platform for spreading propaganda, but also a psychosocial space for the 

formation of a new identity that can become entrenched in violent forms of behaviour. 

Understanding these determinants is key to developing effective prevention 

strategies. Interventions should aim not only to prevent access to radical content, but also to 

strengthen the mental resilience, critical thinking and social integration of young people. The 

combination of psychological knowledge and digital security provides a modern framework 

for responding effectively to the changing forms of radicalisation in the 21st century. 
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1.3  Radicalization as a precursor to terrorism 

 

Radicalisation is a process that usually precedes recruitment and may or may not lead 

to violent activities. In the context of the internet and social media, this process plays  

a crucial role, as the digital environment allows for the faster spread of radical ideologies  

and the formation of closed groups with shared beliefs. Unlike recruitment itself, 

radicalisation is a long-term process during which opinions and attitudes that can lead to 

violent acts. This process can take place individually or collectively – within groups, 

communities or wider society . (Lichner et al, 2018) 

According to Koomen and Plight's definition, radicalisation is "the development  

of opinions, beliefs and ideas that lead individuals to ultimately accept the commission  

of a terrorist act" (Koomen and Plight, 2016). In this context, social media plays a key role, as 

it facilitates interaction between already radicalised individuals and those who are 

susceptible to adopting extreme views. 

Radicalization in the online environment can be reinforced by several factors, such 

as: 

1. Developmental factors: Adolescence is characterised by experimentation and the search 

for one's own identity, which can lead to the rejection of the values of parents and 

society. Radical attitudes may appear attractive because they differ from traditional 

norms (Borum, 2011). 

2. Social factors: A lack of a sense of belonging, growing up in broken families, or social 

exclusion can lead to seeking refuge in extremist groups that provide a sense  

of "belonging" and compensate for the need to be part of a community (Mølmen, M. H., 

& Ravndal, J. A., 2021;  Ranthorp, M., & Meines, M. R., 2024). 

3. Technological factors: The current generation is growing up in an environment of 

modern technology and social media, which gives them access to a wide range  

of information, but they often lack the ability to critically evaluate this information, 

which can contribute to their susceptibility to manipulation and the acceptance of 

radical ideas. (Conway, 2017, Žúborová, V., Borárosová, I., & Vašečka, M., 2019;  Binder, 

J. F., & Kenyon, J., 2022). 

4. Economic and political factors: Young people live in a time of economic and political 

uncertainty, which can lead to concerns about national identity and social stability. 

5. Personal experiences: Personal experiences of social exclusion, aggressive upbringing, 

experiences of violence, or frustration with one's social status can contribute to the 

emergence of extremism. (Koomen & Pligt, 2016). 

Acts of terrorism do not usually appear suddenly and without warning. They are 

almost always preceded by a process of radicalisation. The process of radicalisation itself 

does not necessarily lead to terrorist acts, but it represents a phase in which it is possible to 

prevent the further development of terrorist acts or to reverse them completely. Radicalism 
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can be seen as the final stage of the process of radicalisation. This process can take place  

at the individual level (intrapersonal radicalisation), but also within a group, community  

or subculture. Radicalisation can also affect society as a whole. Radicalisation processes are 

present in all forms of terrorism, whether political, religious, separatist, environmental  

or ethno-nationalist (Borum, R., 2011). 

 

1.4   Young people as a target group 

 

Young people, especially during adolescence, are considered a high-risk target group 

that is prone to accepting simplified and often distorted views on complex social issues. This 

age group is characterised by developmental and psychological factors that significantly 

influence the formation of young people's identities and attitudes. Sympathy for extremism 

can be manifested in various ways among adolescents, such as violent acts against certain 

social groups, participation in illegal events, wearing prohibited symbols or founding 

extremist organisations.  

In addition to external manifestations of behaviour, extremism also influences young 

people's overall view of the world and their way of thinking. Adolescents with extremist 

tendencies often have unconventional views on social issues and seek simple solutions to 

complex questions, which can lead to radicalisation. 

There are several reasons why young people are more susceptible to such attitudes. 

The developmental and social psychology explains that adolescence is a period  

of experimentation and a search for one's own identity, which can lead to a rejection of the 

values of parents and society. In this context, radical attitudes may appear attractive 

because they differ from traditional norms.  

Another important factor is a lack of a sense of belonging. Young people who grow 

up in broken families or experience social exclusion may be prone to seeking refuge in 

extremist groups that give them a sense of "belonging" and compensate for their need to be 

part of a community. The current generation of adolescents, referred to as Generation – Z  

or the digital generation, is growing up in an environment of modern technology and social 

media, which gives them access to a wide range of information. However, they often lack the 

skills to critically evaluate this information, which increases their vulnerability  

to manipulation and accepting radical ideas.  

Young people also live in a time of economic and political uncertainty, which can lead 

to concerns about national identity and social stability. Factors that can contribute to the 

emergence of extremism include personal experience of social exclusion, aggressive 

upbringing, experiences of violence or frustration with one's own social status. According to 

the modernisation concept, the younger generation is often considered to be victims  

of rapid social change, which can lead to disorientation and frustration. This process can 

influence their propensity for radical behaviour.  
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An interesting finding is that supporters of extremism include young people who 

have stable jobs, not just the unemployed. This suggests that the causes of extremism are 

not only social and economic, but also psychological and cultural. Adolescents who join 

extremist groups often organise public events such as concerts and marches and contribute 

to websites with extremist themes. At the same time, there are also sympathisers who 

identify with these groups only in their opinions or through external manifestations, such as 

wearing extremist symbols, but do not participate in active activities. (Koomen & Pligt, 2016; 

Ondrejkovič, 1994, 2003, Lichner et al, 2018) 

 

2  POSSIBLE SOLUTIONS AND TECHNOLOGICAL PERSPECTIVES 

 

The issue of recruiting young people into terrorist groups requires a comprehensive  

and multidisciplinary approach to solving it. Based on the theoretical principles identified  

in the previous section, we can propose several strategies and measures that could 

contribute to the prevention and resolution of this serious security problem. 

Given that young people are particularly vulnerable to radicalisation due to 

developmental and psychological factors, it is necessary to focus on preventive measures 

that strengthen young people's resilience to extremist ideologies. One key aspect is to 

promote the development of critical thinking, which will enable young people to better 

evaluate the information they encounter online. Strengthening identity and a sense  

of belonging to society is also an important element of prevention.  

As the analysis shows, young people who suffer from a lack of belonging are more 

likely to seek refuge in extremist groups. It is therefore essential to create opportunities for 

meaningful youth participation in social life and to support them in building positive social 

ties. Psychological support and counselling for young people who are going through crisis 

situations or experiencing frustration can be another effective prevention tool. These 

services should be easily accessible and focused on helping young people cope with the 

emotional and social challenges that can contribute to radicalisation. (Binder, Kenyon, 2022) 

Education plays a key role in preventing radicalisation and the recruitment of young 

people into terrorist groups. It is necessary to implement educational programmes focused 

on developing media and digital literacy, which will enable young people to better recognise 

the manipulative techniques used in the online space.  

Schools should also include topics related to extremism, terrorism and radicalisation 

in their curricula, with an emphasis on critical analysis of these phenomena and their social 

impact. Such educational initiatives should be tailored to the age of the students and should 

help them understand the complexity of social issues, thereby reducing the likelihood of 

accepting simplistic and extremist solutions. Raising awareness about the recruitment 

mechanisms and techniques used by terrorist organisations can also contribute to the 

prevention of radicalisation. This includes information campaigns targeting young people, 
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their parents and educators, explaining how terrorist organisations specifically target young 

people and what psychological techniques they use to manipulate them. (Conway, 2017, 

Žúborová, Borárosová, Vašečka, 2019; Binder, Kenyon, 2022) 

 As the internet and social media are the main platforms for spreading extremist 

ideologies and recruiting new members, regulating the online space is an essential part  

of addressing this problem. This includes monitoring and removing extremist content, as 

well as identifying and disrupting recruitment activities in the online space. Cooperation with 

social media operators and technology companies is key to developing and implementing 

effective strategies to identify and limit the spread of radical content. At the same time, it is 

important to ensure that these measures respect fundamental rights and freedoms, 

including freedom of expression. 

Given the global nature of terrorism and terrorist organisations, international 

cooperation is an essential part of effectively addressing the problem of youth recruitment. 

This cooperation should include the exchange of information, best practices and experiences 

between countries and international organisations. Coordinated efforts to combat terrorist 

propaganda and recruitment activities in the online space can increase the effectiveness  

of preventive measures. At the same time, it is important to support research into 

radicalisation and youth recruitment, which will contribute to a better understanding of 

these processes and the development of more effective countermeasures. (Conway, 2017, 

Žúborová, Borárosová, Vašečka, 2019; Binder, Kenyon, 2022) 

 

3 MULTIDIMENSIONAL ANALYSIS OF PSYCHOLOGICAL, SOCIAL, AND DIGITAL 

DETERMINANTS OF ADOLESCENT RADICALIZATION 

 

The radicalization of adolescents is the result of an interplay between individual 

psychological needs, the social environment, and the specific characteristics of the digital 

world. To gain a deeper understanding of this process, it is appropriate to draw on several 

established models of radicalization and integrate them into a synthetic framework adapted 

to the Slovak context.  

This analytical section is based on the “psychological staircase to terrorism” model 

(Moghaddam, 2005), the “Three Pillars of Radicalization” concept (Kruglanski, Bélanger & 

Gunaratna, 2019), Borum’s four-stage model of radicalization (2011), and Wiktorowicz’s 

theory of joining extremist groups (2005). 

The following table provides a schematic comparison of the key characteristics  

of each model and their relevance to adolescent radicalization (table.1). 
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Table 1 At-Risk vs. Resilient Adolescents 

Domain At-risk adolescent (higher 
susceptibility to radicalization) 

Resilient adolescent (higher resistance 
to radicalization) 

Need for 
meaning and 

identity 

Strongly felt need to "be 
someone," feelings of 
insignificance, often seeks 
identity outside family and 
school 

Relatively stable sense of self-worth; 
identity supported by family, school 
and extracurricular activities 

Self-esteem Low self-esteem, frequent self-
devaluation or, conversely, 
fragile "inflated" confidence 

Adequate self-esteem; ability to 
acknowledge weaknesses without 
excessive shame 

Identity Conflicted, fragmented 
identity; sense of “I don’t 
belong anywhere” 

Integrated identity; sense of belonging 
to multiple positive groups (family, 
school, clubs) 

Emotion 
regulation 

Impulsivity; difficulty managing 
anger, frustration, and shame 

Ability to delay reactions; use of 
adaptive emotion regulation strategies 

Perception of 
injustice 

Perceives the world as deeply 
unfair; feelings of victimhood; 
blaming specific groups 
(“them”) 

Differentiates between personal 
adversity and systemic injustice; open 
to multiple explanations 

Family 
relationships 

Weak emotional connection, 
conflict, distrust or disinterest; 
lack of support 

Relatively stable, supportive 
relationships; space for dialogue and 
sharing problems 

School 
environment 

Experiences of bullying, 
academic failure, frequent 
criticism, lack of recognition 

Minimal or adequately addressed 
bullying; experiences success and 
recognition (academic/extracurricular) 

Peer 
relationships 

Often marginal member of 
peer groups or part of 
“protest” subcultures; contact 
with radicalized peers 

Accepted by peer groups that promote 
prosocial values 

Online behavior High amount of time in online 
environments with polarized or 
extremist content; anonymous 
identities 

Balanced online activity; exposure to 
diverse content; basic media literacy 

Personality traits Higher sensation-seeking, 
impulsivity, neuroticism; low 
frustration tolerance 

Higher conscientiousness, emotional 
stability, openness to dialogue; higher 
frustration tolerance 

Coping and 
stress response 

Predominantly maladaptive 
strategies (escape into online 
world, aggression, substance 
misuse) 

Adaptive strategies (seeking help, 
conversation, sports, creative 
activities) 

Attitude toward 
authority and 

norms 

Strong opposition; rigid “anti-
system” views; black-and-
white worldview 

Critical thinking combined with ability 
to engage in dialogue and accept 
plurality of viewpoints 

Source: own processing - modified according to Kruglanski, Bélanger & Gunaratna, 2019 
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These models complement one another: Moghaddam highlights the vertical process 

of escalation, Kruglanski emphasizes the need for significance and social networks, Borum 

analyzes cognitive frames, and Wiktorowicz describes the mechanisms of group entry. When 

applied to the Slovak Gen Z context, it is essential to add the digital dimension (social media, 

algorithms, online communities). 

Based on the theoretical approaches analyzed, an Integrated Multidimensional 

Model of Adolescent Radicalization (IMMRM) can be proposed for the needs of security and 

prevention practice in Slovakia. The model draws from the psychological concept of the 

need for significance (Kruglanski et al., 2019), the dynamics of frustration and perceived 

injustice (Moghaddam, 2005; Borum, 2011), the theory of social bonds in joining extremist 

groups (Wiktorowicz, 2005), and the influence of the digital environment on the formation 

of extremist identities (Conway, Scrivens & Macnair, 2019). It assumes three interconnected 

dimensions – psychological, social, and digital. 

The psychological dimension includes the need for significance, recognition, and 

identity (Kruglanski et al., 2019), experiences of injustice, humiliation, or marginalization 

(Moghaddam, 2005; Borum, 2011), and low self-esteem or identity conflict typical of 

adolescence. 

The social dimension is based on the assumption that the risk of radicalization 

increases in dysfunctional family environments, in situations marked by conflict, neglect, or 

weak emotional attachment. The school environment also plays a significant role — 

especially experiences of bullying, academic failure, or lack of support. Peer groups and local 

subcultures are also important, as they may normalize extremist patterns of behavior. The 

radicalization process accelerates in cases of personal contact with radicalized individuals or 

recruiters (Wiktorowicz, 2005). 

The digital dimension reflects the specifics of the online environment in which 

adolescents spend a substantial amount of time. Dominant features include radicalizing 

narratives and visual propaganda circulated through social media (Conway et al., 2019), as 

well as the effects of echo chambers and filter bubbles, which reinforce one-sided 

perspectives. Online grooming, the gamification of radicalization, memes, interactive 

elements, and the anonymity of the internet — which enables young people to experiment 

with identity without immediate consequences — also play an important role. 

The IMMRM model assumes that the risk of radicalization increases significantly 

when these three dimensions overlap synergistically — when an adolescent with an 

unfulfilled psychological need for significance (P) lives in a socially unstable environment (S) 

and simultaneously operates within digital communities that normalize radical content (D). 
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4  RISK FACTORS FOR RADICALIZATION AMONG GENERATION Z 

 

Within the IMMRM framework, several demonstrable risk factors can be identified 

for Generation Z. Psychological risks are primarily associated with an intensified need to 

stand out and feel “exceptional,” heightened sensitivity to humiliation or exclusion, feelings 

of helplessness and frustration, as well as a higher prevalence of anxiety and depressive 

symptoms. These conditions reduce a young person’s ability to process complex information 

and increase susceptibility to black-and-white thinking (Kruglanski et al., 2019; Moghaddam, 

2005). 

Social factors include weakened family bonds and a conflictual home environment, 

experiences of bullying (both offline and online), stigmatization, exclusion from peer groups, 

or living in communities with low social cohesion. Risk is further increased by contact with 

peers who sympathize with extremist ideologies or who are actively involved in radicalized 

groups (Borum, 2011; Wiktorowicz, 2005). 

Digital risks relate to excessive time spent in closed online communities (gaming 

environments, radicalized forums, Discord/Telegram groups), repeated exposure to hateful 

or conspiratorial content, and interaction with radicalizing narratives presented in visually 

appealing forms (memes, music videos, “heroic” clips). Low media and digital literacy also 

plays a significant role, as it reduces the ability to distinguish manipulation from factual 

information (Conway et al., 2019). 

Including the IMMRM in the analytical section of the article allows theoretical 

concepts to be linked with practical recommendations for prevention. The model also 

provides a foundation for developing targeted educational programs, strengthening digital 

literacy, and enhancing psychosocial support for at-risk adolescent groups—representing key 

tools for preventing radicalization in the context of the Slovak Republic. 

 

CONCLUSION 

 

Based on the multidimensional analysis, it can be concluded that the radicalization of 

adolescents in the Slovak context does not arise in isolation but is the result of the 

synergistic interaction of psychological, social, and digital determinants. The Integrated 

Multidimensional Model of Adolescent Radicalization (IMMRM) demonstrates that the risk 

of radicalization increases significantly especially when an adolescent simultaneously 

experiences an unmet need for identity and significance, weakened family and school bonds, 

and intensive exposure to online environments that normalize extremist narratives. 

The analysis indicates that Generation Z is substantially more vulnerable than 

previous generations to online radicalization mechanisms, particularly due to phenomena 

such as echo chambers, algorithmic content filtering, visually appealing forms  

of propaganda, and the gamification of extremist ideologies. Psychological risk factors (low 
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self-esteem, the need to stand out, sensitivity to humiliation), social circumstances (bullying, 

social exclusion, weak family ties), and digital dynamics (anonymity, closed forums, 

conspiratorial narratives) mutually reinforce one another. 

Terrorism is a complex social phenomenon involving the use or threat of violence to 

achieve political, religious, or ideological objectives. Although definitions vary depending on 

cultural and political contexts, the core element is the intent to instill fear and intimidate 

society. 

Recruitment and enlistment represent key processes through which terrorist 

organizations acquire new members. These processes include several stages, from 

identifying potential candidates to their active integration into the organization. The internet 

and social media significantly facilitate these processes by providing a platform for 

disseminating extremist ideologies and enabling terrorist organizations to reach a wider 

audience. 

Youth are particularly vulnerable to radicalization and recruitment into terrorist 

organizations. This vulnerability is shaped by developmental and psychological factors, as 

well as social and cultural influences. Young people in adolescence seek identity and a place 

in society, which may make them more susceptible to extremist ideologies. Factors such as a 

lack of belonging, personal experiences of social exclusion, or frustration with one’s social 

status can contribute to increased vulnerability. 

In conclusion, the IMMRM provides a framework that is particularly suitable for the 

Slovak environment, as it integrates internationally established models of radicalization 

(Moghaddam, Kruglanski, Borum, Wiktorowicz) while simultaneously reflecting the rapidly 

changing digital contexts in which Slovak youth operate. This framework enables better 

targeting of preventive measures, identification of at-risk groups, and the design of 

interventions that respond to the needs of adolescents in the contemporary information 

environment. 

Recommendations for practice 

Based on the synthetic IMMRM model, several specific recommendations can be 

identified that complement previous proposals and focus on the three key dimensions  

of radicalization. These recommendations include the implementation of comprehensive 

prevention programs aimed at strengthening young people’s resilience to radicalization. 

Such programs should include the development of critical thinking, media literacy, and social 

skills. 

Terrorism is a complex social phenomenon that involves the use of violence or the 

threat of violence to achieve political, religious or ideological goals. Its definitions may vary 

depending on the cultural and political context, but the basic element is the intention to 

cause fear and intimidate society. Recruitment and enlistment are key processes through 

which terrorist organisations gain new members. These processes involve various stages, 
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from approaching potential candidates to actively integrating them into the organisation. 

The internet and social media significantly facilitate these processes, as they provide  

a platform for the dissemination of extremist ideologies and enable terrorist organisations to 

reach a wider audience 

The following recommendations correspond to the psychological, social, digital, 

research, and legislative dimensions of prevention: 

Recommendations in the Psychological Dimension: 

• Establish systematic programs focused on building adolescents’ self-esteem, resilience, 

and identity, particularly within school settings. 

• Strengthen the availability of psychological services, crisis intervention, and preventive 

programs in schools and communities. 

• Implement programs aimed at reducing feelings of isolation, frustration, or shame, 

which, according to Moghaddam and Kruglanski, represent key triggers in radicalization 

processes. 

Recommendations in the Social Dimension: 

• Strengthen family-oriented interventions—parental education, counseling services, and 

programs aimed at improving family relationships, which reduce adolescents’ 

vulnerability. 

• Introduce school-based prevention programs addressing bullying, social exclusion, and 

stigmatization, as these factors are among the main entry points into radicalization 

according to Borum and Wiktorowicz. 

• Support community-based activities for youth (sports, arts, volunteering) that enhance a 

sense of belonging and serve as protection against entry into high-risk peer groups. 

Recommendations in the Digital Dimension: 

• Strengthen digital and media literacy, including the ability to identify manipulative 

content, conspiracy narratives, and radicalization strategies. 

• Create educational modules in schools and communities about the risks of online 

radicalization, gamified recruitment strategies, and the dangers of anonymous online 

spaces. 

• Improve monitoring of high-risk platforms in cooperation with state and security 

institutions, technology companies, and social media providers. 

Recommendations for Research and Security Practice: 

• Develop a national framework for monitoring radicalization trends among adolescents 

in the online environment (SOCMINT/OSINT). 

• Support interdisciplinary research combining psychology, sociology, security studies, 

and digital analytics. 

• Strengthen the training of professionals (social workers, psychologists, teachers, police 

officers) in the early detection of radicalization signals. 
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• Implement evidence-based procedures inspired by international best practices (Aarhus 

Model, Hayat, EXIT programs) and adapt them to the Slovak context. 

Recommendations for Legislation and State Policy: 

• Update national strategic documents on the prevention of radicalization to reflect the 

dynamics of the digital environment. 

• Introduce standardized protocols for working with radicalized adolescents, similar to 

existing procedures for violent behavior or addictions. 

• Support security policies aimed at protecting minors in the online environment, 

particularly on closed platforms (Telegram, Discord, encrypted chats). 

 

Challenges for the future 

Despite the proposed solutions, there are several challenges that will need to be 

addressed in the future: 

1. The rapid development of technology and communication platforms, which can 

provide terrorist organisations with new tools to spread their ideology and recruit new 

members. It is necessary to ensure that preventive measures keep pace with these 

developments.  

2. Balancing between the need to regulate the online space and the respect for 

fundamental rights and freedoms, including freedom of expression. It is important to 

find a balance that allows for effective prevention of radicalisation without unduly 

restricting civil liberties. 

3. The need to address the root causes of radicalisation, including socio-economic factors, 

political marginalisation and cultural conflicts. These deeper problems require long-

term and comprehensive solutions that go beyond security measures. 

4. The vulnerability of new generations of young people to radicalisation in the context  

of a changing global situation and new social challenges. Preventive strategies need to 

be continuously updated and adapted to the specific needs and characteristics of new 

generations . 

5. The need to evaluate the effectiveness of preventive measures and interventions. It is 

important to develop methods for measuring the success of these measures and to use 

the knowledge gained to continuously improve them. 

In conclusion, we can say that the issue of recruiting young people into terrorist 

groups is a complex security problem that requires a coordinated approach involving 

preventive, educational, social and regulatory measures. Only through a comprehensive 

approach and international cooperation can we effectively protect young people from 

radicalisation and recruitment into terrorist organisations and thus ensure a stable and 

secure society. In summary, the issue of youth recruitment into terrorist organizations 

represents a complex security challenge that requires a coordinated approach involving 

preventive, educational, social, and regulatory measures. The analysis confirms that 
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radicalization prevention must be multidimensional and responsive to the psychological, 

social, and digital determinants that shape the behavior of Generation Z. Effective protection 

of young people from radicalization therefore requires systematic support from schools, 

families, and communities, which play a key role in building resilience. 

An important protective factor is the development of digital literacy and the ability to 

critically engage with online content, as most radicalization processes today occur within 

social media and multimedia platforms. The radicalization of adolescents is not the result of 

simple ideological indoctrination but rather a combination of developmental identity needs, 

experiences of frustration, and the intense influence of online environments that normalize 

extremist narratives. 

This implies that preventive measures must be continuous, adaptive, and based on 

real-time monitoring of trends in the digital space. Only through such a comprehensive and 

long-term coordinated approach—supported by international cooperation and the sharing 

of best practices—can we effectively protect young people from radicalization and 

recruitment into terrorist organizations while strengthening the stability and security of 

society. 
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 In the scientific article, an attempt is made to conceptualize economic 
security under the overlapping conditions of illegal migration, cyberattacks, 
and political crises, which create interdependent vectors of risk within a fluid 
geopolitical order. The aim of the scientific article is to outline an analytical 
framework grounded in the Polish school of security studies—with reference 
to the work of Jan Maciejewski, Małgorzata Stochmal, Marian Cieślarczyk, 
Andrzej Pieczywok, and Janusz Gierszewski—and situated at the intersection 
of the sociology of politics and the sociology of crises. The analysis is based 
on theoretical and critical analysis of the subject literature, complemented 
by systems and comparative approaches characteristic of sociological 
security studies. 

The mechanisms of the instrumentalization of migration within the logic of 
hybrid warfare and their effects on public finances, the labor market, and 
human capital are analyzed by the author of the scientific article. Particular 
attention is paid to the escalation of cyberattacks on critical infrastructure 
and financial systems, which reprofile the macroeconomic risk map and 
compel investment in cyber-resilience and business continuity management. 
The author also attempts to link political instability with disruptions to supply 
chains—especially in critical raw materials and rare earth minerals—which 
intensify the transmission of price and exchange-rate shocks. 

In the financial dimension, it is shown that the effectiveness of open market 
operations and monetary policy transmission channels is constrained by 
heightened transaction and counterparty risks and by exchange-rate 
volatility; stress tests based on hybrid scenarios, supply-source 
diversification, and the development of digital competencies are advocated. 
In conclusion, it is indicated that the war in Ukraine and US–China tensions—
with active roles played by India, the EU, and Russia—constitute a “new 
normal” of uncertainty, requiring the integration of migration, digital, and 
financial policies, as well as the continued promotion of Polish scholarly 
contributions  
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INTRODUCTION: Economic Security as a Sociological Category 

 

In the second and third decades of the twenty-first century, the notion of security has 

undergone profound redefinition. Its semantic field has expanded far beyond the military 

domain to include social, informational, and economic dimensions. Within this new 

configuration, economic security emerges as a strategic category that encapsulates the 

stability, resilience, and adaptive capacity of national economies exposed to complex 

transnational pressures. The overlapping crises of illegal migration, cyberattacks, and political 

instability have revealed the multidimensional character of economic security, transforming 

it from an abstract concept of state policy into a tangible determinant of everyday life. 

In order to ground this analytical perspective more firmly, it is necessary to situate the 

concept of economic security within a broader theoretical framework. Such a framework is 

provided by the Polish school of security studies, which offers an interdisciplinary and 

sociologically informed understanding of security as a systemic and relational phenomenon. 

Research Methods 

The article employs research methods appropriate to theoretical studies in the fields 

of security studies and sociology. The primary research method is theoretical analysis 

combined with critical analysis of the subject literature, including the scholarly contributions 

of the Polish school of security studies (among others, Jan Maciejewski, Małgorzata Stochmal, 

Marian Cieślarczyk, Andrzej Pieczywok, and Janusz Gierszewski). 

In addition, the method of systems analysis is applied in order to demonstrate the 

interdependencies between migration, cyberthreats, and political crises as components of a 

single system of economic risk. A comparative method is also employed, enabling the 

juxtaposition of different types of threats and their consequences for the economic stability 

of the state. Furthermore, an interpretative-sociological method is used to reconstruct the 

meanings of economic security under conditions of global uncertainty. 

 

Theoretical Foundations of Economic Security Analysis in the Polish School of Security 

Studies 

The Polish school of security studies has made a distinctive contribution to the 

conceptualisation of this phenomenon, emphasizing the interdisciplinary synthesis of 

sociology, economics, and political science. As Jan Maciejewski has argued, the modern 

understanding of security requires analytical categories that connect individual experience 

with systemic functionality, revealing how macro-level threats manifest as micro-level 

vulnerabilities. (Maciejewski, 2025, pp.45-26) In this view, economic security cannot be 

reduced to fiscal indicators or market performance; it must be understood as a dynamic 

process of safeguarding the material foundations of social order under conditions of 

uncertainty. 
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This sociological orientation is shared by Marian Cieślarczyk, who has long advocated 

an integrated approach linking economic, cultural, and moral dimensions of security. 

According to Cieślarczyk, security is “a holistic property of social systems, dependent on both 

their material resources and their axiological coherence” (Cieślarczyk, 2011, p. 73). In other 

words, the economic stability of a state depends not only on GDP or balance-of-trade figures 

but also on the integrity of its institutions, the trust of its citizens, and the quality of its human 

capital. The erosion of these intangible assets—through corruption, disinformation, or 

demographic decline - represents as grave a threat to economic security as inflation or 

recession. 

The analytical framework developed by Małgorzata Stochmal adds yet another layer 

to this understanding. In her studies on security systems and crisis management, Stochmal 

emphasises that modern risk is systemic rather than episodic: it arises from the 

interdependence of technological, political, and social processes (Stochmal, 2020, pp.27-34). 

In this perspective, illegal migration, cyberattacks, and political crises are not isolated events 

but interconnected vectors of destabilisation. Each amplifies the others through feedback 

loops of mistrust, misinformation, and market reaction. Economic security, therefore, must 

be conceptualised not as the absence of risk but as the capacity to absorb and adapt to 

cascading shocks. 

Andrzej Pieczywok, developing the Polish theory of security culture, situates economic 

security within the broader category of strategic security culture – a pattern of values, 

behaviours, and institutional practices that shape a society’s response to threats (Pieczywok, 

2015, pp.18-23). His work highlights that resilience is not solely technical or economic but also 

normative. A society that lacks a culture of responsibility, foresight, and solidarity is incapable 

of maintaining economic security even when equipped with advanced technologies or large 

financial reserves. The ability to manage crises thus becomes inseparable from the capacity to 

reproduce shared meaning and trust across economic institutions and political systems. 

Janusz Gierszewski, in turn, has drawn attention to the operational dimension of 

security systems, stressing that their effectiveness depends on coherent management, 

transparent communication, and the coordination of public and private actors  (Gierszewski, 

2017, pp.66-79). His analytical model underscores that the economy and the security system 

form a mutually dependent structure: markets require stability and predictability to function, 

while state institutions depend on the economy’s fiscal strength to sustain protective 

measures. This interdependence makes economic security both an end and an instrument –  

a self-referential field in which the safeguarding of value and the production of value coincide. 

The sociological implication of these perspectives is that economic security cannot be 

separated from the social construction of risk. As Ulrich Beck and Anthony Giddens have 

observed, late modernity transforms risk from an external hazard into a constitutive element 

of governance and identity. In the Polish school, this insight takes on a pragmatic form: 
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security is not merely about defence but about adaptation - a process of continuous learning 

through crisis. Illegal migration, cyberattacks, and political instability are thus interpreted not 

only as threats to be neutralised but as tests of institutional flexibility and social cohesion. 

From this theoretical standpoint, economic security appears as a multidimensional 

field structured by three principal logics: the logic of sovereignty, the logic of 

interdependence, and the logic of resilience. The logic of sovereignty refers to the state’s 

capacity to regulate its borders, financial flows, and strategic resources. The logic of 

interdependence acknowledges the global nature of markets, technologies, and information 

systems that transcend national boundaries. The logic of resilience, finally, concerns the ability 

of societies to maintain functionality under stress - to anticipate, absorb, and recover from 

shocks without collapsing into chaos. The interplay of these three logics defines the 

architecture of contemporary security, where national autonomy and global integration 

coexist in permanent tension. 

The present article proposes a sociological analysis of economic security under 

conditions of migratory, digital, and political turbulence. Its purpose is not to present a 

descriptive catalogue of risks, but to articulate a coherent interpretive framework in which 

the mechanisms of economic destabilisation can be understood as socially mediated 

processes. Illegal migration is examined as a phenomenon that not only strains labour markets 

and welfare systems but also serves as a tool of hybrid warfare, destabilising public trust and 

financial stability. Cyberattacks are analysed as a new form of economic violence - targeting 

the informational infrastructure that underpins transactions, banking systems, and trade. 

Political crises are discussed as catalysts of macroeconomic volatility, undermining investor 

confidence and fragmenting global supply chains, especially in the domain of rare earth 

minerals critical for advanced technologies. 

The guiding assumption is that economic security cannot be achieved solely through 

technocratic regulation or military deterrence. It requires an integrative model of governance 

that links migration policy, cybersecurity, and financial stability under a unified strategic 

vision. The Polish tradition of security science, developed by Maciejewski and his colleagues, 

provides a conceptual foundation for such a model because it unites theoretical depth with 

pragmatic orientation. It insists that the economy is not an autonomous system but a domain 

of social relations—shaped by trust, authority, and cultural norms - and that threats to it are 

therefore inseparable from broader crises of legitimacy and solidarity. 

This article will proceed by exploring, in turn, the three domains in which the fragility 

of economic security becomes most visible: illegal migration as a hybrid risk to labour and 

welfare systems; cyberattacks as a destabilising force in financial and industrial 

infrastructures; and political crises as accelerators of systemic uncertainty. Each section will 

show that these processes intersect in a common matrix of vulnerability, in which digital 

interdependence, geopolitical rivalry, and social fragmentation converge. The concluding 
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section will situate these findings within the global “new normal” shaped by the war in 

Ukraine, the U.S. - China technological rivalry, and the strategic repositioning of India and the 

European Union. 

In the logic of contemporary sociology of security, this inquiry is not simply diagnostic 

but reflective: it aims to clarify how societies conceptualise and manage uncertainty. The 

Polish school’s insistence on human capital as the decisive factor of national security reminds 

us that the ultimate resource of any economy is its people - their competence, creativity, and 

moral responsibility. Economic security, in this sense, is not an end-state but a moral and 

cultural project, an ongoing negotiation between vulnerability and resilience, autonomy and 

interdependence, power and trust. 

The theoretical perspectives outlined above provide a conceptual lens through which 

contemporary threats to economic security can be meaningfully interpreted. One of the most 

salient and multifaceted of these threats is irregular migration, which increasingly operates 

not only as a social or demographic phenomenon, but also as an instrument of hybrid pressure 

affecting economic stability. 

 

Migration as a Hybrid Threat to Economic Security 

The issue of migration has always accompanied the processes of globalisation, but in 

the twenty-first century it has assumed a new and distinctly strategic dimension. Illegal 

migration, far from being a purely humanitarian or demographic challenge, has become a 

factor of systemic destabilisation that penetrates the very structure of economic security. 

Within the European context, Poland finds itself at the intersection of two dynamics: on one 

hand, demographic decline and labour shortages necessitate controlled migration; on the 

other, the instrumentalisation of migratory flows by external actors transforms the 

phenomenon into a hybrid threat. In both cases, the state’s economic resilience and fiscal 

balance become primary fields of tension. 

The economic effects of large-scale irregular migration can be observed in three 

interrelated domains: the labour market, the welfare system, and public finance. The first of 

these, the labour market, reveals the ambivalence of migration: it mitigates workforce 

shortages in key sectors such as construction, logistics, and agriculture, while simultaneously 

producing pressure on wage structures and employment standards. Janusz Gierszewski notes 

that the influx of irregular labour “creates segmented employment systems, in which legality 

itself becomes a market variable” (Gierszewski, 2017, p. 93). In this sense, illegal migration 

generates an informal economy that coexists with formal structures, eroding the tax base and 

distorting competition. 

From the perspective of economic security, such distortions have long-term 

consequences. They weaken the redistributive functions of the state, undermine trust in 

institutions, and increase the burden on public finances. Marian Cieślarczyk, analysing the 
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ethical foundations of security systems, underlines that the erosion of fiscal integrity 

constitutes not only an economic risk but a moral one: “it corrodes the collective sense of 

justice that legitimises the fiscal system itself” (Cieślarczyk, 2011, p.75). When the social 

perception of fairness declines, so does willingness to contribute, creating a feedback loop of 

evasion and under-collection. The costs of integration, welfare assistance, and border 

protection then accumulate as structural deficits within state budgets. 

Illegal migration also affects human capital - a category central to Polish security 

sociology. Małgorzata Stochmal emphasises that “a society’s resilience depends on the 

alignment of its human capital with its institutional capacities” (Stochmal, 2020, p. 46) . When 

migration is irregular, this alignment fails: educational systems, labour-market policy, and 

public administration cannot integrate new populations effectively. As a result, potential 

human resources are underutilised, while xenophobia and social fragmentation rise. The 

labour force may expand numerically but deteriorate qualitatively, as skills remain 

unrecognised and social capital erodes. 

At the macroeconomic level, the financial consequences of uncontrolled migration 

manifest in higher fiscal expenditures on security, healthcare, and emergency 

accommodation. Recent analyses by the European Union Agency for Asylum (EUAA Report 

2024) indicate that irregular migration increased the EU’s collective border-management 

spending by 32 percent between 2021 and 2023, while humanitarian outlays by national 

governments rose by 21 percent1. For Poland, positioned along the eastern frontier of the 

Schengen Area, these costs are multiplied by the geopolitical context: migration pressure is 

often orchestrated through proxy states as part of hybrid operations.  

Hybrid warfare - the coordinated use of military, informational, and migratory tactics 

-transforms demographic movement into an instrument of economic coercion. Jan 

Maciejewski interprets such phenomena through the lens of dispositional groups, noting that 

“when state and non-state actors use populations as tools of pressure, the social order 

becomes the battlefield itself” (Maciejewski, 2025, pp. 88-91). The crisis at the Polish-

Belarusian border in 2021 demonstrated this mechanism with stark clarity. Migrants were 

mobilised not as individuals seeking refuge but as vectors of disruption targeting logistics 

chains, energy infrastructure, and political stability. The ensuing fiscal expenditures on border 

fortification, emergency healthcare, and humanitarian management reached billions of 

złotych, diverting resources from development programmes and public investment. 

The sociological dimension of this phenomenon lies in its cumulative effect on collective 

trust. As Cieślarczyk and Pieczywok jointly observed in their recent monograph Kultura 

bezpieczeństwa w warunkach niepewności globalnej (2023), “the use of migration as an 

element of pressure undermines citizens’ faith in the capacity of institutions to protect both 

 
1 European Union Agency for Asylum (EUAA), Annual Report 2024 on Asylum Trends, Brussels 2024, pp. 41–43 
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physical and economic security” (Cieślarczyk, Pieczywok, 2023, p. 119). When the public 

perceives the border as porous, it generalises that insecurity to the financial system and to 

the state as a whole. Market confidence, consumer optimism, and investment behaviour all 

deteriorate - illustrating how psychological insecurity translates directly into economic risk. 

From the perspective of fiscal policy, migration-related expenditures create a dual 

burden: increased current spending and reduced long-term productivity. According to a 2024 

report by the National Bank of Poland, the fiscal costs of border-security operations and 

refugee assistance amounted to 0.8 percent of GDP in 2022, while productivity growth in 

affected regions fell by 1.3 percent2 . These data confirm that hybrid migration pressures are 

not temporary disturbances but structural shocks with measurable economic consequences. 

Moreover, the financing of migration management increasingly relies on debt 

instruments and EU transfers, generating dependency that further constrains fiscal 

sovereignty. As Stochmal argues, “security financed through external credit transforms from 

protection into subordination” (Stochmal, op. cit., p. 57). This statement resonates strongly in 

the context of Poland’s evolving position within the EU’s financial architecture, where 

solidarity funds for border management coexist with macroeconomic conditionality. 

Economic security thus becomes a negotiation between autonomy and interdependence –  a 

defining feature of the contemporary European order. 

In sociological terms, illegal migration can be read as a stress test for the moral 

economy of security. The capacity to combine humanitarian obligations with fiscal prudence 

becomes the criterion of state maturity. When this balance collapses, two risks emerge: the 

securitisation of migration (which erodes democratic legitimacy) and the politicisation of 

economics (which replaces rational budgeting with populist spending). Andrzej Pieczywok 

warns that “a security culture devoid of axiological grounding degenerates into mere 

technocracy or propaganda” (Pieczywok, 2015, p. 28). The challenge, therefore, lies in 

constructing a normative framework that integrates human rights with economic rationality, 

avoiding both the cynicism of utilitarianism and the paralysis of moralism. 

The complexity of the problem also stems from the interaction between migration and 

other hybrid threats. Disinformation campaigns exploit public fears, creating economic panic, 

capital flight, and speculative volatility. Social media amplify narratives of crisis, triggering 

behavioural responses that can destabilise markets. As noted by the Institute of Economic 

Forecasting (Warsaw 2025), “the perception of migration as chaos produces measurable 

economic losses through the mechanism of consumer pessimism”3. Hence, the management 

 
2 National Bank of Poland (NBP), Economic Security and Migration Pressures: Report 2024, Warsaw 2024, pp. 
12–15 
3 Institute of Economic Forecasting (IEP), Perception of Migration and Economic Behaviour in Poland, Warsaw 
2025, p. 6. 
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of migration is not only a logistical task but a communicative one: the economy depends as 

much on trust as on capital. 

The intersection of migration and hybrid warfare thus redefines the parameters of 

economic security. It demands coordination among ministries of finance, interior, and 

defence; alignment between fiscal discipline and social inclusion; and strategic investment in 

border technology, labour-market regulation, and social integration. Above all, it requires a 

security culture — in the sense developed by Pieczywok and Cieślarczyk - that perceives the 

economy not as an isolated system but as a living organism whose vitality depends on ethical 

integrity and civic cohesion. 

Illegal migration, when analysed through this lens, appears as both a threat and a 

mirror: it exposes the fragility of the economic system while revealing its moral foundations. 

The response to it will determine not only the stability of state budgets but the very legitimacy 

of governance in an era of interdependent crises. 

While migration-related pressures expose the social and fiscal vulnerabilities of 

economic systems, they do not exhaust the spectrum of hybrid threats shaping contemporary 

insecurity. An equally destabilising factor emerges in the digital domain, where cyberattacks 

target the informational infrastructure upon which modern economies depend. 

 

Cyberattacks and Cyberthreats as Factors of Economic Destabilisation 

If the economy of the twentieth century depended on the flow of goods, the economy 

of the twenty-first depends on the flow of information. Financial systems, energy grids, 

transport logistics, and supply chains are all mediated by digital technologies. Consequently, 

the primary vulnerability of contemporary economies no longer lies in their material 

production but in their informational architecture. A single cyberattack can paralyse entire 

markets, distort exchange rates, or destroy the credibility of public institutions. As Małgorzata 

Stochmal notes, “information has become the critical infrastructure of security, and its 

disturbance is equivalent to the disruption of the state itself” (Stochmal, 2020, p. 58). 

The growing frequency and sophistication of cyberattacks have revealed that 

economic security must now be conceptualised as cyber-economic security: a composite of 

financial resilience, digital protection, and institutional trust. Poland, like other European 

countries, has experienced a steady escalation of cyber incidents targeting banking systems, 

government platforms, and strategic industries. According to the 2024 National Cybersecurity 

Report of the Ministry of Digital Affairs, the number of financially motivated cyberattacks 

increased by 37 percent in 2023 compared to the previous year.4  These attacks include 

ransomware assaults on small and medium enterprises, phishing campaigns targeting online 

banking users, and data breaches affecting public institutions. 

 
4 Ministry of Digital Affairs, National Cybersecurity Report 2024, Warsaw 2024, pp. 9–11. 
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The economic implications of such incidents are both direct and systemic. Direct losses 

include ransom payments, data restoration costs, and service interruptions. Systemic losses, 

however, manifest as erosion of trust in financial institutions and payment systems - what 

sociologists of security term symbolic destabilisation. Janusz Gierszewski emphasises that “the 

financial market functions as a trust system; its collapse does not begin with bankruptcy but 

with disbelief” (Gierszewski, 2017, p. 122). Once trust erodes, liquidity and investment 

decline, triggering fiscal instability and social anxiety. 

Cyberattacks on financial systems often function as strategic tools of hybrid warfare. 

They blur the boundary between economic competition and political hostility. In 2022–2023, 

Polish financial institutions were repeatedly targeted by cyber operations traced to state-

sponsored groups linked to Russia and Belarus. The purpose of these attacks was not simply 

monetary gain but psychological destabilisation - to undermine confidence in the state’s 

ability to safeguard digital sovereignty. In this context, economic security and cybersecurity 

converge: the digital battlefield becomes an arena where fiscal stability and national 

credibility are contested simultaneously. 

From a sociological perspective, cyberattacks operate as mechanisms of symbolic 

violence in the Bourdieusian sense: they manipulate the cognitive and emotional environment 

of societies rather than their material base. They exploit the modern individual’s dependence 

on digital tools - banking apps, e-commerce, social networks - to generate a pervasive sense 

of vulnerability. As Cieślarczyk argues, “the loss of informational security induces not only 

financial anxiety but existential uncertainty, undermining the moral order on which economic 

cooperation rests” (Cieślarczyk, 2011, p. 104). 

In response, the Polish school of security studies emphasises the cultivation of security 

culture as a prerequisite for digital resilience. Andrzej Pieczywok defines security culture as “a 

set of values and practices that condition the rational use of technology and the responsible 

management of risk” (Pieczywok, 2015, p. 39). This concept underscores that cybersecurity 

cannot rely solely on technical defence systems; it requires human and organisational 

maturity. Training programmes, ethical standards, and institutional transparency form the 

social infrastructure of cyber-resilience. 

In the economic sphere, this translates into the creation of adaptive systems that can 

anticipate, absorb, and recover from digital shocks. The European Central Bank’s 2024 Cyber 

Resilience Report emphasises that financial institutions must develop “redundancy and 

continuity protocols that treat cyberattacks as inevitable, not exceptional”.5 Polish banks, 

particularly those integrated into European payment systems, have begun implementing such 

frameworks, guided by the EU’s Digital Operational Resilience Act (DORA), which entered into 

force in 2025. Yet compliance remains uneven, especially among smaller institutions lacking 

financial or human resources. 

 
5 European Central Bank, Cyber Resilience Report, Frankfurt 2024, pp. 17–20. 
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The sociological challenge lies in integrating these technical standards with public 

consciousness. As Stochmal points out, “technological resilience without social awareness is 

like a wall without a foundation”. (Stochmal, op. cit., p. 64) Public education in cybersecurity 

- from schools to workplaces - is therefore an essential component of economic security. The 

Ministry of Education’s 2025 Cyber Literacy Strategy seeks to embed such education across 

curricula, reflecting an awareness that digital competence is now as fundamental as literacy 

itself. 

Cyberattacks also expose the geopolitical dimension of economic vulnerability. In the 

post-pandemic period, global supply chains have become targets of digital espionage and 

sabotage. Attacks on semiconductor producers, energy distributors, and logistics software 

providers demonstrate that control over information equates to control over resources. 

Maciejewski’s theory of dispositional groups helps interpret this dynamic: in cyberspace, 

traditional military hierarchies dissolve into flexible, transnational networks capable of rapid 

offensive or defensive adaptation. (Maciejewski, 2025, pp. 111-114) These networks – 

whether state-based or criminal – function as “digital armies,” operating in the grey zone 

between legality and warfare. 

In Poland, the 2023 ransomware attack on the Poczta Polska logistics system disrupted 

financial transactions and delivery chains for several days, causing measurable economic 

losses estimated at 0.04 percent of GDP.6 The incident demonstrated that even peripheral 

institutions within the economic system can become points of strategic vulnerability. 

Sociologically, such cases reveal the interdependence of micro and macro processes: the 

failure of one node triggers cascading effects across entire networks of trust, supply, and 

payment. 

The human dimension of cyberattacks is equally important. Research by the Institute 

for Security Culture and Digital Ethics (Warsaw, 2024) shows that employees remain the 

weakest link in digital protection. Over 60 percent of successful cyber intrusions in Poland 

originate from social engineering – manipulation rather than hacking7 . This confirms that 

economic security depends not merely on encryption or firewalls but on the ethical discipline 

and situational awareness of individuals. The digital battlefield, in this sense, is primarily 

sociological: a struggle for attention, perception, and moral vigilance. 

In the financial sector, central banks face a paradox: the more they digitalise, the more 

vulnerable they become. The introduction of digital currencies and algorithmic trading 

increases efficiency but simultaneously creates systemic fragility. The Polish National Bank’s 

2025 analysis warns that “algorithmic interdependencies can amplify minor cyber incidents 

into macroeconomic disturbances”. 8  The interconnectivity of trading systems, clearing 

 
6 Polish Economic Institute, Cyber Incident Economic Impact Study 2023, Warsaw 2024, p. 7. 
7 Institute for Security Culture and Digital Ethics, Human Factors in Cybersecurity, Warsaw 2024, p. 15. 
8 National Bank of Poland, Algorithmic Finance and Cyber Risk, Warsaw 2025, p. 23. 
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houses, and fintech platforms thus turns economic modernisation into a double-edged sword 

- enhancing competitiveness while multiplying risks. 

The theoretical synthesis offered by Cieślarczyk and Gierszewski suggests that 

economic security in the digital age must integrate three levels: technological infrastructure, 

organisational adaptability, and cultural trust. Each failure - technical, bureaucratic, or moral 

— opens a gate for destabilisation. Therefore, policies focused exclusively on cybersecurity 

technology without attention to institutional ethics or public education risk creating what 

Stochmal calls “a defensive illusion” (Stochmal, op. cit., p. 72). The economy remains exposed 

not because of insufficient tools but because of insufficient culture. 

Finally, the sociological implications of cyberthreats extend beyond economics. They 

shape the emotional climate of societies, reinforcing feelings of precariousness and control 

loss. These affective states, in turn, influence consumption, savings, and investment 

behaviour. As Pieczywok warns, “the economy of fear precedes the economy of loss” 

(Pieczywok, 2015, p. 45). Hence, cultivating resilience means not only defending networks but 

restoring confidence – a psychological and moral project as much as a technical one. 

Cyberattacks reveal the deep interdependence of security, economy, and social 

consciousness. They expose the paradox of digital modernity: that progress itself produces 

new vulnerabilities. In this sense, cyber-resilience becomes a metaphor for the entire security 

system — a constant process of learning, adaptation, and moral reconstruction within a fragile 

global order. 

Although cyberthreats primarily operate within the digital and financial infrastructure 

of the economy, their effects are deeply entangled with broader political dynamics. In this 

sense, cyber insecurity intersects with political crises, which amplify economic volatility and 

transform uncertainty into a systemic condition of governance. 

 

Political Crises and Financial and Monetary Stability 

Political crises have always had economic consequences, yet in the globalised and 

digitalised world of the twenty-first century they have become triggers of systemic financial 

turbulence. The modern economy operates under conditions of interdependence so dense 

that the volatility of one political centre can generate reverberations across continents. In 

such circumstances, economic security must be analysed not merely as the stability of national 

markets but as the capacity to manage interlinked crises that are simultaneously fiscal, 

monetary, and political. 

In the Polish school of security studies, Jan Maciejewski defines dispositional systems 

as institutional structures that “must maintain equilibrium under conditions of uncertainty by 

transforming potential chaos into controlled adaptation” (Maciejewski, 2025, p. 143). This 

definition applies with particular force to the relationship between political decision-making 

and financial governance. Monetary institutions such as central banks act as dispositional 
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groups of the economy: their task is to preserve trust in the value of money despite political 

oscillations. Yet, as recent years have shown, that trust is fragile. 

Between 2020 and 2024, the world economy faced a concatenation of crises - 

pandemic disruption, Russia’s aggression against Ukraine, energy price shocks, and growing 

rivalry between the United States and China. Each episode revealed the sensitivity of open 

market operations (OMOs) – the key instrument of central banks for controlling liquidity – to 

geopolitical uncertainty. When political risk rises, OMOs cease to be a purely technical tool 

and become instruments of strategic communication. Their effectiveness depends less on 

quantitative ratios than on the credibility of policy and the cohesion of institutions. As Janusz 

Gierszewski observes, “economic security is first a matter of confidence, and confidence is a 

political product” (Gierszewski, 2017, p. 156). 

The war in Ukraine provides a paradigmatic example. The Polish National Bank (NBP) 

faced unprecedented pressure to stabilise the złoty, control inflation, and simultaneously 

finance state expenditure on defence and humanitarian support. Each decision regarding 

bond purchases or interest-rate adjustments was interpreted by markets through the prism 

of political risk. According to the NBP’s 2024 Report on Monetary Stability, fluctuations in 

sovereign-bond yields were three times more sensitive to geopolitical events than to 

macroeconomic indicators. 9  The implication is clear: in times of political crisis, monetary 

instruments become channels through which insecurity is transmitted rather than neutralised. 

From a sociological standpoint, this dynamic exemplifies what Małgorzata Stochmal 

calls “the reflexivity of risk in security systems” (Stochmal, 2020, p. 81). Political crises do not 

simply affect economies externally; they are internalised as expectations, anxieties, and 

anticipatory behaviours within markets. Investors act on perceptions of instability, thereby 

materialising the very risks they fear. The self-fulfilling nature of financial panic transforms 

subjective uncertainty into objective volatility. Thus, the sociology of security must 

complement economic analysis: it explains why rational policies may fail when collective trust 

disintegrates. 

The interconnection between political credibility and monetary stability is particularly 

visible in the domain of open market operations. These consist of central-bank purchases and 

sales of government securities designed to regulate money supply. In stable conditions, OMOs 

provide liquidity and signal confidence. Under political duress, however, they risk being 

perceived as emergency measures, eroding rather than restoring faith. The European Central 

Bank’s 2023 review of post-pandemic operations notes that “repeated interventions under 

uncertain political governance produce diminishing marginal trust effects”.10 In other words, 

when political conflict dominates fiscal policy, even correct monetary instruments lose 

symbolic power. 

 
9 National Bank of Poland (NBP), Report on Monetary Stability 2024, Warsaw 2024, pp. 5–8. 
10 European Central Bank, Post-Pandemic OMOs Review, Frankfurt 2023, p. 19. 
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For Poland, a country structurally embedded in the European Union’s financial 

ecosystem yet exposed to eastern geopolitical turbulence, the coordination of monetary and 

political strategies has become a key determinant of economic security. Marian Cieślarczyk 

underlines that “systemic resilience depends on the moral and cognitive integration of 

decision-makers; a state cannot protect its currency if its elites are divided by short-term 

interests”. (Cieślarczyk,  2011, p. 119) The institutional fragmentation observable in many 

democracies - oscillating coalitions, populist cycles, politicisation of central banks - directly 

threatens macroeconomic coherence. 

Global financial flows amplify these vulnerabilities. The instantaneous mobility of 

capital allows investors to react to political signals within seconds. As the IMF’s World 

Economic Outlook 2024 reports, political-risk variables accounted for nearly 40 percent of 

cross-border capital-flow volatility in emerging Europe 11 . Economic security, therefore, 

becomes hostage to the narrative discipline of governments. A single tweet by a political 

leader, a corruption scandal, or a sudden change of coalition can trigger speculative 

movements that outweigh the effects of months of prudent economic management. 

This fragility has structural causes. The financialisation of the global economy has 

created a situation in which symbolic indicators – credit ratings, forecasts, political statements 

— exert greater influence than material production. As Pieczywok warns, “when meaning 

governs money, the ethical deficit of politics becomes an economic hazard”. (Pieczywok, 2015, 

p. 51). Political crises thus threaten not only fiscal balances but the moral architecture of 

capitalism itself. 

At the operational level, central banks have attempted to counteract these pressures 

through expanded OMOs and quantitative-easing measures. Yet, as the Bank for International 

Settlements (BIS Report 2023) observes, such policies entail a paradox: “the more liquidity 

central banks inject to offset political risk, the more markets become dependent on political 

stability”12 . The economy enters a cycle of addiction to reassurance, in which every new crisis 

demands stronger intervention. This mechanism transforms the state into both guarantor and 

prisoner of financial expectations. 

The sociological dimension of this process is crucial. Trust, once eroded, cannot be 

restored by decree; it must be rebuilt through consistent communication and symbolic 

credibility. Stochmal and Gierszewski in their 2024 paper Economic Governance and Social 

Resilience argue that “economic security is co-produced by narratives of stability - monetary 

policy is therefore a form of social pedagogy”. (Stochmal, Gierszewski, 2024, p. 14) The state 

must teach society how to interpret uncertainty, transforming panic into patience. 

 
11 International Monetary Fund (IMF), World Economic Outlook 2024, Washington 2024, p. 67. 
12 Bank for International Settlements (BIS), Annual Economic Report 2023, Basel 2023, p. 32. 
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In the Polish context, political polarisation remains a latent threat to such pedagogical 

coherence. Changes in fiscal priorities accompanying electoral cycles often undermine long-

term investment policy. The 2024 Polish Economic Forum report notes that private investment 

growth in Poland was 2.1 percent lower in election years than in non-election years13. This 

correlation underscores the cost of political volatility: it depresses innovation, weakens capital 

formation, and slows adaptation to technological change – all fundamental pillars of economic 

security. 

Globally, the rivalry between the United States and China, the growing role of India, 

and the strategic repositioning of the European Union have intensified this interdependence. 

The weaponisation of trade, the politicisation of rare-earth-mineral supply chains, and the 

emergence of “economic blocs of trust” indicate that political crises are no longer episodic but 

structural features of the international order. The OECD’s Security and Markets Report 2025 

predicts that by 2030, 20 percent of global trade will occur within politically aligned blocs 

rather than through open markets14. Such fragmentation challenges the liberal vision of a self-

regulating global economy and demands a new sociological understanding of 

interdependence. 

Within this reconfigured landscape, economic security requires both diversification 

and resilience. Poland’s growing engagement with EU energy policy, transatlantic defence 

cooperation, and Asian investment flows illustrates how middle powers navigate between 

dependence and autonomy. As Cieślarczyk reminds, “the real measure of sovereignty is not 

isolation but the capacity to cooperate without subordination”. (Cieślarczyk, 2011, p. 125) 

Ultimately, political crises function as stress tests for the moral and institutional 

cohesion of societies. Their economic effects are not limited to GDP fluctuations; they reveal 

the depth of social trust, the maturity of governance, and the quality of leadership. The 

sociology of security, building on the works of Maciejewski and his successors, teaches that 

crises can also be opportunities for renewal – moments when collective reflection replaces 

routine. Economic security in such conditions becomes not a shield but a process of 

continuous self-correction, sustained by transparency, solidarity, and disciplined optimism. 

The economic consequences of political crises cannot be fully understood in isolation 

from the wider transformations of the international system. These crises unfold within an 

emerging global order characterised by strategic rivalry, fragmented supply chains, and the 

growing politicisation of economic interdependence. 

 

 

 

 

 
13 Polish Economic Forum, Investment and Political Cycles Report 2024, Warsaw 2024, p. 9. 
14 OECD, Security and Markets Report 2025, Paris 2025, p. 23. 
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The New Global Order and Its Implications for Economic Security 

The multifaceted processes examined above - irregular migration, cyberattacks, and 

political crises - converge within a single analytical horizon: the reconfiguration of global 

economic security in the early twenty-first century. In this horizon, security is no longer a 

peripheral condition of prosperity but its very foundation. Without institutional credibility, 

technological resilience, and social trust, economic systems fragment under the pressure of 

global turbulence. The Polish school of security studies – from Maciejewski’s theory of 

dispositional groups to Stochmal’s systemic-risk analysis and Cieślarczyk’s axiological concept 

of resilience – provides a conceptual architecture capable of explaining this transformation. 

The war in Ukraine, more than any recent event, has exposed the interdependence of 

military, political, and economic domains. Beyond the humanitarian catastrophe and 

geopolitical upheaval, the conflict has produced deep structural shifts in energy markets, food 

supply chains, and fiscal policies across Europe. Poland’s role as a logistical and humanitarian 

hub has revealed both the strength and fragility of its economic-security system. On one hand, 

defence-related spending and international aid have stimulated industrial production; on the 

other, the reallocation of resources and rising inflation have constrained fiscal flexibility. 

According to the NBP Economic Outlook 2025, the cumulative cost of war-related 

expenditures between 2022 and 2024 reached nearly 3 percent of Poland’s GDP15. 

Yet, as Janusz Gierszewski reminds, “security costs are not losses when they strengthen 

systemic adaptability”. (Gierszewski, 2017, p. 168) The investment in border infrastructure, 

energy diversification, and digital protection has accelerated Poland’s strategic autonomy. 

Nevertheless, these advances remain conditioned by broader geopolitical tensions, 

particularly those between the United States and China. The emerging bipolarity of the global 

economy – centred on technological ecosystems and rare-earth mineral supply chains – has 

forced medium-sized states to navigate complex dependencies. 

China’s growing dominance in rare-earth markets, essential for electronics, defence, 

and renewable-energy technologies, poses a long-term challenge to economic sovereignty. 

The OECD Strategic Minerals Report 2024 notes that the PRC controls nearly 60 percent of 

global rare-earth processing capacity 16 . This concentration transforms materials into 

instruments of political leverage. As Cieślarczyk observes, “control over resources today 

functions as control over possibilities”. (Cieślarczyk, 2011, p. 132) The ability to access, refine, 

and recycle these minerals will determine the technological and security position of states 

throughout the coming decade. 

The United States, responding through the CHIPS and Science Act and strategic 

partnerships with allies, seeks to maintain technological primacy. Poland’s participation in the 

 
15 National Bank of Poland, Economic Outlook 2025, Warsaw 2025, p. 7. 
16 Strategic Minerals Report 2024, Paris 2024, p. 11. 
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EU’s Critical Raw Materials Alliance (2024) situates it within a European effort to balance these 

asymmetries. However, as Małgorzata Stochmal warns, “autonomy pursued through 

fragmentation risks creating islands of security amid oceans of dependency”. (Stochmal, 2020, 

p. 93) The European Union must therefore integrate industrial policy with social cohesion - 

ensuring that economic resilience does not degenerate into protectionism. 

India’s ascent adds another layer of complexity. As a demographic and technological 

power, it occupies an intermediate position between the Western and Chinese blocs. Its 

expanding cooperation with the EU and Poland in sectors such as IT and pharmaceuticals 

signals the formation of a multipolar economic-security architecture. This diversification 

mitigates risk but also multiplies strategic calculations: interdependence now demands 

continuous negotiation rather than stable alignment. 

From a sociological perspective, these global shifts redefine the meaning of economic 

resilience. It is no longer sufficient to maintain fiscal stability; states must cultivate adaptive 

intelligence — the collective capacity to reinterpret crises as opportunities. Cieślarczyk and 

Pieczywok, in their 2023 study Kultura bezpieczeństwa w warunkach niepewności globalnej, 

describe resilience as “the moral and cognitive ability to transform uncertainty into learning”. 

(Cieślarczyk, A. Pieczywok, 2023, p. 142) Economic security thus depends not solely on the 

abundance of resources but on the quality of collective reasoning. 

This insight has direct implications for Poland and other medium-sized economies. In 

an environment of accelerating digitalisation, demographic change, and ecological pressure, 

security must be reimagined as a multilevel ecosystem. Migration, cyberthreats, and political 

volatility are not discrete variables but interacting feedback loops. Their convergence requires 

what Stochmal calls “integrated strategic governance” – a coordination of economic, 

informational, and social subsystems under a shared normative vision. (Stochmal, op. cit., p. 

101) 

The normative dimension is essential. As Andrzej Pieczywok emphasises, “without 

axiological integration, the security system becomes efficient yet blind”. (Pieczywok, 2015. P. 

53) The defence of markets, currencies, and technologies must be guided by ethical coherence 

- respect for human dignity, legal order, and intergenerational responsibility. In the absence 

of such grounding, even the most sophisticated systems succumb to cynicism and 

opportunism, which ultimately erode the trust on which economies rest. 

From this vantage point, the sociology of security reveals its full analytical potential. It 

shows that the economy is not an autonomous machine but a social contract maintained by 

confidence and recognition. Illegal migration, cybercrime, and political conflict each threaten 

this contract in distinct ways: by disrupting labour markets, corrupting informational 

networks, or discrediting governance. Yet, they also expose the pathways to renewal. Each 

crisis can strengthen institutional reflexivity and moral solidarity - if interpreted not as disaster 

but as feedback. 
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Looking forward, three challenges will determine the trajectory of economic security. 

First, the management of energy and mineral dependencies, requiring new partnerships and 

technological innovation. Second, the establishment of digital sovereignty - ensuring control 

over data, infrastructure, and algorithms. Third, the reconstruction of social capital eroded by 

populism, inequality, and disinformation. These tasks are interdependent: no algorithm can 

secure a society that distrusts its institutions, and no policy can succeed without public 

participation. 

The war in Ukraine will remain the defining context for Europe’s security culture. It has 

reminded societies that prosperity without preparedness is an illusion. Yet, it has also 

demonstrated that resilience is cumulative: every reform in education, energy, and 

governance strengthens deterrence. As Gierszewski concludes, “the front line of modern 

security runs through the economy, but its foundation lies in ethics”. (Gierszewski, op. cit., p. 

172) 

The interactions between migration pressures, cyberthreats, and political instability 

thus converge into a coherent pattern of systemic risk. This convergence calls for a synthetic 

assessment of economic security, one that moves beyond sectoral analysis toward an 

integrated sociological interpretation. 

CONCLUSION  

In sum, economic security in the face of migration, cyberattacks, and political crises is 

not a technocratic agenda but a civilisational choice. It demands the integration of financial 

rationality with moral responsibility, global cooperation with national sovereignty, and 

technological innovation with human solidarity. The Polish contribution to security science, 

deeply rooted in sociological reflection and axiological realism, offers precisely this synthesis. 

It reminds us that the economy, like the state itself, survives not through fear of loss but through 

the discipline of trust. 
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