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 Emerging and disruptive technologies are increasingly present in our lives, 
determining the increase in people's living standards and the progress of 
society. The influence of this type of technologies is present in both the 
civilian and military environments. In the military environment, by 
transforming into capabilities, the impact will be significant on defense 
institutions, but also on classic security strategies, military doctrines, 
operational concepts, wars. In this paper, using the bibliographical and 
analytical method, it will be highlighted how emerging and disruptive 
technologies can be used by hostile forces to increase disinformation and 
uncertainty in conflict areas where peacekeeping missions are carried out 
under the auspices of the UN. Personnel participating in UN missions must 
identify the signs of a disinformation campaign as early as possible and 
have the necessary knowledge to combat it. 
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INTRODUCTION 

 

In an era where information circulates extremely quickly thanks to the online 

environment, a new major challenge has emerged: disinformation. This challenge manifests 

itself at all levels, in all areas, and contributes to the manipulation of people. Disinformation 

spreads rapidly online, but also offline and in the media. 

Emerging and disruptive technologies are changing the way the world works. In their 

use, emerging and disruptive technologies present both advantages and disadvantages and 

“will have a major impact, with specific effects and risks related to the new products and 

services that could emerge and disrupt markets, as well as how businesses will be adapted, 

transformed and run in accordance with the new business model” (Coman et al., 2024). 

The paper aims to present the role that emerging and disruptive technologies play in 

the propagation of disinformation in UN peacekeeping missions. 
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To achieve the objective, we presented and analyzed, based on the study of the 

bibliography and our own observations, the importance of emerging and disruptive 

technologies in military activities and their role in the propagation of disinformation during 

the conduct of UN peacekeeping missions. 

 

1 EMERGING AND DISRUPTIVE TECHNOLOGIES – TECHNOLOGIES THAT INCREASE THE 

RESILIENCE OF PEACEKEEPING OPERATIONS 

 

Among the first researchers to note the disruptive nature of technological change 

was Joseph Schumpeter. He noted in 1939 that this disruptive nature of technological 

change could lead to waves of “creative destruction” (Chandra Shekar, Anjali, Pavithra, 

2017). Many of the technologies that define the modern era (computers, nuclear power, 

space-based ICT systems and GPS, etc.) emerged as a direct result of public investment 

driven by geopolitical competition and the dynamics of the arms race between the US and 

its allies, and the Soviet Union, during the Cold War. The most striking difference in the 

nature of research and development in science and technology was represented by the 

increased volume of private investment in so-called “dual-use technologies”, usually 

reserved for civilian purposes but with notable military applications (Vincić, 2021). 

Currently, emerging and disruptive technologies (EDT) are increasingly part of our 

lives, changing the way the world works and “driving societal progress and increasing the 

standard of living of the individual” (Popescu, 2021, p. 221). These technologies, which come 

with both opportunities and challenges, are expected to reach maturity in the next 20 years 

(Popescu, 2021, p. 2019). and have an increasing impact on security and the armed forces. 

They allow the armed forces to “become more effective, resilient, cost-efficient and 

sustainable as well as address immediate capability shortfalls and deliver on their capability 

targets” (NATO, 2025) changing the nature of war (Mills, 2023, p. 4). Beyond the positive 

impact, EDT present “a huge threat to society, both civil and military, from their misuse” 

(The Geostrata, 2024). 

Emerging technologies are considered to be those technologies that require longer 

time horizons (between 10 and 20 years) to mature and whose development trajectories are 

currently less certain (Vincić, 2021). 

Disruptive military technology represents “an improved or completely new 

technology capable of producing fundamental changes to traditional models of security and 

defense” (Iancu, 2019) and is in a more advanced state of technological maturity already 

having/expected to have significant and potentially revolutionary impacts on the nature of 

warfare and collective defense and security in the period 2020-2040 (Vincić, 2021).  

These technologies, by transforming into military capabilities, will have an impact on 

classic security strategies, military doctrines, operational concepts, wars, but also on the 

organization of defense institutions. 
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Like any product, disruptive technologies have four life phases (Figure 1). 

 

Figure 1 Phases of disruptive technologies 

Source: Veuger, 2018 

 

The phases of disruptive technologies are presented in Tab. 1, where column 2 lists 

the characteristics of the disruptor evolving from a niche solution to an asset used in both 

civilian and military environments, and column 3 lists the prototype result. 

 

Table 1 Phases of disruptive technologies 

Phase Disruptor Incumbent / Prototype 

Disruption of the 

established order 

Introduce a new product with a 

well-defined approach, 

recognizing that it may not meet 

all the needs of the entire existing 

market, but it improves on state-

of-the-art technology. 

The new product/service is not 

relevant to existing customers or 

the market (also known as 

“denial”) 

Rapid linear 

evolution 

Adds features and capabilities, 

increasing value based on 

feedback from a group of early 

adopters. 

Compares the complete product 

with its own new product and 

identifies defects (also known as 

“validating”)  
Convergence. 

Completely 

reinvented 

product 

Sees an opportunity to broaden 

the customer base by attracting 

new companies. 

Recognizes the limitations of its 

Disruptive core features are added 

to the existing product line to 

demonstrate attention to future 

trends while minimizing disruption 
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Phase Disruptor Incumbent / Prototype 

new product and learns from 

previous practices, but applies 

them in a new way. 

Potential risks are continuously 

addressed with new technologies 

and business models, and the 

focus shifts to the “installed base” 

of the already existing order. 

to existing customers (also known 

as “competition”). 

A potential risk is that disruptive 

products are not recognized as 

truly valuable or do not offer 

opportunities relative to the 

limitations of existing products. 

Completely 

reinvented 

product 

Approaching a decision point 

because new entrants to the 

market can benefit from 

everything the new product has 

demonstrated, without 

considering existing customers. 

Focusing more on market legacy 

or continuing the path already 

taken. 

It is too late to react. 

Begins defining the new product 

as part of a new market and the 

existing product as part of a 

larger, existing market (also 

known as “retraction”). 

Source: Processing after Veuger, 2018 

 

Emerging and disruptive military technologies are: artificial intelligence (AI), 

hypersonic systems, autonomous systems, biotechnologies and human enhancement 

technologies, quantum technologies, space, next-generation communication networks, 

energy and propulsion, new materials and their production (NATO, 2025).  

Artificial intelligence is a catalyst for the development of emerging and disruptive 

technologies and a basic element in the implementation of other technologies in the military 

field, because systems equipped with artificial intelligence will be able to perform analyses, 

identify threats, solutions and courses of action, assist decision-making or even make 

decisions independently, thus optimizing other systems and acting as an amplifier of human 

strength and intelligence (Cîrdei, 2025).  

Technologies are developing at a dizzying pace, and their impact on all areas is 

unimaginable. Artificial intelligence is an engine of development of all other areas and is 

driving the development of new emerging and disruptive technologies. Moreover, artificial 

intelligence will allow for the achievement of quantum supremacy, thus creating the 

conditions for tasks and activities that normally take a long time to be completed in a few 

seconds. The fundamental question that arises here is if and when this technology will 

become widely accessible, because then every terrorist, insurgent or other entity or 

organization will have access to almost unlimited computing power.  
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When quantum power is widely available, its impact on military operations will be 

immense. Taking advantage of this emerging technology, the speed, scale, and quality of 

disinformation campaigns will be so great that it will be almost impossible to identify and 

very difficult to combat, because it will be a significant challenge to distinguish between real 

and simulated actions, between those specific to current activities and legitimate military 

operations and those that support disinformation actions. 

These technologies are fundamentally changing the missions of the United Nations 

(UN) to maintain peace. In general, UN peacekeeping missions aim to assist states in the 

transition from conflict to peace. In carrying out peacekeeping missions, the UN has “unique 

strengths, including legitimacy, burden-sharing, and the ability to deploy troops and police 

from around the world, integrating them with civilian peacekeeping forces to fulfill a range 

of mandates set by the UN Security Council and the General Assembly” (United Nations 

Peacekeeping, 2025c).  

If the Action for Peacekeeping Initiative aimed to strengthen, secure and make UN 

missions more effective, A4P+ aims to accelerate its implementation (Figure 2). To this end, 

“concrete measures have been adopted across all areas of A4P+, from improving the safety, 

security and well-being of our personnel to increasing the participation and expanding the 

role of women in our missions” (United Nations Peacekeeping, 2025a). 

 

Figure 2 Action for Peacekeeping and Action for Peacekeeping+ 

Source: United Nations Peacekeeping, 2025c 
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It should also be borne in mind that threats to peacekeeping personnel do not only 

come from the physical environment and do not only endanger the physical safety of the 

personnel. In the age of technology and the Internet, military and civilian personnel 

participating in peacekeeping operations are faced with risks arising from the cyber 

environment that can have faster and more intense effects than actions carried out in the 

physical environment, even using military means.  

Cyber threats and those specific to information warfare are, most of the time, 

invisible and therefore difficult to counter, especially due to the fact that the target would 

be aware that it is subject to an attack only after the attack is underway or even after it has 

been completed. Thus, the attention of decision-makers and peacekeeping personnel will 

not be focused on preventing attacks, but on countering them and limiting their effects and 

damage.  

That is why personnel participating in peacekeeping missions must have training in 

cyber and information operations in order to be aware of the danger they represent, the 

damage they can cause and the indications of such hostile actions in order to be able to 

counter them. While cyber threats and information operations are not new in the military 

field, we can observe that new confrontations are taking on a hybrid character, because the 

environments of confrontation, the methods of conducting military actions and their targets 

are increasingly diverse, and their countering is increasingly difficult.  

Hybrid threats are becoming a constant of current activities and especially of the 

actions of the armed forces that must get used to operating in such conditions, marked by 

uncertainty, volatility, unpredictability and multidimensional and multidomain risk. Hybrid 

threats are a significant concern today due to their ability to exploit vulnerabilities in 

interconnected, open societies, using a combination of conventional and unconventional 

tactics. These threats are increasingly visible in all domains and are predominantly 

manifested in parallel with classical military or peacekeeping actions, with the aim of 

creating insecurity, distrust and suspicion.  

Technology and connectivity have significantly amplified the scope and impact of 

hybrid threats on armed forces and their ability to conduct military actions. The ability to 

disseminate disinformation on a large scale, to conduct sophisticated cyber-attacks, to 

exploit global interdependencies and to coordinate operations in real time are key factors 

that make hybrid threats particularly challenging in the modern era. 

The UN is currently involved in 11 peacekeeping operations led by the Department of 

Peacekeeping Operations. These are mainly conducted on the African continent in Western 

Sahara, Congo, Central African Republic, Abyei, and South Sudan. Other areas where 

peacekeeping operations are conducted include: Kosovo, Cyprus, Lebanon, Golan, Middle 

East, on the border between India and Pakistan. As of 31 July 2025, 68,255 personnel were 

involved in the 11 peacekeeping operations (United Nations Peacekeeping, 2025b). 
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The nature of contemporary conflicts has evolved, requiring continuous adaptation of 

peacekeeping operations. Despite the fact that this adaptation is in continuous dynamics, 

UN peacekeeping missions are affected by disinformation. 

UN-led missions, regardless of the geographical area in which they are deployed, are 

exposed to hybrid threats and disinformation actions that are directly directed against the 

mission and participating personnel, but which also indirectly affect the efficiency and 

legitimacy of UN forces by targeting the local population, political decision-makers and 

international public opinion, through coordinated and well-planned actions, which aim to 

achieve short- and medium-term effects. The initiators of disinformation actions use the 

advantages offered by modern technologies, especially artificial intelligence, to prepare and 

carry out real disinformation campaigns, with minimal effort and maximum potential 

benefits. 

 

2 DISINFORMATION IN UN PEACEKEEPING MISSIONS 

 

Disinformation is not a new phenomenon, but given the dynamics in the 

communications area and the continuous development of digital platforms, the large-scale 

use of AI (voice and facial recognition systems, image analysis software, virtual assistants, 

etc.), the scale of the problem is amplified, which makes it even more difficult to trust 

information and to present real facts in conflict situations.  

What is new is that digital technology has allowed the creation, dissemination and 

amplification of false or manipulated information by various actors, for ideological, political 

and/or commercial reasons, at a scale, speed and coverage never seen before. Interacting 

with real-world political, social and economic grievances, disinformation can have serious 

consequences for democracy because it distorts public debate, polarises society and 

prevents people from making informed choices, free from interference and manipulation 

(European Parliament, 2025), incites hatred, discrimination and violence, prevents people 

from meaningfully exercising their rights and destroys their trust in governments and 

institutions (United Nations 2021). 

Disinformation (false information that is deliberately created to cause harm to an 

individual, social group, organization, or country), misinformation (false information that 

appears in the public domain without the intention of causing harm by the people spreading 

it), and malinformation (fact-based information used to cause harm to an individual, social 

group, organization, or country) (United Nations 2023) have become a serious threat, both 

to members of society and to institutions. The boundary between the three is volatile 

(Figure 3), and what began as disinformation tends to turn into misinformation as it spreads, 

since most people do not share false information with malicious intent.  
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There is an important difference between fake news and disinformation (Tătaru et 

al., 2024), as false information can blur into disinformation when seemingly true information 

is lacking nuance or context (Trithart, 2022). 

 

Figure 3 The Disinformation – Misinformation - Malinformation Connection 

Source: Tătaru et al., 2024 

 

In the case of UN peacekeeping operations, the increase in disinformation can 

undermine trust in peacekeeping missions, exacerbate conflicts and encourage violence 

against UN personnel, limit the mobility and expansion of peacekeeping missions, 

compromising the protection of civilians. The number of disinformation has increased in 

recent years and includes (also false) accusations that UN peacekeepers support terrorist 

groups, traffic in arms and/or human beings, or exploit natural resources. Disinformation 

about the work of UN peacekeepers is not new, but in recent years, thanks to social media, it 

has spread at an accelerated pace. Based on public frustration, but also on real cases of 

mistakes or misconduct by UN peacekeepers, anti-UN disinformation makes it difficult to 

implement the mandates of peacekeeping operations and endangers the safety of 

peacekeepers (Trithart, 2022).  
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For example, in early 2025, M23, with the support of Rwandan armed forces, 

launched large-scale offensive operations in eastern Democratic Republic of Congo. During 

the offensive, women peacekeepers were threatened with rape and other acts of sexual 

violence, following an online disinformation campaign, which affected their safety and 

freedom of movement. This made it difficult to restore security to Congolese communities. 

Disinformation is a consequence of the use of advanced technologies aimed at 

resisting, hindering, slowing down and annihilating UN missions considered beneficial in 

their areas of operation, but which contradict opposing interests. Mobile phones used as 

explosive devices, unmanned combat aircraft or cyber-attacks are realistic attack scenarios 

that are becoming increasingly relevant with digitalization. The figures and challenges show 

that the UN must not only promote peace and security, but also protect its personnel from 

threats (Parlamentul European, 2022).  

However, there are also logistical issues, as access to modern technology is limited in 

some conflict zones. Furthermore, overuse of technologies can lead to dependency, which 

can jeopardize mission success if systems fail. 

UN personnel engaged in peacekeeping missions can mitigate the effects of 

disinformation in the following ways (Stockholm International Peace Research Institute, 

2023): 

a) Understand and address the roles of different actors when it comes to the spread of 

mis- and disinformation. There are situations where government officials or civil society 

representatives challenge the legitimacy and implementation of the mandate of UN 

operations. In this case, it is necessary for the UN Security Council to provide more 

guidance and political support to the peacekeeping mission. 

b) Recognize that multiple narratives may exist within a country and analyse who owns 

them. Understanding local culture and history, the causes of conflicts, provides a holistic 

perspective on the conflict. To better understand the context, it must be borne in mind 

that in any society there are multiple voices that influence a country politically, 

economically and socially: the host government, local communities, diaspora. Therefore, 

it is necessary for UN members to be aware of the sources of information and their 

potential biases. 

c) Analysis of the root causes of a shifting media landscape. Modern conflicts are 

characterized by a dynamic media environment. Therefore, for propaganda purposes 

and the dissemination of contradictory information, governments, local communities, 

and the diaspora fund media institutions. 

d) Keep investing in mission-wide communication strategies. Providing information in the 

media about the mission's role and purpose can help counter fake news and 

disinformation campaigns. Strategic communication is also essential, and therefore 

training senior mission leaders in communication and media is an asset. 
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e) Whole of mission approach. A proactive approach is needed, where the risk of 

disinformation is considered for the “whole mission”. Therefore, for the safety of 

personnel and to support the implementation of the peacekeeping operation, 

disinformation should be part of the planning and decision-making process. 

f) UN peace operations are complex and large, involving actors with different social, 

language and cultural settings. The cultural, social and linguistic gap between 

peacekeeping personnel and members of local communities leads to increased distrust 

among the indigenous population, undermines the legitimacy of the mission and 

increases disinformation. By improving linguistic, cultural and social understanding, 

better conditions for dialogue arise, which leads to transparency, reduces 

disinformation and increases the trust of local community members in the role of the 

peacekeeping mission. 

g) Keep in mind that criticism of the UN is not always mis- or disinformation. Engaging in 

dialogue with local community members is essential for the successful implementation 

of peacekeeping missions. This requires that the information transmitted by UN 

personnel is accurate, impartial and accessible to communities. That is why it is 

important to support the rule of law in host countries, train journalists, support 

independent media and civil society organizations. 

Disinformation and propaganda actions take place over time and target both the 

forces participating in peacekeeping operations, the population and decision-makers. The 

first step is to create a favorable climate for these actions to be carried out successfully. 

After the framework is created and a core of supporters and sympathizers is formed, from 

among the population or even influential people from different fields and political decision-

makers, the actual action begins, exploiting the weaknesses of the system and attacking the 

essential points of the peacekeeping forces.  

Once the action is launched, by using means of influence, propaganda and 

disinformation, misleading, etc., the attackers focus their efforts on achieving the objectives 

and achieving the desired end state, affecting the ability of the peacekeeping forces to fulfill 

their mission and affecting the image and respect they enjoy locally and among the 

international community. 

 

CONCLUSION 

 

The weaponization of digital communications and social media poses new challenges 

in identifying and countering hostile influences that negatively impact UN peacekeeping 

operations. Today’s peacekeepers not only face disinformation in their operational contexts, 

but are increasingly becoming targets of disinformation campaigns. Such campaigns are 

often designed to erode trust in peacekeeping operations, delegitimize international 

interventions, and deepen divisions in conflict regions.  
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By jeopardizing the safety and security of UN peacekeepers, disinformation, along 

with hate speech, limits the mobility and reach of peacekeeping operations, thereby 

reducing the operations’ ability to protect civilians in the host country. 

In the case of conflicts in fragile democracies through disinformation, social media 

can decisively influence how, when and if a conflict manifests. The spread of false 

information online and in the media with the intention of misleading the public poses 

increased risks to the well-being of people and society in general. Disinformation polarizes 

society, jeopardizes the implementation of economic and social policies, and undermines 

trust in state institutions and democracy. 

To combat disinformation, it is necessary for people to develop critical thinking skills 

and be digitally literate. Through the two components, they will be able to identify and 

combat the spread of false and/or misleading information. However, the use of social media 

and AI as a weapon remains a challenge for future work in the field of peace and security. 
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