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Dear readers,

You are just looking at the first issue of the journal
Science & Military of this year. It has been published
for nine years already. We are pleased to see that this
scientific journal focused on military science has been
successful for such a long time and is increasingly
attracting more and more authors and readers.

We would like to continue in this way and offer our
readers high-quality scientific articles that reflect
current issues in the field of “Defense and Security”.
Conducting research, drawing scientific conclusions
and writing specialized texts serve as presentation of
authors as well as evaluation of institutions where the
authors are employed. After all, scientific research
results can be subject to discussion and validity
assessment only if they are published and presented to
a large number of experts and professionals.

The editorial board’s long-term objective is still to
include the journal Science & Military into the Scopus
and Thomson Reuters databases. We realize the fact
that we can reach this goal only by joint effort because
international recognition of the journal does not
depend only on work done by the editorial board and
the chief editor. An internationally recognized journal
means high-quality scientific articles that will appeal to
specialists and spark discussions.

Dear readers, the current issue of the journal
contains twelve new and undoubtedly interesting
articles. Let me briefly introduce some of them:

The article written by Petr Frantis titled
. Experimental user interfaces to 3D visualization of
C2 system* describes development of 3D visualization
system that works with a Czech C2 system. The main
focus of the article is on using motion tracking and
augmented reality approaches to simplify the user
interface of this visualization system.

The author Kazimierz Kowalski presents an article
titled “Chosen issue of weapon systems exploitation
research” in which he presents the complex technical
weapon systems with standard natural ageing
processes, degradation and random failures caused by
human faults, overloading or destructive acting of
surroundings.

The article written by Mykhailo H. Hrubel, Mariya
B. Sokil, Roman A. Nanivskyi titled “Influence of
characteristics of wheeled vehicle suspension on its
road-holding along curved stretches of track” deals
with a difficult issue of vehicle movement dynamics and
specification of stabilization moments during its
vertical and swiveling movement.

The article written by Martin Javurek, Michal
Turcanik a Marcel Harakal titled “Artificial neural
networks in cryptography” shows an overview of
topologies of neural networks for use in cryptography.
From the most known as is a Tree Parity Machine,
through a Permutation Parity Machine to the use one
of the most used ANN with Backpropagation algorithm
as a Chaotic random numbers generator.

In article written by David Kusmi¢, Zbynék
Studeny, Vojtéch Hruby, Emil Svoboda titled “Material
analysis of demaged 125 mm tank main gun type TK
2446 are described procedures and methods used for

material evaluation of materials applied for new
damaged or wrecked tank main gun.

The authors Viastimil Maly, Petr Hruza present the
article titled “Modelling of task force structures”,
which describes a new approach to the planning
process and a new possible way of selection of forces
for international operations based on modular
structures and units’ capabilities required for
particular operation. The article describes the options
of original software application developed during the
“STRUCTURE” project solution aiming as a support
for staff officers in the preparatory phase of
operational planning.

The article written by Radoslav Masnica, Jozef
Stulrajter, Ivan Plichta titled “Common operational
picture and a probabilistic model for recognition
identification friendly or Foe — IFF” describes a
probabilistic model of knowledge on the battlefield and
Identification Friendly or Foe — IFF and current
overview of the situation for the commander and offers
an introduction to the understanding of the relationship
between information and their impact on the results of
the fight.

The authors Sergiy Orel, Oleksiy Ivaschenko in
article titled “Through ecological risk assessment”
addressed the question of management by ecological
safety of troops through assessment of ecological risk
is considered in the article. As the model of risk
assessment was used scheme, proposed by the United
States Agency of Environmental Protection (USEPA).

The article titled “Quality value analysis from
customers' point of view” written by Iveta Kmecovd,
Robert Zeman, Daniel Kucerka, Monika Kucerkova
deals with the importance of marketing and its great
influence on running a business successfully. The
article presents some results of the research focused on
judging the process of providing quality value in
business field.

The author Josef Pozar wrote the article titled
“Modelling of the investigation of cybercrime”. The
article deals with selected aspects of computer crime
with stress on some ways of forensic investigation of
this phenomenon. Some typical ways of committing
computer crime with regard to investigative situations
are described here. In conclusion, the author refers to
possible education of the police officers about
computer crime.

Dear readers, | do believe that you will continue
reading our journal Science & Military and that in this
year you will also have a chance to go through a lot of
inspiring articles that will spark discussions with other
universities, scientific and research institutions and
specialists.

Assoc. Prof. Eng. Marcel HARAKAL, PhD.
Chairman of the editorial board
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EXPERIMENTAL USER INTERFACES TO 3D VISUALIZATION
OF C2 SYSTEM

Petr FRANTIS

Abstract: The article describes development of 3D visualization system that works with a Czech C2 system. It briefly
describes the history of the Czech C2 system development and the current state in this area in the world. Various projects that
contributed on development of the tactical data 3D visualization from the C2 systems are mentioned as the main contributors
to development of the new visualization system. The main focus of the article is on using motion tracking and augmented
reality approaches to simplify the user interface of this visualization system. The experimental application of motion tracked
command post is described in detail and the results of this experiment are concluded, also the results of testing the augmented

reality devices in two test scenarios are concluded as well.

Keywords: Command and Control. C2. Visualization. Augmented reality. Motion tracking.

1 INTRODUCTION

One of the generally accepted definition of
Command and Control (C2) system dates back to
1986. C2 is a system of systems that can be
characterized by high degree of complexity,
distributed environment focused on distribution of
decision making process over the agents, high
demand on reliability and inevitable human machine
interface implemented to support communication
between operator and system [1] C2 system can be
seen in many domains such as traffic control,
manufacturing system, nuclear system, military
system, etc. Military C2 (MC2) system is C2 system
that operates in the real time battlefield domain with
the main goal to achieve operational and information
superiority. [2]

MC2 system research activities began in 1970
and from that moment battlefield information was
strictly connected to geographical position
information. Thus the main MC2 interface was born
as a battlefield real time picture with related geo
information.  Interface was called common
operational picture (COP) and its name is still in use.
COP is usually composed of visualized military
information (SW solution) and physical interface to
control this environment (both HW and SW
solution).

Visualized military information is divided into:
Friendly position information (blue forces);
Enemy position information (red forces);

Unit tactical data information;

- Geo data (raster, vector and satellite imagery).

From the visualization point of view the military
information is visualized on the map resources.
Physical interface is composed of:

- Visualization system (LCD, projector);
- Input devices (keyboard, mouse, trackball).

The most important demands on COP are:
- Credibility of visualized information;
- Accuracy of visualized information;
- Natural and understandable visualization;
- Easy and user-friendly interface;
- Ability to work in field conditions.

1.1 Current state of MC2 system

First MC2 system has been implemented in 1995
in the US Army. This system was capable to gather
all battlefield data from sensors and to visualize it in
2D map resources. The progress of technology and
mainly the growth of computer power enabled to
develop application that was capable visualize
friendly units in 3D terrain in 2008. [3] That was the
first attempt to visualize COP in 3D (Figure 1). The
system was implemented in the US Forces under the
code name Force XXI Battle Command Brigade and
Below (FBCB2).

FBCB2 3D solution has these shortcomings:

- Friendly and enemy units are visualized as
a symbol (not 3D objects);

- Not exactly expresses the area covered by unit
(only connected to a point, not to the area
of operation);

- Unit tactical data is not visualized (combat
efficiency, movement velocity, fuel capacity,
ammunition capacity, etc.);

- Human machine interface is slow and old
fashioned (keyboards, LCDs).

Fig. 1 Blue and red forces mapped on the
3D terrain - COP

In 2007, The Defense department of the Czech
Republic accepted a new research project called:
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”Virtual reality devices in ground forces tactical
command and control system (GFTCCS)”. The
project concentrates on increasing commander
situational awareness at a tactical and operational
level in three dimensional (3D) terrain visualization.

This project is based on integration of virtual
reality devices into command and control process.

The main project goal was a demonstration of
a new presentation layer of GFTCCS with virtual
reality devices. A global architecture of GFTCCS
was designed in 1999 and its presentation abilities
were obsolete. The commander could get
information about battlefield in 2 dimensions (2D)
only. The terrain spatial data were available but they
were not used to visualize the battlefield in 3D.
Communication between the commander and
GFTCCS was supported only by a mouse or
keyboard. A resolution of visualized battlefield was
given by output devices abilities - CRT or LCD
monitors. The old presentation layer offers common
features of Geographic Information Systems (GIS)
such as zoom in, zoom out or movement of actual
position over a map.

The main ability of GFTCCS is to show
a position of friendly forces as it can be seen on the
picture bellow.

Fig. 2 Old presentation layer of GFTCCS

The new presentation layer comes out from
experience with virtual reality devices in the
modeling and simulation world. It was based on
project with code name “Virtual” (2008-2009) that
implemented a new presentation layer for Czech
GFTCCS system that is capable to visualize friendly
units as a 3D object in virtual terrain. The virtual
terrain is fully automatically generated from geo
data resources without any operator involvement and
visualized unit covers by its volume the unit
controlled area.

This new presentation layer was tested by
commanders and the visualization part was
positively accepted.

The new 3D visualization system could display
3D terrain based on digital geographic data and 3D
units in forms of tactical symbols in App6a format
but it was not able to display any other tactical
graphic — the tactical overlays from GFTCCS
system.

Fig. 3 GFTCCS 3D Visualization system

Project with code name “Visual”, started in 2010
and ending in 2012, enhances the 3D visualization
capability mainly in the field of tactical data
visualization in 3D. The 3D visualization
methodology of tactical overlays (tactical lines,
areas, directions and points) has been designed and
implemented. It uses a non-official standard for
tactical overlays exchange in C2 system — the NVG
(NATO Vector Graphics). The NVG standard is
composed from two parts:

- NVG data format;
- NVG service.

The NVG service is based on web-service
standard and is implemented in the GFTCCS system
and provides tactical overlays graphical data in NVG
data format. The overlay in NVG format is
converted using a special service on the side of 3D
visualization system into 3D representation.

Fig. 4 Shows the tactical overlays visualized in 3D
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2 EXPERIMENTAL USER INTERFACE

The traditional user interface consists of
computer mouse and keyboard. This type of user
interface is satisfactory in the desktop configuration
— monitor or multi-monitor systems, but for the
projection systems it does not give the commander a
freedom of move. The commander must
voicecommand the operator of the system to move
the view in the 3D environment. So an idea of using
the body movement and hand gestures was
introduced. As a body motion sensor was tested the
Microsoft Kinect sensor.

2.1 Using the Kinect sensor

Microsoft Kinect sensor was chosen to control
COP as a low cost device. Originally it was
developed only for Xbox game console, but
currently Kinect can be used on the PC platform.
This devices is composed of two infra cameras and
one standard camera that enables the drivers to
measure distance between important points in the
tracked area. The exact position of appropriate joints
of user (or two users) standing in front of it can be
solved by Kinect APl and customized SW
application.

The Kinect device was implemented into
GFTCCS solution. The commander can stand in
front of sensor and his movements are tracked by the
Kinect device. The tracked body movements and
gestures are used to control the COP visualization
veral. The Kinect is a wireless device so the
commander does not need any other attached motion
tracking sensors.

Not only was the Kinect device employed into

veral architecture. The Figure 5 shows the
complete COP visualization architecture solution.
Commander and his staff (usually 5 persons) wear
glasses that are synchronized with 3D stereoscopic
projector projecting the visualized imagine on
a standard projection screen (active stereoscopic
projection is used). The Kinect device is placed
under the projection screen. The projector can
placed either on the floor or mounted on the ceiling.
The ceiling projection mounting allows more room
for the commander but floor projector placement is
easier for fast deployment. This configuration was
designed and tested for easy deployment in standard
military field tents. The active stereoscopic
projection enables better depth sensing of the
visualized terrain and is very appreciated by the
commanders and staff.

2.2 Utilization of augmented reality

The visualization using stereoscopic projection
allows better depth sensing for the user that controls
the camera position in the virtual environment. But
works in the way that user controls the virtual

camera in the virtual environment and “fly with it”.
On the contrary a lot of commanders is used to work
with the traditional sand tables and want to walk
around this virtual terrain as they can around the
sand table. This experience is able to give them the
augmented reality solution only.

The augmented reality solution can work in two
ways:
- Using the motion tracker;
- Using the pattern recognition.

Both solutions require wearing see-through
glasses that are connected with a personal
visualization computer. As a personal visualization
computer can be used any tablet or embedded
computer such as Fit-PC2 or similar.

Projection screen

Kinect

I 3D stereo |

Commander

with glasses

Commander area of
movement

Commader staff with glasses

Fig. 5 Basic scheme of Commander post
equipped with the Kinect sensor

Fig. 5 Motion tracked commander
post demonstration
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Fig. 6 Virtual sand table example

2.2.1 Augmented reality with motion tracking

The most important thing in the virtual sand table
solution is the tracking of user’s head. The head
position and orientation information determines
position and orientation of virtual camera in the
virtual environment. To obtain such data a motion
tracking platforms should be used. The motion
tracking can be either optical — using several
calibrated cameras and reflexive points on the user’s
glasses or hybrid using optical and inertial sensors.
These motion tracking platforms guarantee precision
values and stability of position and information data
but as a drawback they are expensive and require
precise installation and calibration so they are not
designed for the field conditions.

2.2.2  Augmented reality using pattern
recognition

The position and orientation information about
the user’s head can be also obtained by using pattern
recognition algorithms. The augmented reality
glasses must be equipped with a camera that records
user’s point of view. A special library for pattern
recognition analyses frames capture from the camera
and looks for the defined pattern. From the
recognized pattern the parameters such as user’s
relative position and orientation can be obtained and
these data are used to render the virtual sand map
accordingly. Unlike the solution with motion
tracking platform in pattern recognition the camera
must see the whole pattern so the freedom of
movement is limited and it is not possible for
example to come closer to the part of virtual sand
table that is too distant from the pattern position
because the pattern recognition library would lost
the position and orientation information. The
advantage is that this solution does not require any
complicated hardware just the piece of paper with
printed pattern that is placed on the virtual sand table
place.

3 CONCLUSION

We have already done couple of experiments
with low cost visualization solutions. We have tested
the Kinect sensor and its usability to control the
visualization system of MC2 in simulated field
condition. We revealed that:

- Kinect solution works perfectly in dark
environment (battlefield tents);

- Commander staff must be located in the
specified areas (usually on the sides) to not cross
the line of sight from the Kinect device to the
tracked commander;

- Commanders were able to better understand the
vital information from the battlefield;

- Control of visualization was more intuitive and
thus faster;

- The overall solution was easy to deploy and
ready to use in very short interval — less than 10
minutes.

The augmented reality based virtual sand table
was tested in the laboratory conditions only. The
tests revealed that the idea is correct but there are
many technical difficulties that degrade the quality
of the solution. As the crucial factor based on our
tests is the precision of position and orientation
sensing during fast movements of the user.
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CHOSEN ISSUE OF WEAPON SYSTEMS EXPLOITATION RESEARCH

Kazimierz KOWALSKI

Abstract: Complex technical weapon systems meet with standard natural ageing processes, degradation and random failures
caused by human faults, overloading or destructive acting of surroundings. Knowledge of a first period of utilization phase
of technical objects, called infant mortality or “burn-in”, is significant from point of view of confidence in performing an
intended function of these objects. Models of infant mortality of crucial functional systems of main battlefield tanks were

presented.

Keywords: Weapon system. Maintenance. Operational availability.

1 INTRODUCTION

Availability of complex technical objects is
a fundamental feature of their operational quality.
Availability is typically measured by function or
availability index which variability are observed in
the usage time or mileage of these objects.
Particular importance of the availability is observed
for objects which are used continuously and objects
which perform significant role in national defence.
Weapon systems are such special objects which are
usually used in two different operating
environments (times): a peace time or a war time.
Weapon systems, in a peace time, usually operate in
the “garrison” environment in which there are
stored or operated and supported (O&S) for
training. During the period of armed conflicts
(a war) weapon systems should be characterized by
high operational availability and low damageability.
Due to the rapidly changing requirements, set by
today's armed conflicts, quite often, new weapon
systems are placed directly after the production
phase to operational theatre. Therefore, it is
important that new objects should achieve a low
damageability, caused by infant mortality, in the
shortest time after entering into service. These

requires the elimination of errors and defects
already in the production phase. That is way
knowledge of the so-called manufacturing errors is
a key issue for the operational availability of newly
introduced weapon systems into service.

2 OPERATIONAL FAILURES OF
TECHNICAL OBJECTS

Failures of technical objects are defined as
events resulting in the loss of ability to perform the
intended functions. The appearance of a failure
dependents on inside factors of the objects, O&S
environment, O&S staff as well as the pre O&S and
O&S periods. The literature bath-tube curve [1, 2,
3] illustrates the course of the hazard rate function
during the infant mortality "running-in", useful life
and were-out periods.

In the case of modern, technologically advanced
technical objects, a hazard rate function is often
limited to two specific intervals (Fig. 1 b, d, f [3]).
Most typical are cases where there are no an infant
mortality period (2b) or an were-out failure period
(2f). Low, initial level of the intensity of failures
may be the result of diligence in the design and
high-quality of manufacture.

A(t) a A(t) d
t, ty,
A A1) b {k/\(t) e
ty ty
A(t) c A(t) f
.

Fig. 1 Failure patterns of technical objects
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Analysis of weapon systems O&S phases
indicates to two main phases when the elements of
these systems operate in peace and war time.
Requirements for weapon systems in these periods
of times are subjected into different criteria. Objects
entered into O&S phases during the war are quickly
sent to use positions and there are required to act
safely and with high efficiency. Adjust the object to
the O&S phases conditions is not advisable and
achieving a long lifetime is limited in performing
combat tasks (Fig. 1 b, c, e). Therefore, it is
expected that these objects reach the lowest
reliability state in a short time. On the other hand, in
peacetime weapon systems are mainly used for
training and provide a defensive reserve. Under
these conditions the most important criteria should
be the operating cost. This corresponds to the course
of hazard rate function as shown in Figure 1f. The
longer period of “entering” of the object into O&S

phases is not profitable from a technical point of
view, however it may refers to bit cheaper objects.

3 CHARACTERISTICS OF RESEARCH
OBJECT AND ITS EXPLOITATION
SYSTEM

The objects of the study were high-speed tracked
vehicles, PT-91 tanks (Tab. 1), operated in a military
armored unit with increased intensity of training.
Exploitation of tanks proceeded according to the
annual exploitation plan, which details their use and
maintenance (including storage).

Tanks were used only for the training. The
training included fire training (about 60 % of total
time of training) and tactical training (about 40 % of
total time of training). Access to a training range
from a stopping place of tanks was carried out
independently by the tanks that took part in the
training.

Tab. 1 Core technical — maintenance data of PT-91 “Hard” tank

No. Performance Unit measure Value
1 | Weight of tank kg 45300
2 | Unit pressure MPa 0.08
3 Maximum velocity km/h 60
4 Maximum engine power with 2000 r.p.m. kw 625
5 Maximum engine torque with 1300-1400 r.p.m Nm 3100 + 100
6 | Gun calibre mm 125
7 | Fuel consumption 1/100km 420-450
8 | Driving range (unsurfaced road) km 460-600

Maintenance of tanks was performed as planned
preventive maintenance in accordance with the
following rules:

e Routine maintenance (in day of usage): an
inspection before usage, an inspection during
usage, an inspection after usage;

e Technical maintenance No 1, every 1600-
1800 km mileage;

e Technical maintenance No 2, every 3300-
3500 km mileage;

e Special maintenance for the tank preparation to
water obstacles crossing, operation in summer
or winter time, storage;

e Annual maintenance - once a year regardless of
the mileage;

e Maintenance as a part of so-called “Technical
days”.

Routine maintenance was carried out by the
direct users of tanks (the crew), but the rest type of
maintenance were carried out by specialized
technical structure (repair companies and repair
platoons) in cooperation with the direct users
(operators).The processes of tanks exploitation are
illustrated graphically in Figure 2. The utilization
(1) was carried out as a fire and tactical training.
Preventive maintenance, according to the warranty,
(2) was carried out as the mentioned above

10

maintenance rules. Corrective maintenance (3) was
carried out under warranty (after accepting the
complaint by the manufacturer) or the own
maintenance units (in the case of non-accepting of
the complaint by the manufacturer). After
performing corrective maintenance (replacement,
adjustment, repair) tanks were directed to the
diagnosis (4), and then to a stopping place (5) or
directly to the utilization (1).

v
3
N

e e et ——. -

Fig. 2 Tanks exploitation processes
1 — utilization, 2 — preventive maintenance, 3 —
corrective maintenance, 4 — diagnostics, 5 — awaiting
for utilization (maintenance).
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TOTAL AMOUNT OF VEHICLES IN A MILITARY UNIT

RESERVE OF VEHICLE FOR WARTIME

VEHICLES IN EXPLOITATION IN PEACE TIME

VEHICLES IN STORAGE

VEHICLES IN USAGE

LONG TERM STORAGE

SHORT TERM
STORAGE

UTILIZATION

Fig. 3 The pattern of military vehicles’ allocation into exploitation groups

The tanks exploitation system  (and other
military vehicles) is characterized by the allocation
of a particular item of the vehicle to the one of the
two exploitation groups: the group of vehicles in
storage or the group of vehicles in usage (Fig. 3).
Due to the fact that the tanks were operated under
manufacturer's warranty, all of them were assigned
to the group of vehicles in usage.

The total planed lifetime for the PT-91 tank
amounts 38000 km or 30 years in service. However,
the total lifetime for the power engine of the tank
amounts 2400 mth.

4 RESEARCH OF WEAPON SYSTEMS
INSTALATION

Analysis of the running-in stage of the weapon
system into operation performed on the example of
PT-91 tank. Operational information collected from
the period of 3 years and 2 months in a garrison for
the 144 tanks. For research purposes objects were
decomposed to functional systems, subsystems and
components.

Tab. 2 Characteristics of tanks failure

During the observation period (1174 days) tanks
were failed by a total of 510 times with the mean
time to repair (MTTR) of 27 days. Variability of
failures ranged between 1 and 14 fails, with the
mean number of failures more than 3 failures per
one tank. Failures were reported as a warranty.
About 364 complaints were recognized as
a legitimate. That is, it can be concluded that
approximately 71 % of the failures were derived
from early production phase, and the others had
different roots than the production errors [4].

The Table 2 depicts the main characteristics of
failure: number of failures, Mean Mileage Between
Failures (MMBF) and Mean Time To Repair
(MTTR) of individual functional systems and
subsystems. Data analysis was performed using the
Weibull++  (ReliaSoft), adjusting to revised
operational data from the Weibull shape parameters
a and scale parameters 3. The degree of matching of
the distribution assess the correlation coefficient
p with the lowest value of 0.93.

Code of Distribution Correlation

the The name of the system The failure | MMBF | MTTR parameters coefficient
number [km] [day] W(a, B)
system
o p p

10 |Chassis 25 84.4 240 |0.82 | 151.76 0.98
11 [Engine 97 48.9 25.1 | 0.87 | 103.43 0.99
12 |Power transmission 27 25.0 29.7 1.06 | 60.45 0.97
13 |Control system 21 113.5 209 |1.20| 232.11 0.99
14  [Electrical system 69 151.6 28.4 | 0.92 | 140.56 0.93
20 |Armament 69 161.1 269 |0.63| 117.21 0.98
21 |Fire Control System (SKO) 59 91.4 29.5 | 0.58 | 119.52 0.97
23 | DRAWA 42 74.7 28.7 |0.93 | 102.73 0.98
24 |Control system, electrical system 31 156.9 24.1 | 0.64 | 108.38 0.95
30 [Communications 56 126.7 274 | 0.64 | 11554 0.96
40 |Special Systems 14 41.9 18.4 | 0.95 | 237.85 0.97
Analysis of the results of statistical data which is characteristic for the warranty period [1].

processing of field data (Tab. 2) shows that for 6 out
of 11 functional subsystems a shape parameter o of
the Weibull distribution has a value far less than 1
(a0 <0.92). This means decreasing failure intensity

Failure of the origin of production are in the initial
phase of operation gradually removed, hence the
appearance of further operating life is becoming less
likely. The decreasing failure rates of these six

11
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subsystems are corresponded with the Weibull shape
parameter o within the range 0.58 - 0.87. In the case
of five other subsystems: power transmission,
control system, electrical system, DRAWA and
special systems emerging failures are random
(o = 0.92-1.20), resulting from human errors or
unforeseen environment impacts. Their contribution
in total number of failure (173 number of failures
stand 34 % of total failures) is in line with the
number of failures not recognized under warranty.
Figure 4 and 5 depict some examples of features
characterizing the reliability of the extreme values of

the shape parameter Weibull distribution. Figure 4
and 5 depict the failure intensity function curve and
the reliability curve, respectively, for the subsystem
12-power transmission, with nearly constant failure
intensity. Figure 6 and 7 depicts similar plots for the
subsystem 21-Fire Control System (SKO) with
decreasing failure intensity function. This indicates
that the main factors causing the unusable state of
objects are phenomena that occur during the
production process.
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5 CONCLUSION

When usage of complex technical weapon
systems are considered one should be aware of idea
of a weapon system, its life cycle and related costs,
its availability and a running-in stage of a weapon
system.

The running-in stage last usually over long
periods of time and after that the weapon system
reaches steady state. In the case of PT-91 tank, the
burn-in time lasted about two years for the whole

system. The research findings show that some of the
subsystems are not related with the infant mortality
phase. Analysis of failures recorded during the first
3 years (10 % of the assumed durability of the
object) shows that the availability is high at 0.98,
and the so-called ,damage warranty” were
considered and disposed of by the manufacturer. The
performed analysis shows that the theoretical models
of safety are fully justified in modeling the operation
of complex weapons systems like tanks.
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Logistics and administration dominate space of
warfare, and neither is easy to defend. In the past
these activities took place so far behind the lines that
they were reasonably secure. Such is no longer the
case which brings into serious question any form of
warfare that requires huge logistics and
administrative buildup.

In many cases, operational availability cannot be
controlled by the manufacturer due to variation in
location, resources and other factors that are the sole
province of the end user of the product
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INFLUENCE OF CHARACTERISTICS OF WHEELED VEHICLE SUSPENSION ON
ITS ROAD-HOLDING ALONG CURVED STRETCHES OF TRACK

Mykhailo H. HRUBEL, Mariya B. SOKIL, Roman A. NANIVSKY!I

Abstract: It's investigated the influence of the parameters that characterize the renewing force of nonlinear elastic suspension
of wheeled vehicles on transverse-angular oscillations of a body and road-holding of vehicle along curved stretches of track.
Obtained: the transverse-angular oscillation frequency of a body and critical value of stable motion speed as the function of
the oscillation amplitude and the parameters that describe the gravity centre position of a body and renewing force.

Keywords: Transverse-angular oscillations. Amplitude. Frequency. Vehicle suspension. Road-holding.

1 THE RELEVANCE AND OVERVIEW OF
THE MAIN RESULTS

Tasks of comfort [1, 2] and stability [3, 4] are
some of the most important for the dynamics of
wheeled vehicles during its moving along the
stretches of track and over rough terrain.

The relevance of these tasks is increasing due to
improvement operating characteristics of vehicles. It
is primarily about driving speed and use of the
vehicle suspension with strongly pronounced
nonlinear connection between the deformation of the
spring, torsion or pneumatic shock-absorbers and
renewing force which acts from its side on a body
[5].

The suspension, for which at small shock-
absorber deformations the renewing force takes
small values and at large ones it is rapidly growing,
can provide as proper comfort people and goods
transportation, so little driver fatigue. However,
theoretical research of the dynamics of vehicles with
the indicated characteristic of suspension and
moreover with the road-holding haven't found
appropriate coverage in the literature. Only in some
studies [4-6], in a varying degree, the given
problems are considered and only for simplified
physical and the corresponding mathematical models
of process.

The main reason for such simplified approach to
the solution of the given type of tasks is the lack of
mathematical apparatus of construction of solutions
to nonlinear differential equations describing the
vehicle body oscillations and taking into account: a)
the curvature and roughness of the stretches of track,
and b) nonlinear elastic qualities of the suspension.
At the same time, only on the basis of theoretical
studies of the dynamics and road-holding of the
vehicles on condition of mathematical physical
model adequateness can be proposed ways to
modernize existing or develop new and more
advanced suspensions. Therefore, the question of
influence of parameters of nonlinear elastic
characteristic of wheeled vehicle suspension on the
transverse-angular oscillations and road-holding of
wheeled vehicles, that is the subject of this work, is
relevant.

2 PROBLEM FORMULATION

To investigate the road-holding of a vehicle
along a curved stretch of track will be considered:
1. A vehicle moves with constant velocityV ;
2. The radius of curvature of the road is constant
and equal to p ;

3. Oscillations of the vehicle (more precisely of its
body) occur only in the vertical plane, which is
perpendicular to  the velocity  vector
(longitudinal-angular oscillations of vehicle are
not considered);

4. Elastic  characteristics of  wheels are
unaccounted;

5. The gravity center of a body in a static position
of the vehicle is in the plane, which is parallel to
the plane of its symmetry, and its static position
is determined by the parameters a and
H (orl and g,).

In this case, as the estimated physical model of
wheeled vehicle dynamics can be adopted a system
of two bodies: body-rear axle, which interact with
each other through suspension. For given physical
model the relative position of the vehicle (in the
moving frame of reference YOZ) is uniquely
determined by the gravity center position of a body
(pointC') and its rotational angle g around axis,
which passes through the gravity center and is
perpendicular to the plane of relative motion (see
Fig. 1).

Z Z
iy —yoemeca. Y E——- Y
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z |O©) | »Y
| 1 F Y Lop
| I
| Bz
= | - H
M I R
777777 AT 4 ,
FT:C[ L2 G/ BRI '
A
L

Fig. 1 The physical model of Wﬁeeled vehicle
dynamics and the distribution of forces
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The following external forces act on the
specified system of two bodies: body weight -

P and rear axle weight — G ; road reactions (normal
forces Ny, N, and friction forces Fy,,,,, and F,,,, ).

A body is in a complex movement, so the main

vectors of portable inertial forces of a body @, and

the rear axle @, , which caused by road curvature,

are directed from the center of road curvature, and
. PV? GV?

their values are equal t0 @,p = ——, Qg =——.
g p g p

All shown above allows to represent the kinetostatic
equations of mechanical system of a body - the rear
axle as:

—(N; +Ny)+P+G -, =0,
Flmp. + FZmp. _(DEP _(DEG =0,

—N2L+G%+ Pa+®ep(H +2)+ D, sR-Da+M? =0,
1)

and F,,,,, are

accordance  with
FZmp. = kNZ

where  friction  forces F,,,,

relations
(K —friction

determined  in
Flmp. = kNl'

coefficient), Mff— principal moment of inertia

forces of a body relative motion relative to the

contact point of the right wheel and the road (point

A); @, — principal vector of inertia forces of a body

in its relative motion; z — vertical component of the

displacement of mass center of a body.
Remarks:

1. Here and below it is considered that the radius
of the road curvature along its width does not
change;

2. The horizontal component of relative motion of
mass center of a body is much less than the
vertical one and it is unaccounted in the
kinetostatic equations.

Task consists in determination of the vehicle
velocity magnitudeV =V, , at which occurs the loss

of dynamic stability of wheeled vehicles movement
( N2 = O)

3 METHODS OF SOLUTION

The obtained kinetostatic equations (1) allow to
determine the critical velocity value V,jat which

occurs the loss of motion stability without exclusive
of transverse-angular oscillations of a body:

V= L[P(L—a%GL This value for
HP + RG 2

the case where the symmetry axis of a body passes

16

through the gravity center is transformed to the

form:V,, :\/—ng

2(HP + RG)
show the experimental studies the given values of
“static” critical velocity of motion is much too high.
Refined value of the critical velocity of the vehicle
on a curved stretch of track, as follows from (1),
directly relating to the determination of the moment
of inertia forces of a body relative to contact point of
a wheel and the road and the main vector of inertia
forces of relative motion. Differential equations of
relative motion of a body are the basis for its
determination. Relative motion of a body is plane-
parallel. Thus, the body position in relative motion is
uniquely determined by the position of mass center
(point O) and rotational angle ¢ of a body around

the axis that passes through the mass center of
a body and is perpendicular to the plane of relative
motion. The determining factors of relative motion
of a body are weight characteristics of suspension
(internal factors) and external factors (curvatures of
the road).The latest ones, in the case of single
roughnesses, we can consider using the initial
conditions for the differential equation of transverse-
angular oscillations. The foregoing differential
equation, under the condition that the elastic
characteristics of shock absorbers satisfy the
nonlinear law and with sufficient accuracy they can
be described by the relation

F=cA™, (2)
can be reduced to the form:

1/*2sin B,(sin B, +cosf, )+
IN¢+ﬁ(pv+l 1 . 181( .ﬂl IBl) 20(3)
+137%sin S, (sin B, +cosf,)

In the relations (2), (3) F — force value of the
elastic shock absorber, A— its deformation, c,v —

v+1=(2m+1)/(2n+1),
(mn=012,...), Ic— inertia moment of a body

(P+G). However, as

constants, moreover

relative to mass center, 1,15, £, B, —parameters that

define the mass center position. It is easy to make
sure that in this case the law of variation in time of
the angle of body deviation from the static position
is described by the periodic Ateb-functions [8] as:

Q= awca(v +11, 0, (a(p)t + 3),

= 2 v
a’«)(aco): c_lawz’ )
Ve 2

where a,, and G- the amplitude and initial phase
@, (aw )_
1% sin B,(sin B, +c0s 3, )+

+12*sin B, (sin B, +c0sp, )|

respectively, oscillation  frequency,

[1]
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Asemphasized above, the value of parameters
awand19is determined by the initial conditions
(including instant disturbance) and this problem
may be the subject of the separate consideration.
Figure 2 shows the dependence of the transverse-
angular oscillation  frequency f, =, /(2I1) on

d)

some parameters, describing nonlinear elastic
characteristics of the suspension components and
placement of mass center of

a body, IT=+/zT] L it —half-cycle
v+2 2 v+2
of used functions.

a=14n
b=05a
h=1n

a=14m
b=05a
=067

Fig. 2 The dependence of the body oscillation frequency on the parameters defining the position of the
gravity center - a); the amplitude and non-linearity parameter v — b); the amplitude the parameters defining the
position of mass center — c), d)

The obtained dependence (4) describes not only
the transverse-angular oscillations of a body around
the gravity center, but also is the base for
determining the main moment of its inertia forces
relative to contact point of a wheel and the road. The
main moment of inertia forces of a body relative to
the specified above contact point is determined
according to the formula:

d2¢7

D _
MA—IAF, ()

where | ,—inertia moment of a body relative to the

axis that passes through the contact point of
a wheels and the road and is perpendicular to the

2
plane of relative motion, Z”:gfangular

acceleration of a body. Should be noted that in the
planar motion the value of the rotating angle of the
body, in contrast to the inertia moment, does not
depend on the choice of the pole [9]. The value of
the last one relative to the axis that passes through
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the point A can be determined by the Huygens-
Steiner theorem [9]:

R +g(a+H)2, (6)

where a —parameter describing the displacement
of the gravity center of a body from the plane of
vehicle symmetry (a =1, sin 5, , see Fig. 1).

Angular acceleration ¢ , based on the relation (4),
is equal:

2a
_ ¢ 2 1
5——mw¢(aw)ca” (V+ZLLco¢(a,p)+l9). 7
Shown above totality allows to determine the
dependence of the inertia forces moment on the
position of mass center of a body (@andH
parameters), amplitude of its transverse-angular

oscillations (a(/,) and parameters, describing

nonlinear elastic characteristics of the suspension
(v and C parameters):

2
M :[IC +Z(a+ H)2]1:"’2w;(a¢)cav+1(v+1,],a)¢(a¢)+3). ®)

Considering the properties of periodic Ateb-
functions [9], without much difficulty we find the
maximum value of the inertia forces moment of a
body:

0 0.1 0.2 0.3 0.4

A,=0.25u

Ao, pao

20
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V34 =(|C +g(a+ H)ZJcEa(/V,“. )

Substituting in the relation (1) in place of M ‘A{” its

maximum value M %, we obtain the velocity critical

value at which occurs loss of stability of transverse-
angular oscillations of the wheeled vehicles

o) L P 2 | =yl
V = |—=|PlL-a)+G—=|-| . +—(a+H) |cEa ™~ . (10
Taking A, as one of the parameters describing

the elastic characteristic of the suspension, the
wheeled vehicle stability condition transforms to the
form

v+l
L P |a
v, <‘/$(P(L—a)+62}—[lc +5(a+ H)Z]P:[A“’j (11)

cm

Fig. 3 presents the dependence of the critical
velocity of the wheeled vehicles on the amplitude of
transverse-angular oscillations, parameters
describing the nonlinear elastic characteristics of the
suspension and the position of the mass center of a
body.

aq)=0.1 Spao

05 04 015 02 025 03 035  04dctM

Fig. 3 The dependence of the critical velocity of the wheeled vehicles on the amplitude of transverse-angular
oscillations and parameters characterizing the suspension

4 CONCLUSIONS

1. The frequency of transverse-angular oscillations
with the growth of oscillation amplitude a,, and

the nonlinearity parameter v increases (for the

linear case v = 0 does not depend on amplitude);
2. The velocity critical value of the stable motion of

wheeled vehicles along curved stretches of

18

track obtained without taking into account the
transverse-angular oscillations of a body, is
much too high.

3. The transverse-angular oscillations of a body
greatly reduce the velocity critical value of stable
motion.

4. For the value of parameterV >Oof the elastic

characteristic of the wheeled vehicle suspension
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the velocity critical value of stable motion is
higher ~ for  smaller  transverse-angular
oscillation amplitudes.

At the same time the relations obtained above

(primarily formula (4), (10) and (11)) can serve as a
basis for determining the characteristics of the
suspension, proceeding from the conditions of
comfort and stability.
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ARTIFICIAL NEURAL NETWORKS IN CRYPTOGRAPHY

Martin JAVUREK, Michal TURCANIK, Marcel HARAKAL

Abstract: The use of artificial neural networks (ANN) in cryptography brings many benefits for encrypting messages.
Therefore, this article shows an overview of topologies of neural networks for use in cryptography. From the most known as
is a Tree Parity Machine, through a Permutation Parity Machine to the use one of the most used ANN with Backpropagation
algorithm as a Chaotic random numbers generator. Next, the article describes the learning methods used for the training
TPM, such as Hebb’s learning rule and Anti-Hebb’s learning rule, Backpropagation and Genetic algorithm. Finally, it
describes the basic attacks on the ANN such as a Simple Attack, a Geometric Attack, a Majority Attack and a Genetic Attack.

Keywords: TPM. PPM. ANN. Chua’s circuit. Hebb’s learning rule. Anti-Hebb’s learning rule. Backpropagation Genetic
algorithm. Simple Attack. Geometric Attack. Majority Attack. Genetic Attack.

1 INTRODUCTION

The main goal of this article is to present an
overview of the use of Artificial Neural Networks
(ANN) in cryptography, their use and short
description of used neural networks. Main
topologies of neural networks, such as the most used
type the Tree Parity Machine (TPM), next the
Permutation Parity Machine (PPM) and the artificial
neural network with backpropagation algorithm as
the Chaotic Random Numbers Generator will be
presented. Next the article will be devoted to basic
learning algorithms as are Hebb's rule and Anti-
Hebb's rule used in the TPM, Backpropagation
algorithm and Genetic algorithm for training of
ANN. The most common attacks on neural networks
will be summarized in the last section such as the
Simple Attack, the Geometric Attack, the Majority
Attack and the Genetic Attack.

2 TOPOLOGIES OF NEURAL NETWORKS
FOR CRYPTOGRAPHY

Different types of neural networks are used in
cryptography. For example, the Tree Parity Machine
(TPM) that is a special type of a multilayer feed
forward neural network, then the Permutation Parity
Machine (PPM) that is a variant of the Tree Parity
Machine but also the artificial neural network to
generate random numbers.

2.1 Tree Parity Machine

The Tree Parity Machine (TPM) is the most
common neural network topology for neural
cryptography. It consists of KxN input neurons, K
hidden neurons and one output neuron o [1], [2], [4].
The basis of the neural cryptography uses two
identical artificial neural networks (ANN) which are
able to synchronize after mutual learning. At the
beginning each TPM has generated random values
of weights (wg) which are secret. The learning
process consists of generating random inputs, same
for both TPMs, then computing outputs from the
each TPM and their mutual comparing [1], [2], [3],

[a].
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The TPM (Fig. 1) consists of input bits x, weight
vectors w (w is the value of synaptic weight) and the
output bit o. Further the TPM consists of the K
hidden neurons and the N inputs to the each hidden
neuron. Values of synaptic weights w are generated
as random discrete values L. So w, can take
numbers from —L, -L+1, ..., L [1], [2], [3]. There are
assumed that the K, N, L and w are secret for the
attacker who is trying to catch the encrypted
communication from the public channel. Next
assume is that the K, N and L has to be same for both
TPMs which are in the synchronization process.

Oe{-1,1}

X X Xz X Xa X Xz Xov X Xk Xis Xiwef-1,1}

Fig. 1 The architecture of TPM with K=3 (hidden
neurons P), N=4 (inputs into the each neuron), w
(values of synapse weights), x (outputs bits), o
(output bits from neurons) and o (the output bit)
where IT is the mathematical operation of
multiplication (14).

2.2 Permutation Parity Machine

The Permutation Parity Machine (PPM) is
a binary variant of the TPM. It consists of one input
layer, one hidden layer, and one output layer.
Number of neurons in the output layer consists of
number of neurons K in the hidden layer. Each
hidden neuron has N input neurons, for which it is
true that x;; are binary [5]:

Xij € {0,1} 1)

Weights between input and hidden neurons are
binary too, and their definition is:
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w; e {01} @)
The output value of each hidden neuron is

calculated as a sum of all exclusive disjunctions
(XOR) of input neurons and these weights:

N
o, =06, [Z w, @ X”} (3)
=1

where @ represents the operation XOR and &
is a threshold function, which returns values 0 or 1:

6. =10 iTX<N/2 @

1 ifx>N/2

The output of PPM with two or more hidden
neurons can be computed as the XOR of the values
produced by hidden neurons [5]:

K
0= @ o (5)
i=1

According to the work of Luis F. Seonane
and Andreas Ruttor [5] the PPM is not secure
enough for any cryptographic application.

2.3 Chaotic generator of random numbers

Generators of the random numbers are often used
in cryptography. Chaotic generators have recently
been applied in cryptography. A chaotic system is
aperiodic and sensitive to initial conditions, system
parameters and the topological transitivity. One of
the most known chaotic generator is a Chua’s circuit

(Fig. 2) [6].

R,
—
L
Rl
— C, - C, @NR
L

Fig. 2 The chaotic Chua’s circuit

The Chua’s circuit has a simple structure and it
consists of two capacitors (C,, C,), an inductor (L),
two linear resistors (Ry, R,) and a non-linear resistor
also called the Chua's diode (Ng). One of the
possible implementation of the chaotic Chua’s
circuit in the ANN is shown in Fig. 3. It is based on
the backpropagation algorithm [6].

Initial

Conditions Chaotic

Dynamics

Neurons

Neurons of Output

Neurons of Neurons of
of Input

1. Hidden layer 2. Hidden layer

Fig. 3 The block diagram of trained ANN model

The cryptography based on the ANN chaotic
generator (Fig. 4.) [6] consists of the Control Unit
which gives initial conditions into the chaotic
generator. The Generator generates chaotic
dynamics with using initial conditions and chaotic
dynamics encrypt the plain text into the cipher text.
Chaotic dynamics is a sequence of random numbers
generated by the chaotic generator.

Time Time
ANN Based Control _,Cipher-(ext _ Control ANN Based
Chaotic Generator Unit with tail Unit Chaotic Generator
Initial Initial

Conditions Conditions

?

N>

Cipher-text Cipher-text

Plain-text

Plain-text

Transmitter Receiver

Fig. 4 The block diagram of ANN based chaotic
crypto-system

This message is sent to the receiver where the
Control Unit removes initial conditions. These initial
conditions are sent to the chaotic generator and it
generates chaotic dynamics which it is able to
decrypt the cipher text again and get the plain text.

3 METHODS OF LEARNING NEURAL
NETWORKS

For synchronization of the tree parity machine,
there are compared outputs o both TPMs and on
their base, they learn until they are not synchronized.
The most used learning rules for TPMs are Hebb's
learning rule (15), Anti-Hebb’s learning rule (16),
and the Random walk algorithm (17).

3.1 Hebb’s learning rule
Hebb's learning rule is based on adaptation
weights of mutual interaction of the input and the

output signal. If two neurons are connected with
single value of the synaptic weight and they are
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activated simultaneously the value of weight is
increased. And the value of weight is reduced if they
are activated separately. The following formula
describes Hebb's learning:

Wy = XX (6)
where wj; is weight between neurons i and j, x; is
neuron input i and x; is neuron input X;.
Another formula describing Hebb's learning rule
is:
: k Kk
Wy = XX (7)
k=1
where w;; is weight between neurons i and j, n is

numbers of neuron input, and X; is k" input to the
neuron i and x;is k™ input to the neuron j.

Hebb's Rule is generalized as:
AW; = 1%y (®)

the change in the i" synaptic weight w; is equal
to a learning rate  (positive constant (0, 1))
times the i™ input x; times the postsynaptic response
y for the linear neuron:

y =2 WX, ©)
j
where w; is the weight of ™ neuron and x; is the
input of ] neuron.
In TPM where inputs are binary [2], [4], [9]:
X; € {-11} (10)

and weights between inputs and K hidden neurons
have values:

w, {— L-L+1.. , L} (12)

the output value of each hidden neuron is equal to
the sign of the sum of all multiples of inputs and
their weight values [1], [2], [4]. [9]:

N
o= sgn(z w; X“J 12)
=1

where sgn is a simple function that returns values
-1,00r 1[1], [2]:

-1 if x<0
sgn(x)=4 0 if x=0 (13)
1 ifx>0
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The input of neural network is calculated as a
multiplication of all input values created with hidden
neurons (14) and where the output from the TPM is
binary [2], [4].

o=]]o (14)

During synchronization between two TPMs there
are compared values of both TPM outputs and two
situations can occur. Both outputs o are different and
then it is again generated the random input vector x
and new output is computed or both outputs are
same and then one of learning rules is applied (15),

(16). (17) [1], [2], [3]. [3].

Hebb's learning rule (15), both neural networks
are learning from each other:

W' =W, +o;x,60(c,0)0(0%0®) (15)
where 8 is excitation threshold.

Anti-Hebbs learning rule (16), both neural
networks learn with opposite as their own outputs:

W =w, — ,%,0(c;0)0(0%0®) (16)

Random walk (17), the set value of the output is
not important for synchronization as long as it is the
same for all participating neural networks [2], [3],

[9]-
W' =W, + x,6(c,0)0(0%0") a7

3.2 Anti-Hebb’s learning ng rule

Anti-Hebb’s learning rule is inverse toward
Hebb's learning rule. Hebb's learning rule increases
value of the weight if neurons are activating
synchronously unlike Anti-Hebb’s learning rule
where value of the weight is reduced if neurons are
activating synchronously.

Anti-Hebb's learning rule is generalized as:
AW, =1(xy —w;y?) (18)

where the change in the i synaptic weight w; is
equal to a learning rate  times the i™ input x; times
the postsynaptic response y for the linear neuron
(19) minus the i™ weight times squared of the
response y :

y =D WX, (19)
]

where the w% is weight of the j"™ neuron and the Xj
R

is input of the | neuron.
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3.3 Backpropagation

One of the most used ANN is the feedforward
network with the backpropagation algorithm (or
also the backpropagation of errors) [7]. Elements or
nodes of the feedforward neural network are
arranged into different layers: the input, the middle
or also the hidden and the output. The output from
the feedforward neural network with the
backpropagation algorithm is computed using a
procedure known as the forward pass [8]:

- The input layer propagates a particular input
vector’s components entering to the each node
in the middle layer.

- Middle layer nodes compute output values,
which become inputs to the nodes of the output
layer.

- The output layer nodes compute the network
output for the particular input vector.

The forward pass produces an output vector for a
given input vector based on the current state of the
network weights. The weights are adjusted to reduce
the error by propagating the output error backward
through the network. This process is known as the
backward pass [8]:

- Compute the error values for the each node in
the output layer. This can be computed because
the desired output for the each node is known.

- Compute the error for the middle layer nodes.
This is done by attributing a portion of the error
at each output layer node to the middle layer
node, which feed that output node. The amount
of error due to the each middle layer node
depends on the size of the weight assigned to the
connection between the two nodes.

- Adjust the weight values to improve network
performance using the Delta rule.

- Compute the overall error to test network
performance.

The training set is repeatedly presented to the
network and the weight values are adjusted until the
overall error is below a predetermined tolerance.
Since the Delta rule follows the path of greatest
decent along the error surface, local minima can
impede training [8].

3.4 Genetic algorithm for training

Backpropagation has some disadvantages. First is
the scaling problem. Backpropagation works well on
the simple training problems. However, as the
problem complexity increases, the performance of
backpropagation falls off rapidly. Second drawback
is that to compute a gradient requires
differentiability. Therefore backpropagation cannot
handle  discontinuous  optimally criteria or
discontinuous node transfer functions. This

precludes its use on some common node types

and simple optimality criteria [14].

Genetic algorithms should not have problem with
scaling as backpropagation. One reason for this is
that they generally improve the current best
candidate monotonically. They do this by keeping
the current best individual as part of their population
while they search for better candidates. Secondly,
genetic algorithms are generally not bothered by
local minima. The mutation and crossover operators
can step from a valley across a hill to an even lower
valley with no more difficulty than descending
directly into a valley [14].

Genetic  algorithms  are  algorithms  for
optimization and learning based loosely on several
features of biological evolution. It requires five
components [14]:

1. A way of encoding solutions to the problem on
chromosomes. The weights (and biases) in the
neural network are encoded as a list of real
numbers.

2. An evaluation function that returns a rating for
each chromosome given to it. Assign the
weights on the chromosome to the links in a
network of a given architecture, run the network
over the training set of examples, and return the
sum of the squares of the errors.

3. A way of initializing the population of
chromosomes. The weights of the initial
members of the population are chosen at random
with a probability distribution. This is different
from the initial probability distribution of the
weights usually used in backpropagation, which
is uniform distribution between -1 and 1.

4. Operators that may be applied to parents when
they reproduce to alter their genetic
composition. Included might be mutation,
crossover (i.e. recombination of genetic
material), and domain-specific operators.

5. Parameter settings for the algorithm, the
operators and so forth. There are a number of
parameters whose values can greatly influence
the performance of the algorithm.

Given these five components a genetic algorithm

operates according to the following steps [14]:

1. The population is initialized. The result of the
initialization is a set of chromosomes.

2. Each member of the population is evaluated.
Evaluations may be normalized and important
thing is to preserve relative ranking of
evaluations.

3. The population undergoes reproduction until a
stopping criterion is met. Reproduction consists
of a number of iterations. One or more parents
are chosen to reproduce. Selection is stochastic,
but the parents with the highest evaluations are
favored in the selection. Then the operators are
applied to the parents to produce children. And
at the end, the children are evaluated and
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inserted into the population. In some version of
the genetic algorithm, the entire population is
replaced in each cycle of reproduction. In others,
only subsets of the population are replaced.

4 ATTACKS ON NEURAL CRYPTOGRAPHY

Safety of the neural exchange protocol is based
on the fact that two ANN (A, B) communicating
with each other are synchronized faster than the third
network (E) which is trained only to capture the
input and outputs from the synchronizing ANN from
the public channel. The attacker does not know the
topology of the ANN and what output values are in
the each hidden neuron so that the most of attacks
are based only on estimate status of hidden neurons
[12,13].

4.1 Simple attack

The attacker ANN E has the same structure as A
and B. Then E starts with random initial weights and
trains with the same inputs transmitted between A
and B over the public channel. After that E learns the
mutual output bit 0*® between A and B and applies
the same learning rule by replacing of with 0" [2],
[10]:

wo =w; —0”x.0(c 0"®)(0"0"%) (20)

4.2 Geometric attack

A geometric attack can outperform the simple
attack because, in addition to applying the same
learning process, E can exploit o and the local
fields of its hidden units, h,%, h,%, ..., hE. When o"®
is equal to of, E applies only the same learning rule
used by A and B but if 0*® is not equal to oF, then E
tries to correct its internal representation h,E, hE, ..,
hE. The lower the absolute value of |hF|, the higher
the probability that 0*® is not equal to of and this
probability is known as the maximum error
prediction &P. Therefore, E will modify the hidden
neurons with minimum |h| before applying the
learning rule [2], [10], [11].

4.3 Majority attack

The majority attack is similar to the geometric
attack. However, E can increase the probability to
predict the internal representation of any of the
partners’ TPM. The majority attack is also called a
cooperative attack because M TPMs (M is number of
cooperating TPMs) are working in a cooperating
group rather than as individuals. Instead of using
only one TPM, the attacker starts with M TPMs with
random weight vectors to achieve a zero overlap
between them. If 0" is not equal to 0%, weights are
not updated but for o* is equal to o°, the attacker
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must update its own TPM. Then it calculates the
output bit of all its attacking ANNs. If the m™ output
bit of attacking ANN o™ is not equal to 0®, then the
geometric attack is applied individually for every
m™ ANN and no update will occur before
cooperating with other ANNs. Next, E searches for
the common internal representation among the M
TPMs and updates their weights according to this
majority vote. In order to avoid the expected high
correlation between the M TPMs, the majority attack
and the geometric attack are applied alternately in
even and odd steps, respectively [11].

4.4 Genetic attack

In the genetic attack, the attacker starts with only
one TPM but is permitted to use M TPMs. Because
the most challenging issue in the mutual learning
process is to predict the internal representation of
either TPM” or TPM®, the genetic attack directly
deals with this difficulty. For a specific value of 0*®,
there are 257 different internal representations to
reproduce this value. The genetic attack handles all
these possibilities in a parallel fashion. The genetic
attack proceeds as follows [9], [11]:

- If 0® = 0® and E has at most M/25! TPMs, 257/
TPMs are generated and each updates its
weights based on one of the possible internal
representations. This step is known in genetic
algorithms as the mutation step.

- If E has more than M/2K—1 TPMs, the mutation
step will be essentially an overhead due to the
exponential storage needed. Therefore, the
attacker must discard some of the TPMs to
avoid exponential storage increase. As a genetic
algorithm, the discarding procedure is based on
removing the TPMs with the least fittest
function. The algorithm uses two variables U
and V as the fitting functions. The variable U
represents the number of correct prediction of 0*
in the last V training steps.

5 PLUSES AND MINUSES OF NEURAL
NETWORKS IN CRYPTOGRAPHY

Advantages of using neural networks in
cryptography are mainly lower processing power
compared with the RSA algorithm, because neural
network cryptography is not based on number
theory. It is more difficult to break the cipher
because the cryptography based on the TPM expects
faster synchronization than attacker’s network. The
main reason is that two TPMs cooperate together
during synchronization process. However, attacker’s
network does not cooperate with them. ANNs can be
software based or hardware based. If ANNs are
hardware based they can be analog or digital.

Disadvantages are mainly the time needed to
synchronize. The ANN needs time for learning so it
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cannot start encrypting immediately. For ANNs with
a large number of neurons and synapses there is
needed high processing time for the training of
ANN. ANN architecture is different from universal
microprocessor architecture so the network must be
emulated or special processors or FPGA must be
used.

6 CONCLUSION

In the article the most used topologies of neural
networks in cryptography are presented. It follows
that the most used topology is still the Tree Parity
Machine. The experiment [5] has found out that the
Permutation Parity Machine is not suitable for using
in cryptography. In the future it is suitable to focus
on TPMs and develop their security against the
attack. We have presented the use of artificial neural
network as a random numbers generator for
encrypting and decrypting what appear as a
perspective area in the neural network cryptography.
In the article the most used learning rules for TPM
and also one of the most used learning process in the
artificial neural network, the Backpropagation
algorithm and Genetic algorithm for training have
been shortly introduced. Traditional methods of
cryptography are tested to attempt to break the
cipher and either the neural cryptography is no
exception. In the article, also the most known
possible attacks on the artificial neural networks are
mentioned.
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MATERIAL ANALYSIS OF DEMAGED 125 MM TANK MAIN GUN TYPE TK 2A46
David KUSMIC, Zbyngk STUDENY, Vojtéch HRUBY, Emil SVOBODA

Abstract: In this paper are described procedures and methods used for material evaluation of materials applied for new
damaged or wrecked tank main gun. Following approaches and devices were used for the main tank gun material analysis:
sampling and samples preparation of the main tank gun core material, chemical composition analysis (for spectral analysis
was the LECO SA — 2000 device used), microstructure evaluation (using the Neophot 32 light microscope, with digital
camera Color View Illp Olympus device under magnification of 50x and 500x), material purity evaluation (due to the
chemical composition of the steel was the inspection on the presence of oxides, sulphides, nitrides and silicates focused),
assessment of the surface fracture, testing the mechanical properties - including the tensile tests (using the Zwick Z 100
testing machine), Charpy impact tests (instrumented impact tester Zwick RKP 450 IWI), fractographic analysis of the
fracture surfaces of testing rods and hardness testing (Vickers HV3). The obtained values of material characteristics and
microstructure evaluation were compared to the standard material values.

Keywords: Tank main gun. Material analysis. Microstructure. Mechanical properties. Fracture.

1 INTRODUCTION longer available, just the expert opinion was

provided by the Czech Police for consultation. These

The Ministry of Defence — the Section of
Logistics, Army of the Czech Republic specified the
requirements for material analysis of damaged 125
mm tank main gun Type TK 2A46. The material
analysis was performed on tank main gun fragments.
The technical documentation or drawings were no

reports, however, did not refer to any evaluation
problem of material characteristics. The paper
describes the procedures and technics used for the
material characteristics verification of material
which was applied for production of damaged 125
mm tank main gun Type TK 2A46.

Fig. 1 The braking detail of main tank gun

Fig. 2 The main tank gun fragments after destruction

Tab. 1 Chemical composition of analysed and associated steels

Element [wt%]

Marking (standard)

C Mn Si P S Cr Ni Mo Cu
Measured 0.42 0.37 0.26 | 0.007 | 0.008 | 1.07 3.01 | 057 0.12
0.30 0.50 0.15 0.70 2.75 | 0.25
CSN 4216540 0.40 0.80 0.40 0.035 | 0.035 1.10 3.25 | 0.40 )

The general requirement for | 0.30 0.60 max. | max. | max. | 1.00 | 150 | 0.20
the chemical composition 0.40 0.80 0.40 | 0.011 | 0.0112 | 2.00 | 3.00 | 0.30

2 SAMPLING AND SAMPLE PREPARATION
OF THE TANK MAIN GUN MATERIAL

tank gun. The samples were taken after
photographic documentation.To avoid thermal or
mechanical effects on the analysed part of main tank

Fragments and parts of the 125 mm damaged
main tank gun which were separated after
destruction are presented in Fig. 1 and 2 and were
delivered for the material analysis.

For the material evaluation and testing were the
samples taken from the fragments of damaged main
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gun the sampling was carried out by machining. It’s
necessary to note the fragments and fracture area of
the main tank gun, which were available for the
analysis showed corrosion attack on the fractured
surface areas. Of course this surface could not be
used for fractographic analysis at all.
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3 MATERIAL ANALYSIS
3.1 Chemical composition evaluation

Chemical composition evaluation of the main
tank gun material composition consisted of spectral
analysis using the LECO SA — 2000 spectrometer
device, using the GDOES/Bulk methode. To the
calibration procedure the CKD standards 180A -+
189A were used. For the values of chemical
composition (in wt %) see in Tab. 1. The average
values of two measurements on several places of the
main tank gun are shown in Tab. 1.

The won chemical composition is close to the
CSN 4216540 steel with relatively small variation of
content of Mn and a significantly lower amount of
basic impurities and elements like P and S. The
chemical composition and marked CSN 4216540
does not match precisely the any steel specified
according to CSN, ASTM, DIN, EN, or ISO
standard, but it is equivalent only to the GOST
4543-71steel. This 16 540 steel is in general for
artillery barrels required. The evident higher content
of Mo in the evaluated steel causes higher level of
mechanical properties, it will be discused later.

3.2 Purity evaluation
The purity evaluation was according to

the CSN ISO 4967 standard performed.

Tab. 2 Purity evaluation

For the purity evaluation were the Charpy impact
test samples used, for greater evaluation area.

The samples were prepared in a direction parallel
to the longitudinal axis of the main tank gun.
Considering the chemical composition of the steel, a
test for the presence of oxide (D), sulphides (A),
nitrides (B) and silicates (C) was carried out.

Purity evaluation was performed on polished
surfaces of samples at a magnification of 100X,
displaying the sample surface area of 0.50 mm?
using the ocular according to the method B (Chapter
5.2.2 of the Standard).

There was found a predominant content of fine
globular oxides (D), corresponding to both - the fine
and coarsed inclusions (with size of 8+13 pm)
indexed by number 0.5 up to 1.

The ratio of sulphides (A) with size greater than
3 um was at a minimum value of tested Samples
found, as well as the ratio of silicates (C). Inclusions
of B-type (nitrides) and DS-type (individual globular
inclusions) were not indicated. Locally were sulfide
inclusions of enormous size detected, total length of
two inclusions was of 77 um (see Fig. 3).

The evaluation was carried out according to
paragraph 6.2 of the Standard, for the results see
Tab. 2.

It is clear that the local accumulation of
enormous sized inclusions can the crack nucleation
and propagation cause. But it is not clear that this
fact was the reason of the main tank gun destruction.

Evaluation Type of inclusion
A B C D DS
The maximal index number i 1 - 1 1 -
Results Als - Cle D le -

Fig. 3 Sulfide inclusions of enormous size

Fig. 4 Line microstructure
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3.3 Microstructure evaluation

The microstructure evaluation was used for the
heat treatment procedures verification. For
microstructure  evaluation were the Charpy
impacttest samples used (see Fig. 4 and 5). The
samples marked as No 1. and 2. were taken from the
wrecked parts of the main tank gun in direction
parallel to the longitudinal longer axis and samples
marked as No 3. and 4. in perpendicular direction to
the longitudinal axis.

The microstructure was documented using the
Neophot 32 light microscope devide with digital
camera Olympus Colour View Il under
magnification of 50x and 500x.

During the microstructure evaluation was the line
microstructure documented (see Fig. 4). Using the
microhardness tests HVyo in  perpendicular
direction were differences of microharness values
detected, in the range of 423 up to 552 HVg;. The
line microstructure can in general affect the direction
of crack propagation, but it is not likely to cause the
crack nucleation. From the analysis of the
structureof all samples is evident that it consists of
homogeneous, tempered martensite, and corresponds
to the desired state.

4 TESTING THE MECHANICAL PROPERTIES

According to the principles of sampling, samples
were taken from damaged main tank gun segments
for the tensile and impact tests.

Folowing samples and tests were prepared:

- Flat test rods for the tensile tests with orientation
parallel to the longitudinal axis;

- For the impact tests two samples with orientation
parallel to the longitudinal axis and two samples
in perpendicular direction to the longitudinal axis
(see Tab. 3).

4.1 Tensile tests

For tensile tests of the dimensions listed in
Tab. 3 were two flat samples prepared. Sample

Fig. 5 Microstructure for Charpy impact test
parallel to the longitudinal axis of the main tank
gun (sample No 1.)
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No. 2 - prepared from the wrecked parts of the main
tank gun in direction parallel to the longitudinal axis
and sample No 4. in perpendicular direction to the
longitudinal axis (see Tab. 3).

Tensile tests were performed using the Z100
tensile testing device. For the results of tensile tests
see Fig. 7 and Tab. 4.

The tensile test results shows that the heat
treatment was carried out to reach very high
mechanical properties, which leads to decreasing
deformation characteristics, values of toughness and
fracture toughness as well. (see Tab. 4).

4.2 Charpy impact test

Charpy impact tests were performed using the
pendulum impact tester Zwick type RKP 450 IWI
device. The samples No 1. and 2. were from the
wrecked parts of the main tank gun prepared in
direction parallel to the longitudinal longer axis and
samples No 3. and 4. in perpendicular direction To
the longitudinal axis. Samples dimensions are
marked in Tab. 5. The won values obtained during
the bend impact test are shown in Tab. 6. The results
of Charpy impact tests are shown in Fig. 8 and 9.

The results of the bending impact test were
compared to the fractographic analysis of the
fracture surfaces of tested rods. Fracture areas of
samples 1, 2, 3 and 4 are shown in Fig. 10 + 13.

The evaluated fracture surfaces of the samples
after impact bending test shows that the breaking
occurred as half developed cup-and-cone fracture,
caused by thermal treatment processed to achieve
higher ~ values of strength  characteristics,
whichgenerally causes the toughness decreasing.
This fact is evident for samples 3 and 4 (see Fig. 12
and 13).

Fracture surfaces, shown in Fig. 11, 12. and 13,
are very inhomogeneous, which is associated to the
line microstructure as a result of manifacturing and
to the locally exclusion of impurities, as mentioned
in Chapter 3.2.

Fig. 6 Microstructure for Charpy impact test
perpendicular to the longitudinal axis of the main
tank gun (sample No 1.)
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Tab. 3 Dimensions of test rods

Sample ap [mm] b [mm] So [mm] Lo [mm]
2 4.9 13.8 68.2 50.0
4 3.8 13.8 52.1 50.0

Tab. 4 Results of tensile tests

Sample Lo [mm] So [mm?] Rpo. [MPa] Rm [MPa] A5 [%] Z [%]
2 50.0 68.2 1185 1489 2.26 -
4 50.0 52.1 1283 1340 3.60 33.74
o 50.00 - 1234 14145 2.93 33.74
+ 0.00 - 49 74.5 0.67 -
Desired - - 900 - 1150 . - min. 20
values
LS00 Fm - - == mm e = e e e e e e e o
Emoo-—---- Y et e SRR IR
2 :
& |
T o 0 L Uy R SRRy R R SRR R ST
o ;
0 2 4 b 8 10

Deformation (%)

Fig. 7 Record of the tensile test

Tab. 5 Sample dimensions for the bend impact test

Sample 3o [mm] bo [mMm] L [mm] 80 — Vinoten [MmM] Notch angle [°]
1 9.98 10.0 55 7.50 45
9.97 10.0 55 7.50 45

2
3 10.0 10.0 55 7.47 45
4 10.0 9.96 55 7.46 45
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Tab. 6 Results of Charpy impact tests

sample Parameters .
Funax [N] Sm [mm] Wi [J] W [J] ak [J/em’]

1 30116.7 1.17 18.80 27.93 37.3

2 30103.7 1.11 19.12 27.63 36.9

3 28805.3 1.08 14.19 21.34 28.6

4 28193.1 0.93 13.86 19.68 26.3

Fmax - the maximum measured value of power; Sy, - size deflection at maximum force;

W,, - the work done to attain maximum power;W, - total impact energy minus the friction;

ak - the work done to attain maximum power.
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Fig. 8 Record of the bend impact test — work standard track depandence
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Fig. 9 Record of the bend impact test — filtered power-standard track dependence
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Fig. 10 Sample No. 1

| T YN |
HY: 30,0 kv 50 um
VAC: HiVac Device: VEGATS5135

SEM MAG: 1.00

Vega @Tescan
Digital Microscopy Imaging

Fig. 12 Sample No. 3

4.3 Hardness test

The hardness testing was performed according to
the Vickers method HVz,. Final metallographic
analysis was complemented by hardness testing of
the specimens used for the bending impact test. The
surface hardnes was determined as a average value
of three measurements on each of prepared samples
and deremined as HV =476 + 12.

5 CONCLUSION

The chemical compositon evaluation confirmed
that the analyzed main tank gun steel is close to the

u -
SEM MAG: 2.00 kx DET: SE | NSRRI SRS |
HY: 300 kv 20um Vega @Tescan
VAC: Hivac Device; VEGA TS5135 Digital Microscopy Imaging

Fig. 11 Sample No. 2

] A o~ 2
SEM MAG: 1.00 ks DET: SE Wi

HY: 300 kv 50 um Vega @Tescan
VAC: Hivac Device: VEGA TS5135 Digital Microscopy Imaging

Fig. 13 Sample No. 4

CSN 4216540 steel. The microstructure of analyzed
steel was in general classified by high purity Level
with small amount of inclusions of enormous size
according to I1SO 4967 standard. The microstructure
was homogeneous, consisting of low-temeperature
tempered martensite. The fractured surfaces of the
available samples were heavily corroded and
therefore unusable for fracture analysis.

The evaluated fracture surfaces of the samples
after impact bending test showed that the breaking
occurred as half developed cup-and-cone fracture,
caused by thermal treatment process to achieve
higher values of mechanical characteristics, which
generally causes the toughness decreasing.
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Fracturesurfaces were very inhomogeneous,
which is associated to the line microstructure as a
result of manifacturing and to the locally exclusion
occurrance. Mechanical characteristics, contraction
and hardness meet the artillery barrels requirements,
but these characteristics were over the upper limit of
the recommended range, which can cause toughness
decreasing, but it is unlikely that this was the reason
of the main tank gun destruction.
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MODELLING OF TASK FORCE STRUCTURES

Vlastimil MALY, Petr HRUZA

Abstract: This article describes a new approach to the planning process and new possible way of selection forces for
international operations based on modular structures and units’ capabilities required for particular operation. Modularity of
military units’ structure contributes to the thoughtful and purposeful utilization of operational capabilities, with regard to the
nature of the environment where units are deployed. Interests and ambitions of the Czech Republic do not exclude
participation of the Armed Forces across the full spectrum of military operations, yet their involvement in ensuring the joint
commitments is expected especially in stabilization and peace support operations. The article describes the options of original
software application developed during the “STRUCTURE” project solution aiming as a support for staff officers in the

preparatory phase of operational planning.

Keywords: Module. Modularity. Modular Structures. Task Forces. Operational Planning Process. Decision-making Process.
Software. Database. Access. Microsoft Visual Studio. C# language.

1 INTRODUCTION

The changing security environment with new
emerging threats determines new requirements for
the Armed Forces and their operational use.
Modularity within NATO, EU or UN is not fully
implemented. Application of modularity at the
national level may be beneficial in the development
of national contributions to the operations led by
NATO, the EU or the UN.

The process of creating organizational structures
of task forces to NATO-led operations (EU, UN) or
ad hoc coalitions is affected by many factors having
at national level a significant impact on the content
and timing of the actual process of creating
a multinational task force.

The primary step for the development and
implementation of modular organizational structures
is modules definition and description of the sort of
modularity, methods and associated metrics as a
basis for the introduction and use of a modular
approach to developing organizational structures and
the creation of task forces based on modularity.

The basic philosophy of the possible use of
modularity within the Army of the Czech Republic
in military operations is the ability to work in
different types of operations and their scope, content
and urgency are and will be very diverse.

The organizational structure of deployed Army
units, number of people, weapon systems and other
equipment or materials must be adapted to this wide
range of applications.

The task forces composed of modules that will
determine the capabilities and abilities will be
created for tasks completion.

Modules and their capabilities are therefore
essential for the creation of organizational structures
of assigned task forces.

1.1 Initial documents for the creation of task
forces

Organizational structure creating and capability
assessment of task forces for the operation is an

essential part of military planning process in the
Czech Army during the preparation and deployment
of forces and other army means into the operation.

The process of development and evaluation can
be specified in different ways. Organizational
structure creating and capability assessment are
based on current requirements for assessment of key
operational capabilities defined on the basis of the
document “Declaration of Defense Capabilities -
Towards NATO Forces in 2020”.

As the baseline document that describes the
desired operational capabilities of the typical units
within NATO and the EU can be considered existing
NATO Capability Codes/Statements, referred to as
Annex 1 to document Defence Planning Capability
Survey 2010, AC/281-N(2010)0014-FINAL
(EWG(R)) issued on Feb 26, 2010. This document
sets out the requirements for operational capabilities
by the EU, as specified in Annex 2 of the EU
Capability Codes.

An updated version of the capability
requirements on units for multinational operations
led by NATO are defined in the document Bi-SC
Agreed Capability Codes and Capability Statements,
SHAPE/CPPCAMFCR/JM/281143, issued on Oct
14, 2011. This document has been made in
cooperation of specialized military authorities, both
from NATO and the EU. Specified requirements on
the ability of units are applicable for planning
processes both in NATO, and the EU. These
requirements express minimum set of capabilities,
which must be included in a military component to
fulfil the tasks assigned to the required extent,
quality and highest efficiency.

1.2 Process of creating task forces within NATO

Creation of forces within NATO is initiated in
Phase 4 of the Operational planning process — the
concept of operations processing (Concept of
Operations — CONOPS). It is processed at this stage
so-called ”Provisional Combined Joint Statement of
Requirements“ (P CJSOR) as a document that
expresses the minimum requirements for military
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forces created to perform the operation with
potential risks accepted. P CJSOR is processed by
the planning team at the headquarters for operations
(Allied Command for Operations - ACO) in
coordination with the designated operational
headquarters (JFC HQ). The created document is
sent to the individual nations through national
military representatives in SHAPE as information
about the possibility to start of the planning process
at the national level on the possible involvement of
national military capacity in operations led by
NATO (EU).

Particular selection and creation of forces for
operations is the responsibility of the SACEUR in
cooperation with the NATO Member States, or other
non-member states, which may be also involved into
the planning and execution of operations, including
subordinate headquarters within NATO.

The aim of this selection process and creation of
forces is to identify and confirm the national
contributions to the operation with the requirements
to create sufficient capacity in accordance with the
requirements for the mission execution. Part of this
process is the potential risks assessment on the basis
of national restrictions defined by individual states.

The entire process is completed after the
approval of the OPLAN and by release of order to
perform the operation (NAC Executive Directive —
NED), empowered by the Supreme Commander of
Allied Forces in Europe (SACEUR) to perform the
operation, forces activation and their acceptance into
their subordination (Transfer of Authority - TOA).

2 SOFTWARE FOR TASK FORCE
CREATION

The modular system is a system composed of
individual modules. The system consists of the
gradual integration of functional modules into the
system according to specific  operational
requirements. The functionality of the system is
based on variable number of modules. Term module
and term modular system are very versatile and both
are used almost in all disciplines and various
branches, not only in military sphere.

The combination of modules (military units) at
the national level and the creation of appropriate
structures of the national task force for the operation
must establish for operational commanders of
multinational task groups sufficient basis for
efficient use of task force manpower and other
necessary resources.

Sophisticated interaction and combination of
individual task force modules creates preconditions
for efficient and effective response to various
situations emerging within the operation goals
performance process.

Task Force Commanders are able to flexibly
change the battle group units’ disposition to respond
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to the new challenges and requirements according to
the current operations conditions and situation
development, if necessary. The modular structure
allows the task force commanders capability of
extraordinary agility and ability to react to
situations.

The aim of task forces creation is to create
organizational structures of units, consisting of
individual modules, capable to meet all operational
requirements, which will be easy to combine.

The Czech Army provides units having the
required capabilities, appropriate size, professional
structure and personnel.

The created task forces should be able to conduct
the required activities within the entire spectrum of
tactical operations from crisis situation eliminating
up to the combat operations performing.

2.1 Module definition

For the purpose of practical operational
procedure we have defined the basic modules that
are assembled into sets in order to create a modular
system designed to meet the specific tasks of the
operation.

We have defined new definition of term
“module” (one of the result of “Structure” project).
The definition is as follows:

“Module is the basic building element (entity,
organizational structure), from which is formed the
structure of the common national or multinational
task force in terms and conditions of specific
operation. The module is designed to meet the
professional task (tasks) or to meet the required
capabilities (skills) alone or in mutual interaction
with other modules.” [1, page 9]

Modules are the basic building block of the new
introduced software application. Every module is
described by the module name, abbreviation (e.g.
MPR.), the number of people, by choosing of
superior module type (e.g. mechanized), and size
(e.g. battalion). It is necessary for each module to set
its availability (in defined time slots) and
capabilities. The time availability is specified in our
software for each month for each module, and we
distinguish among 4 possible values:

- period of preparation to operation/mission,

- period of deployment in operation/mission,

- period of stabilization after returning from the
last operation/mission,

- non-deployable module.

The user of the application (software) has to
assign capabilities for each module from prearranged
database containing all possible capabilities. The
user can set percentage of level for each selected
capability for each military unit (module).
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Fig. 5 Part of application form enabling editing of selected module

2.2 Capabilities definition

Detailed identification of required operational
capabilities for successful task completion is the
primary basis for all process due to the complexity
and expected changes during contemporary
operations execution. It must be taken in the account
in the formation phase of particular task force
organizational structure at the national level for
operation. Main goal is to meet the challenges in the
entire spectrum of tactical operations during future
operations (deployment, mission).

Then, assessment and detailed evaluation of
(required) operational capabilities can be performed
in the following areas:

- Doctrine, - Organisation;

- Training, - Materiel,

- Leadership, - Personnel;

- Facilities and - Interoperability;

well known as abbreviation: DOTMLPFI.

Particular capabilities requirements for a specific
operation determine the size, structure and forces
composition that will vary for each operation. Task
force creation is very important and challenging
process based on combination of modules depending
on the required capabilities, operational goals,
operational task, geographic space, time manner, etc.

Developed application described in this article
provides users (operation planners) complete list of
possible capabilities taken from the NATO
document BI-SCD 80-90 NATO Tasks List.

2.3 Software for task force creation

Software application called "Creation of Modular
Task Force Structure” is intended for creation of task
force using modular approach for the whole
spectrum of operations. The aim of task forces
creation is to create organizational structure of units,
consisting of individual modules capable to meet
declared operational requirements.

The main software output (benefit) is easy task
force creation for the selected (predefined)
operation. Task forces are created for each
individual unit rotation during all time of one
operation.

Basic database used in this software application
consists of the following data-tables:

- Scenarios;

- Operations;

- Capabilities and
- Modules.

All database parts (data-tables) should be kept up
to date to obtain objective and correct results.

The application is based on data stored in
relational database. This database consists of
individual database tables connected with relations
within a particular relational data model. Database is
stored in Microsoft Access database format and the
application was written in Microsoft Visual Studio
development environment using .Net Framework
and C# language. Used data model and all the most
important links between database tables used in our
solution are shown in the Fig. 3.

Application user can perform all standard
database operations as insert, edit and delete of all
entries in each of used data tables in our data model.
The basic input data for our application are
scenarios, operations, capabilities and modules. We
can see also several other tables making links
between data-tables in the scheme (Fig. 3.) that are
necessary for relational data model philosophy and
operation.

The creation of a task force can be made after
filling of at least one operation, filling a number of
modules, assigning them a few capabilities and
adding the availability of modules in the desired
period of operation. These are the necessary
presumptions before making a successful selection
of modules for desired operation (and particular
rotation).

Application allows us to print all partial results,
list of modules for final selection for the task force,
and all data from the database (data tables). User of
application can print also lists of scenarios,
operations, capabilities, modules and - as a main
result - created task force. All prints are available
also in Adobe Acrobat format (pdf file).
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Fig. 6 Basic application form for capabilities management
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Fig. 7 Relational data model of used database (scheme taken from MS Access environment)
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Fig. 8 Basic form (Main Screen) of the described software application

References

[1] DUBEC, R., HRUZA, P., SPISAK, I,
CERNY, J. Tvorba moduldrnich struktur
tikolovych uskupeni. Praha : Powerprint s. r. 0.,
2012. 82 s. ISBN 978-80-87415-54-2.

[2] “STRUCTURE”, Final Report of Defence
Research Project. Brno: MoD CZE, 2009-
2012.

[3] HRUZA, P.: Generation of modular structures
for operations. In New Challenges in the Field
of Military Scien 2010. 7" International
Scientific Conference. Budapest, Hungary :
Bolyai Janos Military Foundation, 2010. ISBN
978-963-87706-6-0.

[4] HRUZA, P., CERNY, J.: Generation of the
modular task forces structures. In The 16th
International Conference - The Knowledge-
Based Organization - Management and
Military Sciences. Sibiu, Romania: Nicolae
Bélcescu Land Forces Academy Publishing
House, 2010. p. 44-47. ISSN 1843-6822.

[5] MALY, V., HRUZA, P.: Modelling of Task
Force Structures. In Communication and
Information Technologies. 7th International
Scientific ~ Conference, Tatranské Zruby.
Liptovsky Mikulas : AFCEA Slovak Chapter
and Armed Forces Academy of general M. R.
Stefanik, 2013. ISBN 978-80-8040-464-2.

Col. Assoc. Prof. Eng. Vlastimil MALY, CSc.

Lt. Col. Eng. Petr HRUZA, Ph.D.

University of Defence

Kounicova str. 65

662 10 Brno

Czech Republic

E-mail: vlastimil.maly@unob.cz
petr.hruza@unob.cz

37


mailto:%7D@unob.c

Science & Military 1/2014

COMMON OPERATIONAL PICTURE AND A PROBABILISTIC MODEL FOR
RECOGNITION IDENTIFICATION FRIENDLY OR FOE - IFF

Radoslav MASNICA, Jozef STULRAJTER, Ivan PLICHTA

Abstract: When obtaining information from sensors and sources, a commander is seeking for information that is of value.
Quality of information thus affects the decision of the commander. This article aims to describe a probabilistic model of
knowledge on the battlefield and Identification Friendly or Foe — IFF and current overview of the situation for the
commander and offers an introduction to the understanding of the relationship between information and their impact on the
results of the fight. Such a model is used in other procedures to describe the relative information domination.

Keywords: Information domination. Identification Friendly or Foe — IFF. Common Operational Picture — COP. Command

and Control System - C2. Sensors.

1 COMMON OPERATIONAL PICTURE -
COP AND RECOGNITION ON THE
BATTLEFIELD IDENTIFICATION
FRIENDLY OR FOE - (IFF)

In the transformation of the army in the
Information Age army needs to conduct combat
operations in addition to weapons, information, and
analytical tools to streamline the chain of command
in combat operations. This concerns in particular the
knowledge systems of combat situations and sensors
and instruments to analyze the information.

This article aims to describe the probabilistic
model of knowledge on the battlefield - recognition
application Identification Friendly or Foe — IFF and
the current review of the situation for the
commander and offers an introduction to the
understanding of the relationship between
information and their influence on the outcome of
the fight.

Such a model is used in other procedures to
describe the relative information domination. There
are two key features, value and quality. Information
has value if it informs the commander and thus
contributes to the knowledge of the combat
situation. Quality of information depends on the
accuracy, timeliness, and completeness. It is clearly
true that valuable information or knowledge is of
high quality. Conversely, the quality of information
may have little or no value and thus may even
detract from the knowledge of the real situation.

When obtaining information from sensors and
sources, the commander requests and collects
information to the maximum values for its decision.
The problem is that it is rarely possible to accurately
assess the quality of information received.
Consequently, it must generally be assumed that a
portion of what "he know" may be inaccurate. The
quality and completeness of information thus affect
the decision of the commander.

2 KNOWLEDGE OF THE BATTLEFIELD -
CoOP

In the battlespace of operations, reconnaissance
is at least as important as the maneuver and effective
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use of firepower. Units in the space of operations are
ready for defensive or offensive operations. Of
course, adversary actively seeks to achieve its
objectives. Knowledge of the situation on the
battlefield - Common Operational Picture (COP),
recognizing units with application Identification
Friendly or Foe — IFF is therefore an understanding
of the intentions of the enemy. Understanding of the
situation, of course, depends on the knowledge and
experience of the commander.

The intention of the adversary can be learned
directly from sources and sensors, or can be derived
from knowledge of the opponent's forces, which the
commander has.

3 PROBABILISTIC MODEL

Although knowledge is multidimensional, for the
purpose of this model, to simplify the description,
Assume that the only element of informations are
data from its own sensors. Sensors gather
information about the location of opponent's
objectives and their recognizing with aplication and
identification friendly or foe (IFF).

Example: Assume that COP is composed only of
the location of the target (or critical subset of them,
such as. location of the vehicle). Assume that the
commander has intelligence information from
sensors that indicate location of 5 targets (buildings,
vehicles, etc.) in the area of operations. The
commander wants to find out whether the objectives
are own or foreign.

Let thus IV be the number of targets located
nearby of the sensors of the commander,

Ue{012..n}.
We assume that U is a random variable and
B(U =), (1)

is the probability of detection of exactly u targets
from = targets within its range.

The initial probability distribution of U depends
on the information available to the commander from
his sensors and sources. When first started, the
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information available from the reconnaissance is
processed. In the worst case, the commander does
not have any information regarding the location of
the opponent's units available, and therefore we will
refer to the situation that:

P(U=u) =i,pre ue{0,1,..n}. (2
This means that it is equally likely that any
number of opponent's goals, up to =, is in its range.
After receiving the identification and reporting of
the sensors, the probability distribution changes.
Ideally, the final allocation of a probability

LpreU=palprel =+ pn,
where U is the number of units within the range of
the sensor.
However, in reality, the location of some of the
objectives will not be known with certainty at the
time of the decision commander.

Probability distribution F({L7 = 1) can be
influenced by several factors:
1. Number of confirmed reports from sensors:

Distribution of probability P{U = 1) tends
to concentrate all probability P{I/ = u]) for a
fixed number of units within range 15 it means:

F‘(:U = Uy :'I—Z:= 1 and F‘(:U + Up :'I—Z:: 0.

2. Number of unconfirmed reports from sensors:
Unconfirmed reports from sensors increase
uncertainty.

Impact on P(U = 1) is such that the
probability distribution tends to "flatten", in the
worst case to such that:

PU=u)=1/(n+1).

3. Reliability of sensors and sources: In some cases,
the subjective assessment of the reliability,
especially when assessing the results of visual
observation. In the case of technical sensors
their reliability varies with environmental
conditions; unreliable messages are therefore
ignored, resulting in the same effect on the value

P(U = u) asin the case of the second factor.

4. Terrain conditions: the outputs of sensors and
sources that require direct line of sight could be
heavily degraded by terrain conditions. The
result is a reduction in the number of reports that
is slowing down the convergence of probability

P(U = u).

5. Multiple confirmation: Confirmation of the aims
from different types of sensors increases the
reliability of the reported targets detection and
therefore accelerates the convergence of the

probability B{U' = ).

6. Time lag of information gathered: the lack of
current reports decreases the probability

P(U = u) to maneuver the enemy.

4 EVALUATION REPORTS FROM
SENSORS

The effect of factors suggest that we need to
examine how to specify the probability distribution

of U for sensors.

Therefore let I € {0,1,2, ..}, be another
random variable which represents the number of
detected targets within range of the sensor. Then:

P{V = v] is the probability that the number of
detected targets within range of the sensor is V.
However, this number is subject to the number of
goals LL within the range of the sensor. Therefore, we
foouson P(W=viU=u) for pu # n.

If we assume that the sensors are able to detect
every target with probability &, then the conditional

probability of the number of detected targets within
the range of the sensor has a binomial distribution:

P(V=vlU= ) =b(vip,q) =
i
= lfl[ ] q'c'(]_ — q_;ll——'v'J forv = 0.1, .... LL.

A3)

This view can be easily adapted to different
levels of resolution.

At the lowest level, g is a composite probability
representing the probability that all sensors can
detect the target. At a higher level of resolution
probability g; determines the probability that the
sensor j locates the target.

Furthermore, we assume that the commander
must make a decision at a certain time and this limits
the number of updates, reports from sensors, which
can be used to refine the initial probability
distribution. If we further assume that messages
from the sensors are processed immediately, then the
probability of finding targets within range

P(V=v|U = y), forv=1{0,1,..n} 4)
the i-th message from the sensor is then according to

Bayes' formula [4]:

P=PU=yuV=v)= P (U=plb (wpg)

TOER_pi . USulbivag)

o 5)

where the probability of messages from the i-th
Sensor is

p‘_—‘l (U = Ll) = P‘_—‘l U"'r = vlu = L,l:l
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In this formulation, the information from the sensor
consists of a likelihood position of targets within

range of sensors L. This value therefore determines
the value of the likelihood of detection targets
(buildings, vehicles, tanks, etc.) in the application of
identification IFF in the theater of operations.

4.1 Information - Entropy Model

After processing the information from each
sensor varies the level of knowledge Commander
such as a given in changes in the probability
distribution.

P(UV =w).

The actual amount of information can be
measured using information entropy. Information
entropy is a measure of the average amount of
information in a probability distribution, and is
defined as:

HP(UV=v)]=H,(UV=v) =
— 22 P (U=u|V=v)InP[(U=u|V=

iy =0

V)]
(6)

The entropy function reaches its maximum,
when the value of information in the probability
distribution is the lowest (highest uncertainty). In
practice, this occurs if the commander does not have
any means to detect targets and has no prior
information about the objectives in the area of the
battlefield.

In this case, the finding of no objective applies:

BU=u)=1/(n+1) @)
Then Entropy in this distribution is:
H, (U) = In(n + 1). (8)

Conversely, if the i-th sensor confirm with
certainty the location L units within range of the

sensor, then the probability :
P(U=ulv=pl=1
and P (U= ulV =pup)=0

)

The processing of reports from 7t sensors is the
entropy in the updated probability distribution given
by:

Hy(U)=In(n+1)-H(UV=w) (10)

The level of information can then be measured
using standardized forms of entropy:

:I _ lnI:n—i_'-—]-Il|::J‘:| :1;_.-I'.

K(Uv=w (11)

Imin+1)
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5 USE IN COMBAT SYSTEMS

The procedure of determining the entropy and
the probabilistic model, together with complexity
theory are used to design a method to increase the
level of information in COP and recognition targets
on the battlefield with application identification
(IFF) using new methods of network-oriented
environment (Network Enabled Capability - NEC)
[1].

For recognition of targets on the battlefield are
used rangefinder (mLD) for determine distance to
target and data transfer for identification (IFF) in
communication channel in a network-oriented
environment.

The described methodology is used in wiring
complex personal combat system, which allows the
evaluation of data from the exploratory system and
laser rangefinder (mLD) with the methodology in
the system of digital soldier systems (DSS) and its
use in recognition targets in Command and Control
(C2) systems and live simulation systems.

SENZORS
mLD

SYSTEM C2

( 1\
KAMERA

'SR
—

. J

> 8

COMMUNIKATION
SYSTEM
—

Fig. 1 Flow of information in wiring of complex
personal combat system

In Figure 1 is shown the simplified block
diagram as part of complex personnel combat
system, which consists of (mLD) on the weapon,
sensors and cameras connected with the C2 system
with  which information is transmitted in
a communication system NEC [2].

On the basis of known data from the
reconnaissance, target detection in the C2 system
and firing elements, the involvement depicted in
Fig. 1 allows better accuracy, elimination of striking
own units and the use of a laser rangefinder (mLD)
to ensure the transmission of information and
training.

Involvement has application in the design of
systems for digital soldier and small arms
positioning systems and integration of combat
systems for reconnaissance into digital soldier
systems, equipped with sensors, radiation detectors
and laser rangefinder, command and control C2, or
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controlled and uncontrolled missiles in conjunction
with the system for digital soldier.

In a similar manner, it is solved the involvement
of a complex vehicle combat system.

WEAPON SYSTEM C2
SYSTEMS %

FIRE
CONTROL COMMUNICATION
SYSTEM SYSTEM

Fig. 2 Flow of information in wiring of complex
vehicle combat system

i

Involvement in Fig 2 is formed from vehicle
weapon systems, sensors, combat reconnaissance
systems, command and control C2 systems, laser
rangefinder ( mLD ) and communication system so
that the system comprises a laser rangefinder to
measure distance and data transmission laser
interconnected system of C2 from laser data link
receiver target, laser transmitter sector information
and communication system to ensure
acknowledgment objective data and links targeting
system and fire control system for weapon platforms
with C2 systems to ensure identification of goals and
show identification friendly or foe - IFF.
Involvement allows a parameter setting fire in fire
control system, ensuring measuring coordinates
focused on target focused objectives and
identification friendly or foe — IFF. It also allows to
ensure the transmission of identification and text
data from the C2 system by laser, automated transfer
of information to the goals of the radio network and
also in a live simulation.

This technical solution allows increasing the
level of value of information in COP and provides
solutions for new recognition and identification
friendly or foe — IFF in the network-oriented
environment - NEC [3], which increases the
accuracy, reliability information for further use and
decision making.

Described technical solution proposals and
involvement are part of patent applications PP-60-
2013 and PA-61-2013 now pending at the UPV SR.

6 CONCLUSION

In the battle space of operations reconnaissance
is as important as the maneuver and effective use of
firepower. Quality of information depends on its
accuracy, timeliness and completeness. Knowledge

of the situation on the battlefield - Common
Operational Picture ( COP ), recognizing of units
with aplication and identification friendly or foe —
IFF is therefore an understanding of the intentions of
the enemy and adoption of effective measures and
more decisions commander. When obtaining
information from sensors and sources, commander
requests and collects information that has value.
Therefore, we focused on the description of
knowledge of the situation on the battlefield using
the traditional model of probability. Exploration and
evaluation of information was then measured as
a degree of uncertainty in probability distributions.

Probability distribution is adjusted by means of
Bayesian method, which describes the processing of
information from the sensors. This model may also
be useful in quantifying information superiority and
to build a model optimized to obtain information
superiority, which will be a subject of further
investigation and modeling.
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THROUGH ECOLOGICAL RISK ASSESSMENT

Sergiy OREL, Oleksiy IVASCHENKO

Abstracts: The question of management by ecological safety of troops through assessment of ecological risk is considered in
the article. As the model of risk assessment was used scheme, proposed by the United States Agency of Environmental
Protection (USEPA). The main constituents of scheme are considered, applicable to ecological safety of troops. The example

of ecological risk assessment for a military range is resulted.

Keywords: Ecological safety. Ecological risk. The Armed Forces. Risk assessment. Military activity. Human health. Biota.

1 INTRODUCTION

The aim of providing the environmental safety of
the troops is to address two interrelated objectives:
protection of personnel, equipment and weapons
from hazards of the environment and protection of
the environment from possible harmful effects of
military activities [1]. Achieving goals requires
appropriate management decisions. To take right
decisions it is desirable to have criteria - some
indicators of environmental conditions that
characterize danger to people as well as to biota.
A convenient criterion in this regard is an
environmental risk - “the probability of damage to
human life or health, the environment, life or health
of animals and plants considering the severity of
damage" [2]. The analysis of ecological risks is an
effective tool that integrates environmental data with
control solutions [3]. The risk analysis consists of
three stages: assessment, management, and risk
communication, herein the stage of the risk
assessment is the most important.

2 REVIEW OF MODEL

There are various models of the environmental
risk assessment [4], below we will use the scheme
proposed by the United States Agency of
Environmental Protection (USEPA) [5]. According
to this scheme the ecological risk assessment is
carried out in three stages:

1. The formulation of the problem. The main
components of this stage are:

a) The determination of the objective of the risk
assessment. The purpose of the assessment should fit
the purpose of the risk management, so if the
purpose of the management is to protect life and
health of people and/or other valuable species,
which are in the exercise of military activities, the
assessment is to contain information about the risks
that are specific to these species in this exact area in
a manner acceptable to the people who make
decisions: commanders in charge of decision-
making to ensure the protection, representatives of
superior headquarters, who are responsible for the
military operations, members of the public and local
authorities, if a military activity affects their
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interests, representatives of the environmental
bodies, etc.;

b) The review of expected activities (took place
or are taking place);

¢) The description of the area. The territory of
the expected or carried out military operations is
described. Special attention is paid to sights of
cultural and historical heritage, places of rare,
endangered, and valuable species of flora and fauna;

d) The determination of the spatial and temporal
zones. The latitude of assessment depends on what
area and time period are the subjects of assessment.
The time period determines possible harmful effects
of environmental parameters (stressors) on people
and biota (receptors). Short-term actions last for
about 0.5 — 1.0 hour and cause a severe reaction. It is
considered that a short-term action occurs either
once or over time, so that a human body or biota
have time to recover from the previous action. Long-
term actions of stressors attend chronic diseases.
Long-term actions are those which last for more than
12 % of lifetime of a living organism [6];

e) The selection of concerning objects. The
choice is to identify the people and objects of the
environment that are sufficiently sensitive to the
military activities. The selection criteria for biota are
the following [5,7]: 1) the importance of
environmental protection in terms of public policy,
2) the importance in terms of maintaining the
ecosystem of the region, in the area of a military
activity action; 3) the sensitivity to military
activities; 4) the importance in terms of preserving
the environment for a future conduct of military
activities, and 5) the importance to preserve the
cultural and historical heritage;

f) The construction of a conceptual model. The
model reflects the hypothesis that describes effects
that may occur in the environment as a result of
military activities, summarizes the results of the
problem formulation phase and establishes cause
and effect relationships. The strategy of the model
structure consists of the following components [7]:
1) the determination of the influence mechanism of
military activities on the environment, that presents
it as a cascade process, the conditions of the
environmental components caused by these
processes and the processes which are a result of
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these conditions; 2) the determination of the
environmental objects that are affected by military
activities; 3) the relationship between a stressor
exposure and an environmental object (receptor)
response to it.

2. The analysis of exposure and corresponding
environmental effects. An exposure (action) is
a contact of an organism (receptor) with chemical,
physical or biological agents (stressors). The
characteristic (assessment) of the exposure is a risk
assessment stage, during it the quantitative income
of the stressor in a human body or biota in various
ways (inhalation, oral, dermal) as a result of the
contact with different objects of the environment
(air, water, soil, food) is established. The exposure
assessment implies measuring or determining the
(qualitative and quantitative) frequency, the duration
and ways of the stressor action in the environment
on the receptor.

The most important steps in the exposure
assessing are the following:

- determining the routes of the stressor action;

- identification of the environment of the
distributed stressor;

- quantitative characteristic of the stressor (e.g.,
concentration);

- determining the time, frequency and the duration
of the stressor;

- identification of the receptor that is exposed to
the stressor.

Quantifying the magnitude of the exposure,
which lasts for a period of time, the total exposure
must be divided by the time interval interesting for
a researcher. Thus, the obtained value is the average
of the exposure per unit of time. Of course, the
average exposure is also expressed as a function of
the body weight and is determined using the
equation

C-CR-EF-ED
BW AT )

For instance, if the stressor is a chemical, then:

| — the average exposure mg-kg™ body weight
per day;

C — the average concentration that affects
a human or biota for a period of the exposure (e.g.,
mg -liter® of water);

CR — the value of the contact, the amount of the
polluted environment that is in contact with a body
of a human or biota per unit time or per case action
(e.g. liter-day™);

EF — the action frequency, the number of days
per year;

ED — the action duration, the number of years;

BW — the body weight, the average body weight
for a period of the exposure, Kg;

AT — the average time, the averaging period of
the  exposure, the number  of  days.

The action of the stressor on the receptor causes

a reaction of its organism. The assessment of the

dependence "dose - response " is a process of the

quantitative ~ characteristic ~ of  toxicological
information and establishing a connection between
the dose of the stressor that affects the body of the
receptor, and cases of harmful effects in the exposed
population. The analysis of the dependence "dose -
response” implies the establishing of causal
conditionality of the growth of harmful effects when
exposed to this stressor, identifying a maximum
dose that causes no reaction and a minimal dose that
causes the development of an effect response, and
also determining the intensity of the effect growth at
increasing a dose. The value of the maximum dose,
that causes no response, forms a very important
concept of “reference dose (RfD)”, i.e. the value
that characterizes a daily stressor effect throughout
the life of the receptor and is not likely to cause an
unacceptable risk to the health of its sensitive
groups.

In the assessment of the stressor action on

a human body the international risk assessment

methodology [2] suggests that:

- Carcinogenic effects, when exposed
to carcinogens that have a genotoxic effect, may
occur at any dose that causes damage initiation to
the genetic material,

- The existence of threshold levels, below which
harmful effects do not occur, is expected for non-
carcinogenic substances and carcinogens with a
non-genotoxic mechanism of an action.

In the assessing the effect of the stressor on biota
organisms, especially in screening studies, only the
existence of threshold levels is expected [3]. Herein,
talking about the protection of the receptor implies
the parameters of the environment, which ensure the
survival, growth and reproduction of the population.
In this case, the maximum value that causes no
response is the value, called “toxicity reference
value (TRV)”. The value of TRV depends on the
type of the stressor, a type of the receptor and,
obviously, on a place of the interaction between the
stressor and receptor, i.e. the physical and chemical
properties of the environment. Depending on the
calculation and use of TRV, they are divided into
three types [8]:

- A reference dose (RfD) is usually determined in
mg-[kg (body weight) per day]-1 and it is usually
used to animals in determining oral income of
the stressor through a food chain, including food,
water and accidental consumption of soil;

- A reference concentration (RfC) is usually
determined in mg-[kg or m3 (environment)]-1
and is used usually to the receptors located on
the lower levels of a food chain and in direct
contact with a contaminated environment (air,
water or soil). However, RfC can be used to the
receptors located on the upper levels of a food
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chain by back conversion from RfD receptor
through the stressor movement along the food
chain to the RfC value of the environment that
will not lead to an unacceptable level of an effect
of the stressor on the receptor;

- A critical body residue (CBR) represents
a concentration of the stressor in the body of the
receptor, and is usually determined in mg-[kg
(tissue)]-1 and applied to the stressors that are
accumulated in the body of the receptor. This
metric can be applied to any type of the receptor
(plants, invertebrates, fish, animals) and is
a limiting concentration, exceeding it leads to
a toxicological response of the receptor.

3. The risk characteristic. This stage integrates
the data on the dangers of the stressor, the exposure
value, parameters of the dependence "dose -
response” obtained at all previous stages of a
research with the aim of a quantitative and
qualitative risk assessment, the detection and the
assessment of the relative importance of the existing
problems for the well-being of people and biota.

The risk characteristic is performed according to
the following steps:

- Summarizing the results of the exposure
assessment and dependencies "dose
(concentration) - response™;

- Calculation of the risk for individual routes of
the stressor income;

- Calculation of the risks subjected to aggregating
(an income of one stressor in the body of the
receptor by all possible routes from various
objects of the environment) and cumulative (a
simultaneous effect of multiple stressors)
exposure;

- Detecting and analysis of the uncertainty of the
risk assessment;

Tab. 1 Hazard Level Classification

- Summarizing the results of the risk assessment
and presentation of the obtained data to the
persons involved in the risk management.

In the process of the risk characteristic the value
of the acceptable risk is used, i.e. the probability of
an event that has so small negative effects that for
the received benefits from a risk factor, a person or a
group of people or society in general are willing to
take that risk.

For carcinogens the additional probability of the
developing of cancer in a human body throughout
a life (CR) is estimated based on the average daily
dose over a lifetime (LADD). The LADD value
is calculated from the equation (1) (LADD = 1),
herein the average time value AT is assumed to be
70 years (25550 days). The value of the carcinogenic
risk is determined from the equation (2)

CR = LADD-SF, )

where LADD is an average dose over a lifetime,
mg- (kg-per day)™;

SF — a slope factor, [mg-(kg-per day)™]™, which
represents the degree of the carcinogenic risk
increase with increasing a dose per unit and is
a value that describes the dangers of carcinogens.

The risk characteristic of the development of
non-carcinogenic effects for humans and biota is
based on the calculation of a hazard quotient by the
equation (3)

HQ = AD/RfD, 3)

where HQ — a hazard quotient;

AD - an average dose, mg-kg™ body weight per
day, determined from the equation (1) (AD=1).

The hazard quotient is calculated separately for
conditions of the short-term (acute) and long-term
actions of the stressor. Herein, the average time AT
of exposures and corresponding safe levels of the
actions should be similar.

Hazard
Non—lizgc(lm)gemc Carcinogenic CR Hazard Level
<10 <10° Minimu_m - a desired (_ta_rget) risk value in conducting health
’ and environmental activities.
Medium - valid for the conditions of military service. Under
1.0-10.0 10 -10° the impact on the civilian population, it requires a dynamic
monitoring of the environment.
Considerable - unacceptable to the civilian population, a
dynamic control and an in-depth study of the sources and
10.0-100.0 10 - 10" consequences of possible harmful effects are required for the
conditions of military service to address the issue of risk
management measures.
High - not acceptable for the military service ina peacetime
>100.0 >10° and for the population. It is necessary to take measures to
eliminate or reduce the risk.
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The risk characteristic of non-carcinogenic
effects in an aggregate and cumulative effect of the
stressors is based on calculating the hazard index
(H1).

HI = ZHQi, (4)

where HQi - hazard quotients for individual
conditions of aggregate and cumulative effects of the
stressors.

In assessing the risk to human health and well-
being of biota caused by the influence of the
stressors, it is advisable to focus on the criteria
system of hazard acceptability [9] (Tab. 1).

3 CASE STUDY

The theoretical assumptions introduced above
were used to assess the impact of the military range
on human health and biota on the example of the
International Peacekeeping and Security Center
(IPSC) (a former military range in Yavoriv). IPSC is
located in Lviv region. Its purpose is to train the
Armed Forces of Ukraine. Tanks, armored personnel
carriers, infantry fighting vehicles are used for the
tactical training of troops in the military range,
besides that educational fields for training
communications, artillery, missile and artillery units,
as well as a shooting range, are located at the
military range area. A part of the military units are
located at the territory of IPSC only for the time of
exercises, and another part has a permanent location.

The territory of IPSC refers to the western ridge
of Roztochia which is one of the most interesting
physiographic regions of Western Ukraine, which is
the boundary area of the East European platform and
the edge of the Carpathian foothills. The variety of

flora and fauna of IPSC is determined by the natural
conditions of the region Roztochia, and especially its
boundary location that facilitates the exchange of
floral and faunal material between Polissia and the
Carpathians. No wonder that the southeastern
borders of the military range borders on the area of
Yavoriv National Park, which, in turn, in its
southern part borders on a nature reserve
"Roztochia". The combination of mixed forests
along with swamps and ponds led to the formation
of a complex set of rich fauna species listed in the
Red Book of Ukraine, including 1 species of
reptiles, 18 species of birds and 7 species of
mammals.

We will try to determine how safe the activity of
the military range is for people, especially military
men who stay permanently at this territory and its
possible negative effects on the biota by the
environmental risk assessment. A white-tailed eagle
(Haliaeetus albicilla L.) is taken as an indicator type
of biota. It is a valuable and rare bird that is not only
included in the Red Book of Ukraine, but also in the
European Red List.

It should be noted that a systematic monitoring
of the environmental conditions in IPSC is not
performed. The studies conducted in 1997 [10]
found that there was some contamination of the soil
with metals (Tab. 2) and slight air pollution at the
time of exercises. The inspection of the military
range conducted in 2009 [11] showed that the degree
of contamination of the soil remained at about the
same level, the contamination of the surface springs
was within the national standards, there was no air
pollution. Therefore, further the environmental risk
was estimated concerning the influence on human
beings and biota of contaminated soil.

Tab. 2 Concentrations and toxicological characteristics of soil pollutants of the military range

Characteristic Pollutants

Lead Nickel Copper Zinc
averaged concentration in the soil, mg-kg™ soil 35 32 10 40
common sanitary stand_ard of Ukra_llne (maX|mum 30 6.0 40 23.0
permissible concentration), mg-kg™ soil
SF, [mg- (kg body weight per day)™]™* 0.042 0.84
RfD chronic income for a person,
me- (kg body weigh per day)™ 0.019 0.0035 0.02 0.3
RfD chronic income for birds,
mg- (kg body weight per day)™ 16 671 40 266

Concerning the military the object of the study
was chosen taking into account the most susceptible
contingent. Thus, the object of the study was the
officers’ personnel of the military compound which
is always located at the territory of the military
range. The calculation of the risk was carried out
under conditions of the aggregate and cumulative
exposure of a human body with soil pollutants

according to the equations (1) - (4) with the standard
values of exposure parameters recommended in
[12]. The exposure averaging period made 70 years
for carcinogens and 30 years for non-carcinogens.
The calculation of the risk to a biota
representative — a white-tailed eagle — was carried
by the equations (1) and (3), (4). The income of
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metals in a body of a bird, in principle, is possible
only through a food chain.

The bird feeds mainly on fish, small mammals in
the breeding season, and in winter - waterbirds and
fish. The diet of an adult bird is 20-30 % - fish , 40-
60 % - birds , 20-30 % - mammals, the weight of an
adult bird is 3,0-4,5 kg, the life expectancy is 30
years. In the calculations, it was taken into account
that the income of metals in the body of a bird was
only possible through the meat of mammals (field
mice) that feed on plants growing in the
contaminated soils, as fish and waterbirds are hardly
polluted due to the high quality of water reservoirs.
Also the seasonal factor of consumption of
contaminated food was taken into account (6 months
per year). The exposure was calculated over a life
period of the bird.

Comparing the results of the calculations (Tab.
3) with the acceptable risk values (Tab. 1) it can be
noted that the risk of residence for servicemen in the
military range is acceptable, and for biota it is very
little, despite the fact that the soil contamination
exceeds sanitary standards of Ukraine. So, there is
no need for environmental measures, as there is no
threat to life and well-being of any person or biota.

Tab. 3 Calculating the risk for people and biota at
the territory of IPSC

gaFlercmogenlc risk for people, 562-10°
Non-carcinogenic  risk  for 0.433
people, HI

Risk for biota (a white-tailed 0.45-10°%
eagle), HI

4 CONCLUSION

The environmental risk assessment is a more
accurate  mechanism of assessment of the
environment, in comparison with the established
common sanitary standards and allows taking
decisions in a more flexible way concerning the
objects of the environment. So exceeding of
concentration of metals in soil as compared to
common sanitary standards must testify to the
certain threat for people and biota and necessity of
acceptance of nature protection  measures.
Assessment of risk testifies to absence of threat.
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LESSONS LEARNED FROM MILITARY CYBER DEFENCE EXERCISES

Branislav KULICH

Abstract: Cyber attacks directed against the Armed Forces of NATO member states are on the rise. Range and sophistication
of attacks are constantly evolving, moreover, we have to cope with increasing complexity and dependence on information
technology. Cyber exercises in the military environment play an important role in the process of receiving human knowledge
through experience. Furthermore, this experience is enhanced by synergic effect and competitiveness. This paper describes
practical experience of such exercises in various stages and gives inspiration for future exercises.
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1 INTRODUCTION

Cyber defence exercises (CDX) focused on the
area of information security have become
widespread throughout the world over decades.
Organizations that depend on examining the ability
of individuals and teams in this field are
professionally engaged in their preparation and
organization. Exercises in cyberspace are organized
according to different methodologies. In practice,
their focus might be on defence, offense, or
combination of both techniques.

Cyber exercises are intended to verify the ability
of individuals and teams in an increasingly complex
world of cyber crime. The appropriate form of the
exercise is considered to be a competition among
teams in cyber defence skills.

In developed countries, communities, and
organizations, simple analytical exercises are being
organized even at the level of primary education to
underpin widespread talents in this field.

The essential component in the organization of
cyber exercises is to find a way to deal with today's
international situation in the cyberspace that can be
characterized by rapid development of technology in
the connected world.

The first section describes the Cyber Defence
Exercise Locked Shields 2013 in brief. The second
section presents lessons learned from the
international exercise Locked Shields 2013 from the
perspective of an active participant. The third part
adds lessons learned in general. In the last part of
this paper there are formulated challenges that
should be applied in future military cyber defence
exercises.

2 LOCKED SHIELDS 2013 IN BRIEF

The key characteristics of Locked Shields 2013
(LS13) were as follows:
- Itwas a live, technical, Blue/Red Team exercise:
Blue Teams had to defend networks against
real-time attacks.

- It was an international exercise: 18 organisations
from 15 nations were engaged in preparing and
executing LS13.

- The type of the exercise was a game: the teams
did not represent the real organisations they
worked for during their daily jobs, but they were
placed in fictional roles. A lab environment was
used instead of production networks.

- Over the course of two days the Blue Teams
(BT) had to defend a pre-built network
consisting of roughly 35 virtual machines
against the Red Team's attacks. The
infrastructure was initially insecure and full of
vulnerabilities. To provide feedback to the
teams and measure the success of different
strategies and tactics, Blue Teams were assigned
automatic and manual scores. Each Blue Team
was accompanied by 1 or 2 legal advisors to
encourage and facilitate cooperation,
communication, and understanding among the
technical and legal experts.

- Red Team (RT) members were not competing
with each other. Their objective was to conduct
equally balanced attacks on all the Blue Teams’
networks.

- The White Team (WT) had the responsibility for
preparing the exercise and controlling it during
Execution. The Green Team (GT) was
responsible  for preparing the technical
infrastructure. The Yellow Team's (YT) role
was to provide situational awareness about the
game, mainly to the White Team but also to all
other participants.

- LS13 was organised by NATO Cooperative
Cyber Defence Centre of Excellence in
cooperation with Estonian Defence Forces, the
Estonian Information Systems’ Authority, the
Estonian Cyber Defence League, Finnish
Defence Forces, and many other partners.

Blue Teams from the following
nations/organisations participated in LS13: DEU,
ESP, EST, FIN, ITA, LTU, NATO NCIRC, NLD,
POL, SVK.
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Fig. 1 CDX Locked Shields 2013 infrastructure scheme

3 SVKBLUE TEAM AND LOCKED
SHIELDS 2013

The phases of Locked Shields exercise are
described in the next context.

Blue team training

Virtual grouping

Cyber Defense Laboratory

Skilts Head Hunting ked Shields infrastructure
of the blue tegm
Analyse Topology vs. Defense strategy
issaazien T CEXCISe
AL Action information 5
i gathering Rapid Develapment
= nfigurations
Evaluation
hot w )

brainstorm

£ 30 minuee &, execul analyzing tools
offliny sis
Executiogfof the exeré&igedata problem
2 days Before game execution
analyzed infra

nformation
ng tools and

warming

Fig. 2 Mind Map of the exercise phases

3.1 Information about the exercise

In the first step we were informed that we would
participate in the exercise. We had an access to the
basic information on the specialized website. All
teams had registered and had filled up the names of
individuals who would have the access to the
specific information about the exercise.
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Real infrastructure analysis

From our perspective, we began the analysis.
That was the starting point for personnel pick up and
analysis methods. A lot of essential information was
added during the exercise.

Lesson learned: It is crucial to inform every
member of the team and to familiarize them with all
the information. It is also important to add every
new piece of information during the preparation
phase of the exercise and to ensure that everybody
understands it. The best tools for reaching this aim
are lectures and creative discussions. Mental maps
and brainstorming are another two possibilities how
to manage the team.

Familiarize Brainstorming
every (new) member of
the Blue Team Mind Maps

Understand information

Analyzing Basic Information Communication with Q&A

Lectures

Watch changes Creative discusions

Fig. 3 Mind Map of the ,,information“ phase

3.2 Personnel

Because of experience needs, we created a core
team, which was responsible for analysis and
preparation before the exercise started and in the
latest stages we added another members to execute
the exercise as one big team together.

Lesson learned: It is important to find and obtain
people with these experience:



Science & Military 1/2014

- “Learning the network” — understanding physical
and logical topologies of network;

- System administration and prevention of attacks;

- Monitoring networks, detecting and responding
to attacks;

- Handling cyber incidents;

- Teamwork: delegation, dividing and assigning
roles, leadership;

- National and international
information sharing;

- Reporting;

- Ability to convey the big picture;

- Crisis communication;

- IT legal aspects.

cooperation,

It is beneficial to find some people with “hacker
thinking”. It means generally talented persons with
specialized knowledge of technology . Character of
the members is important as well. The ideal status is
to have people with proven abilities and experience
from other exercises or certificates.

Big picture ability Teamwork

Everybody know
Somebody IT Law
Experienced
Skills
Core team

Head hunting
process

Fig. 4 Mind Map of the ,,human resources* phase
3.3 Virtual groups

Individual players could be either a big
contribution or danger for a team cohesion.
Therefore if the group is bigger, it is important to
appoint a team leader who will be responsible for
fulfilling the goals of the group. Next important
aspect is the plan and its compliance, since the
matter of course is the collaboration of all the groups
together. Another important part is to define the way
how the members communicate, how they use
collaboration tools, how they solve previous aims
set, and how the experienced and well informed
individuals give their knowledge to the younger
members of the team.

Monitoring

i SIEM
Coaching Firewalls
Collaboration IT Legad
Public relations Incident Handling
Systems
Linux Groups . .
Windows Information sharing

10S ..

Team Leader
Feeling

Groups and Goals Collaboration tools

Fig. 5 Mind Map of the ,,virtual grouping® phase

3.4 Seminars and exercises

Before the real game started it was necessary to
define security risks, the participants’ abilities, and
the knowledge areas which were important to be
learned or executed, following the topology of
exercise.

Lesson learned: Licences for commercial
software, educational courses on new technologies
and procedures had to be prepared earlier.
Occasionally individuals explore a new technology
or procedure suitable for implementation, but it is
essential to reconsider the risk of implementation of
such a new procedure in a running exercise. It is
important to find a balance between active and
passive preparation. A valid attitude is to suppose
and think about situations which are expected for the
teams to go through during the game and to prepare
individuals, technology, and information for all the
backup scenarios. Last but not least, it is very
important to have individuals fully focused on their
roles in the teams and do not solve tasks which are
not important for the exercise.

Scenarios
Clear Roles in Balance

Teams Time
Focus Labs

Learning
Theory

Possible situations
New procedures

Topology Team members
Skills
Security risks
Commercial software
Crisis scenarios Licenses

Time of cooperation is important

Fig. 6 Mind Map of the ,,blue team learning
and training® phase

3.5 Preparing the infrastructure

Before the exercise, it was necessary to check all
technologies, to apply planned procedures and
evaluate their effectiveness. To accomplish this, the
most similar systems to the real exercise were used.

Virtual LAB

The ideal status while training for the game is to
have identical infrastructure which will be used for
the real exercise. The most timely-demanding part is
to create the environment identical to the real one in
all the layers. Vulnerabilities are not known during
this part, they can be only supposed. The essential
part is to foresee vulnerabilities of the technology
and possible attacks based on known vulnerabilities.
The virtual lab is an ideal place for testing, checking,
and learning about new technologies. It is the best
place to identify time requirements for separate
processes used in forthcoming real situations.

Lesson learned: It is necessary to build a virtual
lab in a very short time. It is also recommended to
have a backup of the whole infrastructure and to
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consider final infrastructure capacity, and abilities of
all team members.

Virtual servers

During the CDX it is possible to use two virtual
servers. The type and connection depends on the
strategy of the team.

Lesson learned: This is probably the most
important decision of the exercise. Division of the
systems into two groups: Linux and Windows could
be a mistake, because overall functionality and
ability to sustain the attacks is the key factor of
success.

Build in a short time qnot divide by Win & Lin

Testing, checking but strategy oriented
learning technologies

Vulnerabilities

Identical

infrastructure Virtual Servers!

Virtual LAB
Backup Depend on strategy
Snapshots
apld Infrastructure

1
Best place for requirements ap#d team Members !

All Layers

Forensics

Fig. 7 Mind Map of the ,,cyber defence lab* phase

3.6 Determination of topology and strategy of
defence

Depending on the topology of the network,
vulnerabilities of the system, aims of the exercise,
rules, and experience, the technologies which would
be put in the real action were chosen. The
technologies and chosen tools usually have
responsibility for analysis of systems, patch
management, firewall operations, collecting and
evaluating of logs, proxy systems and ips/ids
functionality.

Lesson learned: Some of the technologies are
compulsory and strictly given, so it is significant to
find as much information as possible about them,
train their basic and extended administration
procedures. It is important to measure and see the
dependencies of all Blue Team infrastructure and
logical links to other Blue Teams systems.

Application
layers thinking SIEM
Vulnerability NG IPS / IDS

Analysis
Antimalware
NG Firewalls
System defense
collaboration

Fig. 8 Mind Map of the ,,topology and strategy of
defence* phase
3.7 Development of software,
configurations

scripts and

Detailed infrastructure research, analysis of the
services, risks, development of counter-measures
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was crucial for the next advancement. If standard
and accessible technologies are not sufficient, it is
necessary to develop new ones. Most of the time this
development is connected with automated software
installing, automated collection of necessary
information for analysis of the environment, patch
management, replacement of services, and hardening
of operating systems.

Lesson learned: The most significant added value
of this step is automation of all the processes. The
development should be in “Rapid development”
style with consequent testing in the virtual lab.
Managing of automation processes should take in
account unpredictable mistakes, so it is important to
maintain independence of individual processes. It
could be sometimes useless to test technology many
times, because the failure rate could paradoxically
increase.

Hardening
Service replacements
Incident response

Backups Attacks

Patch vulnerabilities Network and
Focus on Automation systems

Install software behaviour

Information gathering Focus on Visualization sta

Scripts Processes

Test
measure
improvement

Detailed analysis
of infrastructure

Software
Processes dependence

Configurations

Fig. 9 Mind Map of the ,,rapid development “ phase
3.8 Analysis of infrastructure

At that moment, the Blue Team had a two-day
access to the real infrastructure. Not all systems
were active; sometimes a change of configurations
or rules occurred at this stage. It was important to
focus on analysis of services, vulnerabilities, and
software installed in all systems. ldentification of
risks and making effective counter-measures was
possible to perform offline, too, so it meant that it
was not important to collect all information about
the  systems. The key aspect was to check
functionality of the wvirtual servers and the
technologies used for defence, monitoring, and
installation.

Lesson learned: It is necessary to evaluate the
information collected from the systems and services
with all team members. As a result the team should
be given a transparent map of the systems, services,
vulnerabilities, counter-measures and responsible
players. Also some vulnerability reports and
estimation of attack areas should be prepared in
advance. No analysis should be prepared by an
individual member, but always by the whole team.
This phase should be planned precisely and
evaluated on time.
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Defense

Precisely evaluated
Risks

Vulnerabilities and Map of systems

misconfigurations
analysis

Vulnerabilities

Test monitoring
Services analysis

only two days Test own

rapid developed

Enhanced by methods and tools

Brainstorming

Check functionality

Risk analysis
of own Virtual servers

Precisely planned Reports

Fig. 10 Mind Map of the ,,analysis real
infrastructure phase

3.9 Preparation of particular processes and
advancements

Planned advancements depended on the analysis
of environment and the abilities of the players.
Technology, responsibility, time demands, and
alternative procedures had to be clear. Cooperation,
communication channels, and knowledge of all rules
were also necessary.

Lesson learned: The leader should take into
account occasional inevitable absence of key people.
He should be also aware of unfinished processes and
incomplete information and take care of the overload
of the players. The amount of the tasks should be
balanced. It is very time and energy-consuming so it
is necessary to motivate the team, exclude the risks,
and have alternative “backup” solutions at hand.

Rules knowledge Key Players

Alternative procedures
Risks mitigation

Team motivation
Take care

Clear procedures Overloaded players

Cooperation Balanced tasks

Fig. 11 Mind Map of the ,,before game* phase
3.10 Execution of the exercise

First phase — security implementation

The first phase of the exercise lasted 30 minutes.
In that part, the Red Team was inactive and Blue
Teams had to concentrate and follow the steps from
the previous phase. Blue Team had to remove all the
vulnerabilities which they found, implement security
technologies, and connect them logically to the
single net. The control and monitoring of overall
functionality of the system was obvious. This phase
was focused on implementation, patch management,
monitoring of access, collecting and evaluating
security logs, application of proxy servers and
antivirus guards. All failures had to be resolved with
high priority.

Lesson learned: After the real technologies are
put into a scored game, it is essential to check the
accessibility of all the services from an independent
source. It occurs quite often that outwardly

everything seems to be running, but scoring
mechanisms are reporting failures. Discrepancies
have to be resolved with the Green Team as soon as
possible.

Second phase — game

After the introductory phase, the players were
divided into virtual groups. Some individuals were
often included into more groups simultaneously.
Results from monitoring of services and security
logs were basic indicators of incoming attacks on the
infrastructure from the Red Team side. The Red
Team made their attacks according to a precisely
written scenario. Their campaigns were with
different goals: Defacement of web sites, erasing
important  data, installation of  malware,
compromising  operating  systems,  acquiring
inappropriate access to services, denial of services
and security technologies. In this phase the Blue
Team  sent  information  about  detected
vulnerabilities, current attacks from the Red Team
side and denied services to the White Team. The
Blue Team had to comply with requirements about
making actual situation reports, summarization
reports, and reports about the status of congestion of
the Blue Team (stress reports). Media were also
sending enquiries about situation and stating legal
opinions. Legal questions were resolved by legal
advisors of the Blue Team in cooperation with their
IT specialists. The customers and employees of the
simulated organization also sent their requirements.

Lesson learned: The summarization report is
made after each day of the game, so it is good to
write it on the fly. Sending reports and answers in
the last minutes could cause congestion in the tasks.
It is also necessary to monitor the infrastructure and
share information about its current status and
changes which are made continuously. If a problem
occurs, the team leader has to take care of resolving
it quickly. The task congestion in the team is not a
rare situation, so the team leader must be prepared
and make some minor or major team changes if it is
necessary to do that. It is also important to watch all
communication channels and reports about attacks
generated by other teams. After the game day,
evaluation and planning for the next day tactics
should be done.

Malware implementation
0S and services

compromise

Red Team activities DOS attacks

Data manipulation

Check all SLA levels Day evaluation

Remove all vulnerabilities Share information

Troubleshooters Injects

30 minutes Roles and
Red Team inactive . virtual groups
Security 8ame
Concentrate implementation Reporting
players
Precise work Monitoring

Team and individuals
Impement all Safeguards Motivation

Fig. 12 Mind Map of the ,,execution“ phase
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3.11 Evaluation

The final evaluation began the last day and was
realised through conference calls; however, the real
evaluation began only after the questionnaires from
all the teams and players had been sent.

Lesson learned: It is good to take advantage from
the fact that the players bear the progress of the
exercise in their minds and give them a task to write
the feedback. It is also useful to have some questions
prepared in connection with the aims of the exercise
and to make evaluation of these questions
individually and with the entire team as well. Every
player expects a feedback. Therefore it is important
to formulate and write down the lessons learned
document reflecting evaluation of the exercise and
suggestions for the next improvement as well as to
prepare the final evaluation report together with the
official after action report. As a result, the team gets
a package of technologies, processes, activity reports
of players, virtual teams, and the whole Blue Team
activity record. Studying activity reports of other
teams and technologies could be a contribution as
well. It is inevitable to have full support from
superiors, to attract their attention and to present
final results with suggestions and improvements for
the future.

Exercise
Lessons Learned After Action Report
methodology
Individuals
and Team
Brainstormed
Feedback

Hot wash up

Early prepared
feedback forms B
Future improvement

Fig. 13 Mind Map of the ,,evaluation* phase

4 LESSONS LEARNED IN GENERAL

In the previous parts of the article there were
described the lessons learned from individual phases
of the exercise, but there is still a need to contribute
other important facts.

4.1 Red Team

In practice it is known that creating information
security requires education and experience. Every
technology, whether simple or not, requires a lot of
penetration tests. The ideal case would be to have
a specialized red team, which could test the
effectiveness of our defensive mechanisms. But this
requires the highest level of security knowledge,
which contains the area of wvulnerabilities and
exploits, programming one-purpose malwares,
botnets management, campaigns, and social
engineering. Every organization should have such
a team available. The best security experts should be
some previous members of the Red Team, because
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they can easily see the weakest parts of the
organization or its infrastructure.

4.2 Exercises

Cybernetic exercises form the base for checking
functionality of security teams, methods, and tools.
Apart from defence exercises, there are also attack
exercises organized worldwide, or exercises which
combine both — attack and defence. Besides all the
technical and practical exercises, the organizations
can also join process exercises, which should check
processes of collaboration and cooperation among
organisational, national, and international units. Also
interesting types of competitions are competitions
organized with the aim to arrange security projects
and solutions based on analytical tasks.

4.3 Social networks of military professionals

Cyber defence is a wide area. Development
moves forward on the attacker’s side and also on the
defence side. Every organization needs specialists
for cyber defence, but there is a problem of how to
obtain them, test them, and deploy them. Finding
suitable candidates is possible through head-hunting
methods, through public competitions in the IT area,
through talent management or through connection of
practice with educational institutions. The aim is to
interconnect specialists and share experience,
knowledge, opinions, and to collaborate on cyber
defence projects.

4.4 The hackers

A hacker is a person who is not interested in
attacking or harming the system. A hacker is
a computer specialist, or a programmer with detailed
knowledge, skills, and information about how the
system works. He can cooperate with the system
and can adjust it. If the team wants to win, it needs
some hackers.

4.5 Next research is necessary

Automation and application of artificial
intelligence in intrusion detection is essential. | see
scope for research in new methods of intrusion
detection on the base of artificial intelligence.
Research and development of new methods help
people respond more effectively to incidents in
cyberspace.

5 CONCLUSION

Cyber defence exercises clearly show that the
power of an individual may be multiplied with
synergy effects during the exercises. Of course, it is
necessary to configure the team properly and to use
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the qualities of individual players. We can create the
right response to the current situation in cyber
security by quality cyber security exercises and
cooperation between individuals and teams.
Spreading the “military hackers” community has
great importance.
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QUALITY VALUE ANALYSIS FROM CUSTOMERS' POINT OF VIEW

Iveta KMECOV A, Robert ZEMAN, Daniel KUCERKA, Monika KUCERKOV A

Abstract: In our contribution we highlight the importance of marketing and its great influence on running a business
successfully. We present some results of the research focused on judging the process of providing quality value in business

field.

Keywords: Marketing. (Quality) value. Customer. Business. Price of a product. Qquality of a service.

1 INTRODUCTION

In each economically developed country, the
economy is based on a system of free enterprise and
free  competitiveness.  These  features  are
characteristic for a market economy. Enterprises
should offer the value to the market with which the
consumer is satisfied. And marketing is the way how
to combat competitors successfully.

Marketing influences all areas of the company.
Its main objective is [1] to meet the needs and
wishes of people . The task of each enterprise is to
find the target consumer, identify its needs, wishes,
present a good product and promote it so that the
customer would accept it at the demanding price.

All businesses should therefore be aware of this
fact. In order to provide the quality they must
employ the people who have high technical,
professional profile and can adapt flexibly to the
constantly changing market situations [2] .

The high quality is a crucial condition for the
existence of some businesses. Therefore, the
enterprises, if they want to survive in a competitive
market and achieve the satisfaction of the customer,
should use the tools of marketing mix in their policy
[3].

It is therefore necessary to monitor, understand
and analyze customer’s needs constantly. Only by
knowing the customer's needs, we can offer the
value to the market. This value is essential in order
to maintain the success and achieve maximization of
the profit.

2 MODERN MARKETING, MARKETING
MIX

Modern marketing, as the Kotler [4] introduces,
should be understood not only as the ability to sell,
but in a new meaning as the meeting the needs of the
customer. Marketing is defined as a social and
managerial process by which individuals and groups
satisfy their needs and desires in the process of
production and change of products and values "[4].

Following this fact, we can say that the success
of the company in the long term is determined by the
company's marketing strategy which is set correctly.
All marketing strategy is based on four basic tools of
marketing mix.
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Marketing mix in the form of “4P>, is based on
the seller. Marketing staff, however, should take into
account the form of a “4C” from the side of the
target customer, making it much easier to determine
the “ 4P « [5]:

- value for a customer,
- customer costs,

- availability,

- communication.

Modern marketing [1], [4], requires from
companies not only the creating of good products at
attractive prices, as well as communication with
customers and listening to them .

3 THE CONSUMER SURVEY AIMED AT
ASSESSING THE PROCESS OF THE
PROVIDING VALUE IN TRADE

From the reasons mentioned above, the research
of customers was realized and it was focused on the
evaluation process of the provided value in trade .

Based on the results obtained from the survey,
we found out the reality and the respondents' views
on the process of delivering value in the business.
The results were obtained by questionnaires.

Objective of the survey

The aim of the survey was to assess the status of
the value provided in the trade through the opinions
and attitudes of respondents and also to predict the
evolution of the relation the business - the customer.

Subject of the survey

- Rated attributes in the shop,

- Consumer’s satisfaction with the provided value
in the shop,

- Opinions and consumer’s demands for the
quality of products and services offered.

Survey sample

The survey was conducted in the months of
February-March 2012. The survey sample consisted
of 150 respondents in total.

It consisted of fourth grade students of study
field, the first and second year of post-secondary
study of Secondary vocational technical school in
Hlohovec, teaching staff (teachers, masters, servants
of economics department) of Secondary vocational
technical school in Hlohovec, fourth grade pupils of
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Secondary vocational technical school in
Hlohovec and fifth grade students of University of
Economics Bratislava (Faculty of Commerce,
Department of Marketing) .

In the Tab. 1, we present the representation of
respondents according to their education and age and
the total number of respondents also expressed in
percents.

Tab. 1 Structure of respondents according to the
schools participating in the survey

School 1 2 3 4 5
18- | Number | 53 0 29 10 92
29 [%0] 57,6 0 31,5 | 10,9 | 100

30- | Number | 15 7 0 0 22

39 | [%) [682[318] 0 | 0 | 100
40- [Number | 9 | 11 | 0 | 0 | 20
49 | [%) [450[550] 0 | 0 [ 100
50- |Number | O | 16 | 0 | 0 | 16
59 | [%] 0 [1200] o | o [100

M | Number | 77 34 29 10 | 150
+F [%0] 51,3 | 22,7 | 19,3 | 6,7 | 100

1 - SVTS student, 2 - SVTS ped. Worker, 3 - SVS student,
4 - EUBA student, 5 - Total

Zastupenie respondentov v prieskumnej vzorke

6,67%

19,33% M a) SOST ziak
m b) SOST ped. pracovnik
c) 505 ziak

md)EUBA Ziak

Partial results of the survey

We present the partial evaluation of the
questionnaire for the assessment of the trade
attributes that make up the value for the customer.
The analysis was based on the percentage
occurrence of respondents’ answers to the items from
the questionnaire.

For illustration with the approval of the survey
contractor (Kmecova, 2012), we present the
evaluation of several items of the questionnaire:

Item 1 What do you think is the most valuable,
according to which things  you make your
purchasing decisions and what attracts you most to
a particular store?

a) goods offered by a company
price, ..),

b) particular company / store / retail chain (you are
happy with a particular brand of trade),

¢) employees of the company (are nice, helpful
advice, ...),

d) services (e.g. supply in houses , customer service

(its quality,

e ) treatment of complaints.

In item 1, we wanted to learn from respondents,
which they believe is the most valuable, according to
what criteria they make their purchasing decisions.
In the Tab. 2, we present the answers of respondents
to the options listed above.

Tab. 2 Expressions of respondents by age group
what they believe is the most valuable, how
they decide when buying and what attracts
them to particular trade

Fig. 1 Graphical representation of respondents (total
M+F in %) according to the schools surveyed

Survey methodology

To implement the survey for finding out the
opinions about the individual attributes constituting
the wvalue for the customer, we used the
questionnaire method.

Hypotheses:
H1: The value for the customer is mostly the goods
which company offers (quality / price).
H2: At least 50 % of respondents consider product
quality as the most important factor when buying.

Organization of survey

Conducting the survey (in the case of Secondary
vocational technical school in Hlohovec and
Secondary technical school in Hlohovec), was
agreed in advance with the school.

Respondents from Economy University in
Bratislava, were randomly selected and contacted on
a voluntary basis.

Answer a) b) c) d) e) f)
18 | Number | 77 10 1 2 2 92
2_9 [%6] 8371109 | 1,1 | 22 | 2,2 | 100
30 | Number | 15 5 1 0 1 22
39 [%] | 682|227 | 46 | 0 | 46 | 100
40 | Number | 18 2 0 0 0 20
4_9 [%6] 90,0 | 100 | O 0 0 | 100
50 | Number | 10 2 4 0 0 16
59 [%] |625|125|250| 0 | 0 | 100
M | Number | 120 | 19 6 2 3 150
+F [%0] 80,0 | 12,7 | 40 | 1,3 | 2,0 | 100

Item 2 How high the shop where you buy most
often meets your expectations? Please evaluate the
individual attributes. Please circle one of the options
(1 - fully meets the expectations, 2 - meets, 3 -
neither meets or not meets 4 - not meets, 5 - fully
not meets).

a) price of products 12345
b) quality of products 12345
c) quality of services 12345
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d) staff 1234
e) appearance of the shop 1234
f)  overall atmosphere of the shop 1234
g) availability 1234

In item 2, we wanted to learn from respondents
how high the store meets their expectations.
Respondents expressed their opinions to seven
attributes of the shop.

In the Tab. 3, we present the answers of
respondents (97 men and 53 women, total 150
respondents who formed an exploratory sample) to
the mentioned attributes in the shop.

Tab. 3 Expressions of respondents (men + women
of all ages) to the item 1, how high the shop
where they do their shopping meets their
expectations

o1 o1 o1 Ol

baton | (DO |d |00

1 |11 ]19]15]19]22]12]40

o o | 2 [69|73[56[45[70]72]61
S 1| £ [ 3 |58[45]|57[46]45[54]36
S [ 4]8]11]20]3]12]11] 9
§ 5 |4 22 9 1|14
= 1|7 13101315 8 |27
s o | 2 [46 49 [37[30[47 4841
S| §|[3]39]30[38[1[30]36]24
@ |4 ]5[7[13]21]8]7][6

5 |31 [1]e6]1]1]3

I. - Number of replies, Il. - Expressed in %, (1 - fully

meets the expectations, 2 - meets, 3 - neither meets
or not meets, 4 - not meets, 5 - fully not meets the
expectations); a) product price, b) product quality, ¢)
quality of service, d) staff, e) store appearance, f)
total atmosphere of store, g) availability of store

Polozka 2
M+Z, celd prieskumna vzorka
ES
>
Q
2
c
(7]
he]
c
Q
Q
w
[
2
b
(]
)
Q
o
a b C d e f g
skala 1

hodnotené atributy v obchode

Fig. 2 Expressions of opinions of respondents (M+F
together - whole survey sample, range 1) for item 2,
how high the shop where they usually do their
shopping meets their expectations
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Fig. 3 Expressions of opinions of respondents (M+F
together - whole survey sample, range 5) for item 2,
how high the shop where they usually do their
shopping meets their expectations

Item 3 When selecting a particular product |
follow the following order of priority (please sort
from 1 to 6, where 1 represents - most important, 6 -
least important).

- price of product,

- brand of product,

- product quality,

- store / shop where to shop,

- impact of marketing communication,
- references from family, friends.

Tab. 4 Expressions of respondents (men + women
of all ages)) on item 3 according to what |
follow in selecting a particular product (1 is
- most important, 6 - least important)

atribaion | P | D[ 9| d 9|0
1[47[25]69| 5[0 4
2553248 5|28

s | % 3[40 (562612 2 [16
9 Slal422]6 [61]14]40
S 5[ 2| 8] 1 [42]51]47
€ 6] 2 7] 0]25]81][35
= 1[31[17]46[ 3 [0 3
p 2372132315
g, 23] fer[17[8 1]
Sl4a[ 3154 [4a]10]27

5[ 15[ 1283431

6| 1| 5[0 175423

I. - Number of replies, Il. - Expressed in %, (1 - fully
meets the expectations, 2 - meets, 3 - neither meets
or not meets, 4 - not meets, 5 - fully not meets the
expectations); a) product price, b) product band, c)
product quality, d) store where | buy, e) influence of
marketing communication, f) family reference.
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Tab. 4 shows the respondents' opinions of the
entire survey sample of 150 respondents on the fact
what they follow when buying a particular product
for them.

From the Tab. 4 we can see that most
respondents (46 %, 69 respondents), consider the
quality as the most important attribute in choosing a
particular product. Price is important (scale 2) for 55
respondents (36.67 %). Brand of product is the third
in order of importance (scale 3) according to the
replies of 56 respondents (37.33 %).

4 CONCLUSION

During the survey the data were obtained by the
questionnaire method. In this article we presented
the results obtained by evaluating the three items for
illustration. The questionnaire included 17 items.
The survey confirmed that the goods is the most
valuable element that decides the purchase (see item
1, Table 2). The same opinion shared men and
women in all age categories. The hypothesis H1 was
confirmed. Based on the results obtained from the
answers of respondents (men and women), we can
conclude that the attributes - the price of products
(a) option, quality of products (b) option, the
appearance of shops (e) option, the overall
atmosphere of shops (f) option and availability (g)
option were on a 1-5 scale, evaluated by men and
women, concerning the highest percentage range,
with the same mark 2 - this means that the business
meets the expectations. (Tab. 3, Graph 2, Graph 3)

The survey also confirmed that regarding the
choice of a particular product and the importance of
attributes (see Table 4) when making purchasing
decisions , among men and women , the quality of
the product plays the major role . If the product is
not good , other attributes such as price , brand , etc.
do not play such an important role in making
decision. According to the opinions of the
respondents, the impact of marketing
communication (advertising on TV, ..) has the least
influence on the purchase of respondents. H2 also
confirmed this fact.

From the above findings of the survey and
analysis we present the following recommendations
for business enterprises:

- regularly seek the views of customers on the
value provided in the store (it is necessary to ask
for the products / services of the firm, it means
which services are customers satisfied satisfied
with, respectively dissatisfied and why),

- through questionnaires , for example 2 times
a year to identify customers” needs,

- publish references and recommendations of
satisfied customers (on the company website,
the company's promotional materials, etc.) -
accept the requirements of customers (if it is
possible) and put them into practice.
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HEALTH SECURITY IN THE EUROPEAN UNION

Frantisek GUBAS

Abstract: Nowadays, at a time when the traditional view of security was challenged by the absence of military confrontation
between states and nations, growing awareness is devoted to other sectors of security. The new phenomena that recently
emerge are public health problems as a threat to security. The most serious problem is considered possible impact of the
spread of communicable diseases and bio-terrorism upon security, particularly upon the stability of state and its armed forces.
At a same time, the impact of health issues upon security of individuals and groups began to be recognized. Outbreak of
pandemic influenza in 2009 spread all over the world proved that it is necessity to pay maximal possible attention to issues of

health security.

Keywords: Security. Health security. Public health. Health threats.

1 INTRODUCTION

After the end of Cold War, with the vacuum
created by the diminishing relevance of the
confrontation between the two superpowers, the
security literature began to address the phenomenon
of the so-called “new threats”. Among these new
threats belong threats to public health and health
security which has become an increasingly
important international issue and has engaged the
attention of national and international security
community. Key issues to this increased prominence
have been the emergence and spread of infectious
diseases such as outbreak of pandemic influenza in
2009, but also other communicable diseases HIV,
SARS or new drug-resistant strains of TB and the
risk of usage of biological weapons, especially bio-
terrorism.

There is of course nothing new about health as
an international issue. Infectious diseases have never
recognized state boundaries or system of
international cooperation attempting to control their
spread. What is different about recent attention to
health issues is apparently successful attempt to
move health beyond social policy and development
of its agenda into realms of security policy. [9]

That’s the reason why United States Department
of Health and Human Services implemented
definition of health security in the National Health
Security Strategy and defines it as a state in which a
nation and its people are prepared for, protected
from, and resilient in the face of health threats.
Health security is fundamentally composed of the
people, programs, and institutions that keep us safe
from outbreaks, terrorism, hurricanes, tsunamis,
earthquakes, biological and chemical threats, and
much more. [3]

Number and unpredictability of health security
threats require devoting entire available sources and
energy to be prepared to cope with public health
concerns. What is more in the future we can expect
initial threats from nontraditional sources, such as
cyber attacks to infrastructure that could pose major
risks to health security.
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2 PLACE OF HEALTH SECURITY
IN THE SYSTEM OF SECURITY SECTORS

Security as a concept is defined differently
depending on approach to this concept by different
authors. Security is in the Act No. 227/2002 Coll.
[11] defined as state in which are maintained peace
and state security, its democratic order and
sovereignty, territorial integrity and inviolability of
state borders, fundamental rights and freedoms and
in which are protected lives, personal health,
property and natural environment.

Similarly division of security into separate
sectors is a subject of discussions. As basic division
of security sectors can be assumed division made by
represents of Kodan School Buzan, Weaver and de
Wilde who divide them into military, environmental,
economic, societal and political. [2] Since
contemporary development tendencies indicate the
need for increase in number of security sectors it is
possible to add to already mentioned as well
additional security sectors. Hofreiter in his
monografy Securitologia [7] states division of
security sectors into military, economic, political,
societal, environmental and informational. The
informational sector add based on development of
global information and communication technologies
and increase in dependence of state and other objects
of political and economic life from information.
Ivanéik [8] went even further and add to already
mentioned sectors also energy sector.

Based on contemporary tendencies we can add
health sector as well, which aims of concern were
until now included under societal sector. That can be
done mainly based on multiplying problems
threatening public health connected with health
security of state, groups or individuals.

Problems of public health as security problem is
as well mentioned in Security strategy of Slovak
republic [1] article 58 where is stated that “SR will
create environment and measures to be prepared to
get know, verify and answer threats of epidemics
and minimize consequences on the citizens and
economy of SR and other states. SR will be also
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prepared for measures on protection against bio-

terrorist attacks.*

Factors that are considered as threats for health
security include:

- threat of global spread of communicable
diseases (AIDS, SARS, H1IN1),

- increase in concentration of chemical and
radiological polluting substances in products
and environment,

- worldwide increase threat in use of biological
weapons (anthrax).

3 EUROPEAN UNION STRATEGIC
FRAMEWORK ON HEALTH SECURITY

At EU level, the legal basis for addressing health
threats is EC Treaty on functioning of the European
Union Article 168, which states that Community
actions shall complement national policies directed
towards improving public health, preventing human
iliness and diseases, and obviating sources of danger
to human health. Accordingly, EU action has
focused on coordinating information and measures
on communicable diseases and substances related to
chemical, biological and radio-nuclear (CBRN)
agents. The EU has established a system for
epidemiological surveillance and reporting of
communicable diseases and it is one of the key
mechanisms for Europe-wide coordination on
diseases between the Member States, the WHO and
relevant public health agencies. This system includes
an Early Warning and Response System (EWRS),
which is formed by bringing into permanent
communication with one another, through
appropriate means, the Commission and the
competent public health authorities in each Member
State responsible for determining the measures
which may be required to protect public health.

At international level, the Commission is also
actively developing and strengthening existing
relationships and collaborations on health security.
The Global Health Security Initiative (GHSI) is an
international partnership of like-minded countries to
strengthen health preparedness and the global
response to threats of CBRN substances and
outbreaks of pandemic diseases. The initiative was
launched by the G7 countries (Canada, France,
Germany, lItaly, Japan, the United Kingdom and the
United States), Mexico and the European
Commission in November 2001. [5]

Necessity for solving of health security problems
is manifested by issuing numerous documents of the
Commission. Mechanism of public health protection
is described in commission staff working document
,Health Security in the European Union and
Internationally“.[5] ,,White book Together for
health: A Strategic approach for EU 2008-2013* [6]
is strategic document which states that member
states have the main responsibility for health policy

and provision of healthcare to European citizens.
However, there are areas where Member States
cannot act alone effectively and where cooperative
action at Community level is indispensable. These
include major health threats and issues with a cross-
border or international impact, such as pandemics
and bio-terrorism, as well as those relating to free
movement of goods, services and people. EU health
strategy defines three strategic objectives fostering
good health in an ageing Europe, protection of
citizens from health threats and supporting dynamic
health systems and new technologies.

The European Union health security framework
addresses three main areas of work including:
- prevention of health security threats,
- preparedness for health security threats, and
- responses to health security threats.

3.1 Prevention of health security threats

In order to address precisely health security
issues such as the prevention and management of
pandemic diseases, the deliberate release of CBRN
substances and other non-specific threats to health,
the Council of Health Ministers set up an informal
Health Security Committee (HSC) in 2001. The
HSC, chaired by the Commission, is made up of
officials from national governments and it has
established a multi-annual work program. The 2007-
2013 Health Program of the European Union has
been the key financing mechanism for projects,
setting up networks and initiatives to support the
work of the HSC. [5]

EU is preparing plan for the next seven years
term named Health Program 2014-2020 which
should be approved in the beginning of 2014. One
of the greatest challenges in this period is expected
to be pandemics and emerging cross-border health
threats. Positive influence on improvements in
prevention of health security threats should have
budget of 449.40 million EUR appointed for Health
program in the period of years 2014-2020. It is 39 %
more than in period of years 2008-2013.

3.2 Preparedness for health security threats

Preparedness is another area where coordination
and cooperation between Member States and the
Commission is crucial to ensure coherent responses
focused on coordination for capacity building to
health threats and cross-sector approaches.

3.2.1 Pandemics

Many European citizens are affected by
influenza every winter. In normal seasonal influenza
epidemic, between 5 and 10 % of the population
becomes ill. Past influenza pandemics have affected
the population with much severe magnitude than

59



Science & Military 1/2014

seasonal epidemics, with attack rates ranging from
10 to 50 %. There were three major pandemics in the
twentieth century: the Spanish flu of 1918-1920 (the
largest; it caused more than 20 million deaths,
perhaps even 50 million deaths worldwide), the
Asian flu of 1957-1958, and the Hong Kong flu of
1968-1969. The progression of a highly pathogenic
avian influenza (HPAI) epidemic from China and
Southeast Asia has given rise to concerns that an
influenza virus might arise again, fully adapted to
human-to-human transmission and capable of
causing millions of deaths and huge economic
damage.

Whilst it is impossible to predict next
pandemic’s onset, health, social and other essential
services are likely to be under severe pressure from
its outset. An influenza pandemic would result in a
high level of public, political and media concern and
will cause, throughout and beyond the pandemic
period, widespread social and economic disruption.
Anxiety, movement restrictions, constraints on
public gatherings, distribution difficulties, great
number of excess deaths are all likely to add to
pressures and disruption to the society.

Effects of the pandemic on societies are
inevitable, but careful preparedness and response
planning can contribute to mitigating the extent
impact. Planning for a pandemic is a complex matter
as there is little knowledge of the likely impact: data
are uncertain and there is a lack of common feature
as well. Based on previous pandemics, expert advice
and theoretical modeling, most  national
preparedness plans are based on planning
assumptions which include attack rate, case fatality
rate, clinical consultations, hospital admissions, rate
of intensive care and work absenteeism.

Considerable progress has been made in recent
years in terms of preparedness for influenza
pandemics and all EU Member States have put in
place national preparedness plans which were tested
in practice during the influenza pandemic (H1N1)
2009. [5]

The 2009 flu pandemic or swine flu was
influenza pandemic involving H1N1 influenza virus,
which originated from previous combination of bird,
swine and human flu viruses further combined with
European pig flu virus. According to latest WHO
statistics the virus has killed more then 18,000
people since it appeared in April 2009, however they
estimate that the total mortality (including deaths
unconfirmed and unreported) from HIN1 is
approximately 284,500 people worldwide. Global
infectious rate was 11-21 % and was lower than was
previously expected.

It is primarily the responsibility of each Member
State to take the measures best adapted to fight
human influenza pandemics. However, no country
can alone face the consequences of a pandemic.
International cooperation is an absolute necessity if
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its impact is to be reduced. In the EU, where there
are no internal borders, additional coordination
measures are necessary. Hence the need for EU-level
action.[4]

The most serious diseases with pandemic
potential identified by WHO are avian influenza,
Ebola, Marburg hemorrhagic fevers, Nipah virus,
SARS and West Nile fever. Alarming come back in
the last quarter of the 20™ century was noted with
cholera, epidemic meningococcal diseases and
yellow fever.

3.2.2 Bio-terrorism

In the aftermath of 11 October 2001, much of
attention to the links between health and security
policy has been focused on perceived threats from
biological weapons, most worryingly as wielded by
terrorist organizations and rogue states what has
been termed bio-terrorism. Renewed concerns over
biological weapons, however, had begun to emerge
in the early to mid 1990s. While selective attacks
using biological weapons have been carried out in
the past, increased potential for causing harm to
mass populations and the relatively low cost of such
weapons are believed to make the weapons
especially attractive to such groups.

Chemical weapons were used in the past for
example chemical agents were firstly used as
weapons by Germany in WWI. Later was used
mustard gas in several wars including British forces
in Russian Civil War of 1919, Soviet forces in China
in 1930s or Spanish and Italian troops in North
Africa. Nerve agents such as sarin were used by Iraq
against its Kurdish population in 1987-1988, Gulf
War in 1991-1992, during attack on the Tokyo
subways in Japan in 1995. [9] Last well known
attack is dated on 21 August 2013 in the Ghouta area
of Damascus in Syria, where chemical weapons
were used against civilians and more than 1,300
people were killed in the attack.

EU security community after these events started
discussions over the need to improve preparedness
and response measures in the event of a major bio-
terrorist attack. It was recognized that EU will not be
able to prevent every bio-terrorism but have to
improve our response to an incident. Much more
effort have to be undertaken to anticipate strategic
targets, improve surveillance, draft contingency
plans, stockpile vaccines and treatments and train
and inoculate health personnel. Once again it is not
possible for any state of EU to solve this problem
alone and therefore it’s necessary to intensify
cooperation between Member States.

3.3 Responses to health security threats

To support activities leading to higher level of
coordination and cooperation was in 2005
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established a general rapid alert system called

ARGUS aimed at:

1. Providing an internal platform enabling the
services of the Commission to exchange, in real
time, relevant information on emerging
multisectoral crises or foreseeable or imminent
threat;

2. Making available an appropriate coordination
process to be activated in the event of a major
crisis;

3. Providing the context to communicate effectively
with citizens and to offer a balanced, coherent
and complete picture of the efforts deployed by
the Commission.

ARGUS complements the other sectoral Rapid
Alert Systems established by the Commission and
operates in the event of multisectoral crises requiring
action at Community level (such as the pandemic
(H1N1) 2009).

The EU has also reinforced its capacity to ensure
a coordinated approach for and support to Member
States in disastrous situations. This cooperation
takes place through the Community Mechanism for
Civil Protection. It is aimed at cooperation and
assistance in civil protection in case of major
emergencies. It facilitates mutual assistance between
Member States if national response capacities
become overwhelmed, and it may include immediate
civil protection and medical assistance.

The 2005 International Health Regulation (IHR),
which applies to the 28 Member States, has created
an international framework to prevent, detect, assess
and provide a coordinated response to events that
may constitute a public health emergency of
international concern. It is important to note that the
IHR calls for solidarity between countries in
detecting and responding to health threats, and this
should be the basis for greater equity in global health
security. [5]

International public health security relies on the
appropriate and timely management of public health
risks, which depend on effective national capacities
and international and intersectoral collaboration.

4 IMPLICATIONS
FOR HEALTH SECURITY REALM

Public health problems are more and more often
considered as threat to national but also international
security. It is therefore task and responsibility of
states as well as international health organizations
and unions to take measures to prevent outbreaks of
pandemics, spread of bio-terrorism or unintentional
releases of chemical, biological or nuclear
substances into environment and their negative
influence on security of states, regions or even
worldwide. It is equally or even more important to
be prepared response to such health security threats
once they occur. Improve preparedness for health

security threats is possible through implementation
of several measures.

One of the most important issues is improvement
in international coordination, cooperation and
collaboration. The knowledge gained by one state
during solving of health security crisis can be useful
for other states with high possibility of same
negative phenomenon appearance. International
cooperation can be organized as cooperation
between two neighboring states, among member
states of unions or organizations to prevent cross-
boarder health threats. New and re-emerging health
security threats are increasingly linked to sectors that
are other than health alone and therefore it’s
important to develop multisectoral cooperation as
well.

The ability to take adequate response to health
security threats is connected with detection of
disease outbreak as early as possible. Strengthening
early warning systems and surveillance is vital as
well as mutual connection and cooperation of
already existing systems of different organizations.

Strengthening of national health systems is
feasible  through  smarter investments and
preparedness of health services to provide health
care in crisis situations. Capacity augmentation of
medical treatment facilities in short period of time is
decisive moment of successful treatment given to
vast number of patient during major threats to public
health. [10]

Implementation of new technologies into health
security that are expected to develop profusely in the
next years and decades will help fight health security
threats more effectively.

In the area of health security research it would be
useful to have closer collaboration both at European
level among Member States’ research programs as
well as worldwide. Attention in research should be
particularly focused on new diseases emerging as
a result of climate and demographic changes.

5 CONCLUSION

Many health security problems from the past,
spread of communicable diseases, intentional or
unintentional release of chemical, biological or
radiological substances or even act of bio-terrorism
reveal the fact that it’s to late to start preparing
reactions for this negative phenomena occurrence
once they happened.

Analyses and experiences proved highly likely
possibility of such events occurrence in the future. It
is therefore of immense importance for EU to take
preventive measures ahead and be prepared for
action once they became reality. This can be fulfilled
through  improvements in international and
intrasectoral ~ cooperation,  coordination  and
collaboration and sharing of information and
experiences on health security threats; strengthening
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and networking of existing surveillance and early
warning systems; implementing new technologies
into health security; closer collaboration in the area
of health security research and strengthening of
national health systems by ability increase capacities
of medical treatment facilities during crisis
situations in short period of time.

Taking of such measures will lead to
improvement of health security of Member States,
all EU but also strongly contribute to international
health security in the world.
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MODELLING OF THE INVESTIGATION OF CYBERCRIME

Josef POZAR

Abstract: The continuing technological revolution in communications and information exchange has created an entirely new
form of crime, cybercrime. Cybercrime has forced the computer and law enforcement professions to develop new areas of
expertise and avenues of collecting and analyzing evidence. The article deals with selected aspects of computer crime with
stress on some ways of forensic investigation of this phenomenon. Some typical ways of committing computer crime with
regard to investigative situations are described here. The process of acquiring, examining, and applying digital evidence is
crucial in the success of prosecuting a cybercriminal. In conclusion the author refers to possible education of the police

officers about computer crime.

Keywords: Computer crime. Models of Digital Forensics Investigation. Event reconstruction. Crime Scene Investigation.

1 INTRODUCTION

Computer technology has advanced by leaps
and bounds in recent years. The widespread growth
of cybercrime has affected nations from all across
the globe. Incidents of cybercrime have caused
extensive loss to a nation’s economy. Loss of
business profits and disruption of government and
other services severely hampers the growth of any
economy.

Attacks on information technology systems are
increasing in number, and sophistication at an
alarming rate. These systems now range from
servers to mobile devices and the damage from
such attacks is estimated in billions of dollars.
However, due to the borderless nature of cyber
attacks, many criminals/offenders have been able to
evade responsibility due to the lack of supporting
evidence to convict them. In this context, cyber
forensics plays a major role by providing
scientifically proven methods to gather, process,
interpret and use digital evidence to bring a
conclusive description of cybercrime activities. The
development of forensics information technology
solutions for law enforcement has been limited.
Although outstanding results have been achieved
for forensically sound evidence gathering, little has
been done on the automatic analysis of the acquired
evidence. Furthermore, limited efforts have been
made into formalizing the digital forensic science.
In many cases, the forensic procedures employed
are constructed in an ad hoc manner that impedes
the effectiveness or the integrity of the
investigation. In this paper, we contribute with an
automatic and formal approach to the problem of
analyzing logs with the purpose of gathering
forensic evidence.

One of the most common sources of evidence
that an investigator should analyze is a logged event
from the activities of the system that is related to
the incident in question. Indeed, having the logs
from all system events during the incident will
reduce the process of forensics analysis to event
reconstruction. However, log analysis depends
largely on the analyst’s skills and experience to

effectively decipher complex log patterns and
determine what information is pertinent and useful
to support the case at hand. Despite the paramount
importance of this aspect, not much research effort
has been dedicated to the automation of forensic log
analysis.

2 COMPUTER CRIME DEFINITIONS

Computer crime, cybercrime, e-crime, hi-tech
crime or electronic crime generally refers to
criminal activity where a computer or network is
the source, tool, target, or place of a crime. These
categories are not exclusive and many activities can
be characterized as falling in one or more category.
Additionally, although the terms computer crime or
cybercrime are more properly restricted to
describing criminal activity in which the computer
or network is a necessary part of the crime, these
terms are also sometimes used to include traditional
crimes, such as fraud, theft, blackmail, forgery, and
embezzlement, in which computers or networks are
used to facilitate the illicit activity.[1]

Computer crime can broadly be defined as
criminal  activity involving an information
technology infrastructure, including illegal access
(unauthorized access), illegal interception (by
technical means of non-public transmissions of
computer data to, from or within a computer
system), data interference (unauthorized damaging,
deletion, deterioration, alteration or suppression of
computer data), systems interference (interfering
with the functioning of a computer system by
inputting,  transmitting,  damaging, deleting,
deteriorating, altering or suppressing computer
data), misuse of devices, forgery (ID theft), and
electronic fraud.

3 DIGITAL INVESTIGATION
DEFINITIONS

Before we describe the investigation process,
we need to define the basic and fundamental
concepts.[2] There are few agreed upon definitions
in the area of digital forensic research, so we will
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clearly state the definitions we are using, even the
most basic ones. Digital data are data represented in
a numerical form. With modern computers, it is
common for the data to be internally represented in
a binary encoding, but this is not a requirement. A
digital object is a discrete collection of digital data,
such as a file, a hard disk sector, a network packet,
a memory page, or a process.

In addition to its numerical representation,
digital data has a physical representation. The bits
in a hard disk are magnetic impulses on platters that
can be read with analog sensors. Network wires
contain electric signals that represent network
packets and keyboard cables contain electric signals
that represent which keys were pressed. A computer
converts the electric signals to a digital
representation. Digital data can be stored on many
mediums and each has different properties that
determine how long the data will reside.

Digital objects have characteristics, or unique
features, based on their creator and function. We
can use the characteristics to identify the data. The
state of an object is the value of its characteristics.
The state of a running computer process changes
every time data is written to its memory.

A digital event is an occurrence that changes the
state of one or more digital objects. If the state of an
object changes as a result of an event, then it is an
effect of the event. Some types of objects have the
ability to cause events and they are called causes.
Digital objects are stored in a physical form and
their state can be changed by both physical and
digital events. An object is evidence of an event if
the event changed the object’s state. This means
that the object can be examined for information
about the event that occurred. However, future
events could cause an object to no longer have
information about past events. Every object is
evidence of at least one event, because there had to
be an event that created the object.

An incident is an event or sequence of events
that violate a policy and more specifically, a crime
is an event or sequence of events that violate a law.
In particular, a digital incident is one or more
digital events that violate a policy. In response to an
incident or crime, an investigation may begin. An
investigation is a process that develops and tests
hypotheses to answer questions about events that
occurred. Example questions include “what caused
the incident to occur”, “when did the incident
occur”, and “where did the incident occur”.

If the object whose state was changed by the
event still exists, then we can examine it for
information about the event and about other objects
that were causes or effects of the event. Therefore,
we can make our previous evidence definition more
specific and state that an object is evidence of an
incident if its state was used to cause an event
related to the incident or if its state was changed by
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an event that was related to the incident. Rynearson
observed, “Everything is evidence of some event.
The key is to identify and then capture evidence
relative to the incident in question.”[3]'

We will use the following definitions of
evidence, which are a little more general and do not
focus on the cause and effect relationship. Physical
evidence of an incident is any physical object that
contains reliable information that supports or
refutes a hypothesis about the incident and digital
evidence of an incident is any digital data that
contain reliable information that supports or refutes
a hypothesis about the incident. It is understood that
an object has information about the incident
because it was a cause or effect in an event related
to the incident.

A digital data has a physical form and physical
evidence can contain digital evidence. Using this
definition, a hard disk is physical evidence and the
sectors and files that contain information about the
incident are digital evidence. The collection of the
hard disk is the collection of physical evidence and
the collection of a digital object from the hard disk
is the collection of digital evidence. The difference
between physical and digital evidence is in their
format and has nothing to do with the type of
incident. We can also have physical evidence for
a digital crime.

With digital evidence, technology is always
needed to process the digital data and therefore the
only difference between a forensic and a non-
forensic investigation of digital data is whether or
not the evidence can be used in a court of law.
A forensic investigation is a process that uses
science and technology to develop and test theories,
which can be entered into a court of law, to answer
questions about events that occurred. In particular,
a digital forensic investigation is a process that uses
science and technology to examine digital objects
and that develops and tests theories, which
can be entered into a court of law.[4]

4 DIGITAL INVESTIGATION PROCESS
MODELS

Each model of cybercrime investigation must
perform those requirements and the following goals
were used to define the model:

- The model must be based on the theoretical
foundations of computing so that existing and
future work in computer science can be used;

- The model must be general with respect to the
technology being investigated so that the theory
will apply to future as well as current
technologies;

- The model must be capable of supporting events
and storage locations at arbitrary levels of
abstraction so that complex systems can be
represented;
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- The model must be capable of supporting
systems with removable storage and event
devices;

- The model must be capable of describing
previous events and states so that all evidence
can be represented.

To define the theory of an investigation, an
investigation must be first defined. The definitions
of a digital investigation, which is more commonly
called computer or digital forensics, are considered
first. This work uses the term digital investigation
because the process being considered is related
more to a crime scene investigation than the
traditional forensic sciences.

A commonly referenced definition of computer
forensics is that it ,,involves the preservation,
identification, extraction, documentation, and
interpretation of computer data.”[5]

The Scientific Working Group on Digital
Evidence (SWGDE), which is a group that was
formed by the directors of federal labs, defines
computer forensics as involving “the scientific
examination, analysis, and/or evaluation of digital
evidence in legal matters”. [6]

The definition of digital evidence is considered
next. Some examples include:

- “Information stored or transmitted in binary
form that may be relied upon in court™; [7]

- “Information of probative value that is stored or
transmitted in binary form"; [8]

- Information and data of investigative value that
is stored on or transmitted by a computer"; [9]

- “Any data stored or transmitted using
a computer that support or refute a theory of
how an offense occurred or that address critical
elements of the offense such as intent or alibi".
[10]

Some of these definitions consider only data
that can be entered into a legal system while others

consider all data that may be useful during an
investigation, even if they are not court admissible.
In general, legal requirements, which are locale
specific, limit the evidence that can be used and
therefore the set of objects with legal value is
a subset of the objects with investigative value. For
this work, a general theory of evidence is used,
which can be restricted to satisfy the rules of
evidence in a specific legal system.

4.1 NIJ Electronic Crime Scene Model

The U.S. National Institute of Justice (NIJ)
published a process model in the Electronic Crime
Scene Investigation Guide. The guide is a first
responder’s reference to different types of electronic
evidence and includes procedures to safely handle
the evidence. The guide is oriented towards those
who respond to the physical crime scene, so
emphasis is placed on the collection process. The
five phases are shown in Figure 1 and are listed
here:

- Preparation: Prepare the equipment and tools to
perform the tasks required during an
investigation;

- Collection: Search for, document, and collect or
make copies of the physical objects that contain
electronic evidence;

- Examination: Make the electronic evidence
,,visible" and document contents of the system.
Data reduction is performed to identify the
evidence;

- Analysis:  Analyze the evidence from the
Examination phase to  determine  the
“significance and probative value";

- Reporting: Create examination notes after each
case.

Preparatio }—{ Collection [— Examination & Analysis —> Reporting

Fig. 1 The NIJ Electronic Crime Scene Guide
has a process with five phases in it for a digital investigation

Preservation | Survey L] Documentation

Search ey Event

A 4

Reconstruction

Fig. 2 The Integrated Digital Investigation Process Model has five phases, that are based
on a physical crime scene process
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The target of the paper was the Collection phase,
so few details of the Examination and Analysis
phases are given beyond lists of data types that may
contain evidence for a certain type of crime. Without
additional research, it was not clear if the
requirements for the Examination and Analysis
phases were different. It could be argued that the
techniques used to reduce data in the Examination
phase are simply a more general form of the
techniques in the later Analysis phase, which
performs data reduction by identifying the evidence
that is significant. If this is the case, then the model
has only a single phase that contains analysis
techniques. There are several other models that have
phases similar to this model, such as the framework
from the Digital Forensic Research Workshop
Research Roadmap [11] and the Abstract Process
Model [12]. Because they are similar, they are not
covered here.

This is because phases in a process model are
created based on the experiences of one or more
investigators and may not be complete for all types
of investigations. An overview of some of the
process models is given in the following four
subsections.

4.2 Integrated Digital Investigation Process
Model

A digital investigation process model based on
the investigation process of a physical crime scene
was also proposed. The model has high-level phases
for the analysis of both the physical crime scene
where the computer was located and the digital data.
The digital crime scene was defined as the virtual
environment created by software and hardware
where digital evidence of a crime or incident exists."”

The high-level Digital Crime Scene Investigation
phase is organized into the same five phases that can
be found in a physical crime scene investigation
[13]. The phases can be seen in Figure 2 and are
described here:

- Preservation: Preserve the state of the digital
crime scene;

- Survey: Search for obvious evidence that is
relevant to the investigation;

- Documentation: Document the digital crime
scene;

- Search: Conduct a more thorough search for all
evidence not found in the Survey phase;

- Event Reconstruction: Reconstruct the digital
events that occurred at the crime scene.

5 AN EVENT RECONSTRUCTION SYSTEM
Unlike the physical world, where an investigator
can directly observe objects, the digital world

involves many indirect observations. The
investigator cannot directly observe the state of a
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hard disk sector or bytes in memory. He can only
directly observe the state of output devices.
Therefore, all statements about digital states and
events are hypotheses that must be tested to some
degree.

Digital investigations, or digital forensics, are
conducted by law enforcement and corporate
investigation teams on a regular basis. Yet, no
formal theory exists for the process. A practitioner in
the field can describe how he recognizes evidence
for a specific type of incident, but the recognition
process cannot typically be described in a general
way.

5.1 An Event Definition

The phases and procedures for a physical crime
scene reconstruction can be applied to digital crime
scenes, but the results present some difficulties
because there is evidence at a digital crime scene
that is not typically used as evidence in a physical
crime. With a digital environment though, the laws
that are equivalent to gravity and forces are the
instructions that make up the operating system and
software. These instructions can be unique to every
computer and may need to be used as evidence
because an attacker may have modified them.

One of the goals of this work is to formally
define the reconstruction process so that
requirements and tools can be developed. Unlike
physical evidence, all digital evidence requires tools
to be used when examining it. This can make
analysis more difficult, but it also has the advantage
that some procedures can be more easily automated.
With a formal model, we can develop requirements
for the process. This section will describe our
abstract model that can be applied to both physical
and digital crimes.

We will now examine events in more detail and
start with definitions. We define digital evidence of
an incident as any digital data that contains reliable
information that supports or refutes a hypothesis
about the incident. Digital and physical objects have
characteristics that help to identify them. The state
of an object is the value of its characteristics, or the
data it contains. An event is an occurrence that
changes the state of one or more objects. A crime or
incident is an event that violates a law or policy.
From our previous definition of evidence, we can
state that an object is evidence of an incident if its
state was used to cause an event related to the
incident or if its state was changed by an event that
was related to the incident. Event reconstruction is
the process of determining the events that occurred
at a crime scene by using evidence characteristics.

In a continuous process, which occurs in the
physical world, we cannot naturally discuss
individual events. Instead, we must transform the
continuous process into an approximate discrete
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process so that distinct events can be determined and
examined. In a computer, events can occur only at
each processor cycle and therefore the code that a
computer executes is already a discrete process.

The roles of objects in events have been
examined in many fields. In physics, objects can be
cause and effects. Artificial intelligence uses the
same concepts, but sometimes uses the term
preconditions instead of cause. Regardless of terms,
we, too, can classify objects with respect to their
roles in events. At the highest level, we can use the
following roles:

- Cause: An object plays the role of a cause if its
characteristics were used in the event. A test for
this role is to identify if the same effect would
have occurred “if the object had not existed”. A
cause object has an influence on the effect;

- Effect: An object plays the role of an effect if its
state was changed by a cause object in the event.

Obijects that are causes may be passive. That is,
they are used in the event, but they are not changed
by the event. If a cause object is changed by the
event, then it is both a cause and an effect object.
From this it follows that if an object is an effect but
not a cause, then it must have been created as a
result of the event. The changes to an effect object’s
characteristics are related to the characteristics of
one or more cause objects.

5.2 Event Reconstruction Process

With our definition of an event and its roles, we
can examine the process that occurs in the event
reconstruction phase. Recall that when the
reconstruction phase begins, the evidence has
already been recognized at the crime scene and
collected. There are five phases in the reconstruction
process:

1. Evidence Examination.

2. Role Classification.

3. Event Construction and Testing.
4. Event Sequencing.

5. Hypothesis Testing.

We will now discuss each of the phases in more
detail. As one of our goals is to develop a model that
can be used to build software tools, we also provide
metrics for each phase. These can be used to
compare different techniques and procedures that are
implemented to perform event reconstruction.

Police agencies worldwide have struggled to
define their role in policing cybercrime and to
understand how to be effective in addressing the
problem. This is partly because these types of crimes
are extremely diverse. The Police of the Czech
Republic consider cybercrime (e-crime) to cover:

All offences where information
and communication technology is:

- Used as a tool in the commission of an offence;
- The target of an offence;
- A storage device in the commission of an offence.

Cybercrime includes traditional offending
facilitated by technology such as telephony, the
Internet and encryption. It also involves computer
attacks. However, it is important to recognize that
the bulk of e-crime we currently see is not attributed
to hackers. In the Czech Republic, e-crime mostly
involves traditional offending with components
having electronic means. This includes trading in
illegal drugs, fraud, harassment and many other
types of criminal activity. Information technology
has particularly influenced some traditional
offending. Most notably, this includes: fraud,
identity theft, organised crime.

However, cybercrime also includes new activity
such as attacks on computers and new opportunities
for crime enabled by electronic systems, such as
services theft and software piracy. Worldwide these
are significant and new problems.

5.3 Investigation of Cybernetic Crime [14]

In the digital forensics investigation practices,
there are over hundreds of digital forensics
investigation procedures developed all over the
world. Each organization tends to develop its own
procedures. Some focused on the technology aspects
in data acquisition, some focused on data analysis
part of the investigation [15].

As many of these procedures were developed for
tackling different technology used in the inspected
device, when underlying technology of the target
device changes, new procedures need to be
developed.

There is a range of methods and procedures
published by investigators of cybernetic crime. [16]
Each criminal act is specific, unique; it differs by its
character, way of committing and concealing the
cybernetic crime. Digital traces are voluminous,
very dynamic, and the crime scene is unknown.
That’s why a complete reconstruction of the crime is
very difficult. We usually need a special software
and hardware to analyze and decipher the digital
traces. On the other hand, this method of
investigating a digital act is influenced not only by
nature and kind of committing, but also by the
investigator as a person who decides to choose
various methods and techniques of investigation.
That is why the investigation of cybernetic crime is
always team work performed by experts in different
professional specializations. The actual investigation
of the cybernetic crime concentrates itself as a rule
on these basic aims:

1. To discover the way in which the intruder
penetrated into the system. This step is usually
divided in three parts:
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a) Selection of possible ways of penetration, i.e.
creation of a working hypothesis and
delimitation of the sphere of the offender’s
activity;

b) Creating a hypothesis how the penetration
happened;

¢) Reconstruction of the penetration avoiding
destruction of traces.

2. The investigator evaluates the data obtained and
interrogates persons for the purpose of evidence.

3. To get useful information in order to retrace the
way of the offender, how he penetrated into the
system, etc. Here the investigator uses classical
methods according to the so-called seven
criminal investigation questions: who, where,
when, what, how, why, with whom.

4. To find the motive of the offender and,
consequently, to find out why he chose this very
subject and what made him to attack the system.

5. To collect further data which enables to reduce
the list of suspects and to take away the thing
(computer and others) under article 79 of the
Criminal Code of the Czech Republic.

From the investigative point of view the most
important things are the cooperation between the
investigator and experts, and the cooperation with
the investigative, prosecuting and adjudicating
bodies, especially with prosecuting attorney and
judge.

6 EDUCATION OF POLICE OFFICERS

The changes in transport technology were as
equally dramatic for Police as they have been and
are with the changing information age. The officers
of the bygone era were challenged; just as we are
challenged today by the crime that is generated or
accelerated through the use of cyberspace.

Continuous training ensures that personnel stay
in touch with current developments of cybercrime.
Such training programs also help the participants in
keeping up to date with modern tools and techniques
for investigating cybercrime.

It is essential that the Infrastructure and other
systems used in the Cybercrime Investigation Cell
also be checked and audited constantly and upgraded
as and when required.

This category refers to investigators and police
officers whose primary focus is not cybercrime but
who are likely to encounter information technology
as part of their work in other areas, e.g. fraud
investigators, child protection officers and
intelligence analysts. It also includes the important
group referred to as “first responders", who must
have enough knowledge and training to avoid
inadvertently compromising important evidence.

In order to deal with these demands,
the  local police officer  will  require:
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Additional training in order to be able to negotiate

through the applicable laws, policy and

procedures relating to the cybercrime dimension
to these reports;

- An understanding of the personal and
organisational impacts of cybercrime in order to
deal effectively with victims;

- A clear set of procedures for the recovery and
handling of technology exhibits, particularly
those requirements that differ from routine exhibit
handling;

- A process of escalating a situation to operational
support personnel where it is a matter beyond
their capabilities. Support is necessary to assist an
officer dealing with an incident with international
connections (e.g., a person defrauded by an e-
business being operated from another country).
Increasingly, an officer will require basic
knowledge to access international police
networks immediately on taking up their
appointment. Perhaps the most obvious example
of this issue was the case of a South Auckland
participant in a chat room who learned from
a correspondent from the United States that they
were planning to use firearms at a local school.
The rapid involvement of the Police and FBI,
together with very sensible communication from
the New Zealander, operated to prevent a very
serious crime. More of this can be expected;

- Materials to publicize the risks of cybercrime, and
effective crime prevention techniques. Examples
of these might be advice to retailers on credit card
scams; advice on how to identify forged or
misrepresented identity documentation
(passports/drivers  licenses  from  foreign
nationals);

- Information systems that enable trend analysis for
cybercrime matters. A weakness in current
reporting of the Police of the Czech Republic is
the inability to categorize offence and incidents as
enabled by a specific technology (e.g. Internet)
and thus crime mapping is constrained;

- Supervisors who are literate and comfortable with
law, policy and practice related to cybercrime,
and an ability to impart a confidence in their
officers to perform in this area; and,

- Support and encouragement (incentives) to
develop officers” skills and engage in the
processing of cybercrime cases;.

- A highly specialized team of cyber experts based

at the Office of the Commissioner to support

districts and Interpol and Europol. Alternatively,
one expert per district.

Local police officers have as much a need to
develop and maintain cybercrime partnerships as do
the policy and development specialists in a police
headquarters.

This reflects the fact that specialist knowledge is
in short supply, and subject to qualifications about
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security and probity, local police should seek out
assistance from any reliable source in their local
community. For example, working with partners in
telecommunications, the  computer  industry,
cybercafés, Internet Service Providers (ISPs), etc.,
can assist Police with their knowledge and skills.

7 CONCLUSION

As can be seen, cybercrime has a major impact
on the economic growth of a nation. Valuable data
is stolen by means of attackers. The various Internet
attacks that have taken place have caused global
losses amounting to billions of dollars. Cybercrime
is a phenomenon whose effects are felt at a global
level.

Certainly, cybercrime presents as one of the
major challenges for the Police of the Czech
Republic. As the information highway expands and
the technology becomes more accessible, aspects of
cybercrime and crime assisted by information and
communication technology will feature in new crime
and crime that might be regarded as traditional
(burglary, theft, robbery, traffic violations, etc.). The
development of technology appeals not only to law-
abiding citizens but provides an unprecedented
opportunity for criminal behaviour. Our officers will
be trained in cybercrime to recognize that
computers, cell phones, cameras, etc., will be
featuring as ‘crime scenes’ in both traditional and
new crimes. The Police of the Czech Republic, with
its focus on community policing, is well placed to
develop partnerships with other government and
business agencies to work towards intervention and
detection.
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