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Vazeni citatelia,

dostava sa Vam do ruk prvé periodikum
SCIENCE&MILITARY monotematicky zamerané na

problematiku  komunikacnych a  informacnych
technologii. Vzniklo  na  zdklade — vyberu
najvyznamnejsSich ~ vedeckych  a odbornych

prispevkov, ktoré odzneli na 4. medzindarodnej
vedeckej konferencii “Komunikacné a informacné
technologie - KIT 2007 v diioch 3. - 5. oktobra
2007 v Tatranskych Zruboch.

Pocetné zastupenie kompetentnych odbornikov
z Ministerstiev obrany Slovenskej a Ceskej republiky
na konferencii potvrdilo, aku dolezitost' prikladaju
implementacii  informacnych a komunikacnych
technologii v ozbrojenych silach obidvoch krajin.
Konferenciu pod zastitou ministra obrany Slovenskej
republiky Mgr. Frantiska Kasického pripravila
a zorganizovala Katedra informatiky Akadémie

ozbrojenych  sil generdla M. R. Stefinika
v spolupraci s  asociaciou  dodavatelov
a  pouzivatelov  vojenskych — komunikacnych

a informacnych systéemov AFCEA Slovak Chapter.

Pocas  troch dni, v dvoch paralelne
prebiehajucich  sekciach, v 64  vedeckych
a odbornych prispevkoch, ktoré odzneli, rezonovali
otazky zdkladného a aplikovaného vyskumu, ale
predovsetkym otdazky implementdcie komunikacnych
a informacnych systéemov v Ozbrojenych silach
Slovenskej republiky.

Pri vybere prispevkov do tohto cisla casopisu
kolektiv recenzentov pod vedenim Dr.h.c prof. Ing.

Jana Chmurneho, DrSc. sa pokusil vybrat

a ponuknut Vam vyber 18 najzaujimavejsich tém,

ktoré odzneli v 7. odbornych blokoch:

e Digitalne spracovanie signalov

o E-learningové technologie a aplikacie

e Informacné technologie - technologie,
technické prostriedky

e Informacné technologie - programovanie,
programoveé prostriedky

o Komunikacné technoldgie - telekomunikacné
siete a sluzby

o Komunikacné technologie - systemy
a technologie

®  Rozvoj a implementacia informacnych
technologii v ozbrojenych silach

Vazeni citatelia, prajem Vam prijemné chvile pri
Citani  tohto  Specidlneho  vydania  casopisu
s mozZnostou rozsirenia si vedeckého a odborného
pohladu do oblasti vyvoja najmodernejsich
komunikacnych a informacnych technologii.

Dear Readers,

You are vreceiving the first issue of
SCIENCE&MILITARY focused monothematically on
communication and information technologies. The
issue contains a selection of most important
scientific and specialist articles and contributions
presented at the 4" international scientific
conference  “Communication and Information
Technologies - KIT 2007 which was held October 3
— 5, 2007 in Tatranské Zruby, Slovakia.

Numerous representations of experts from the
ministries of defense of the Slovak and Czech
Republic confirmed the high degree of importance
these ministries attach to the implementation of
information and communication technologies in the
Armed Forces of both countries. The Conference
was organized under the auspices of the Minister of
Defense of the Slovak Republic Mgr. Frantisek
Kasicky by the Department of Informatics of the
Academy of the Armed Forces of general M. R.
Stefanik in cooperation with AFCEA — Slovak
Chapter.

During three days, in two parallel sessions, in 64
scientific and specialist articles presented, the
problems and questions of primary and applied
research —as well as  implementation of
communication and information technologies in the
Armed Forces of the Slovak Republic were dealt
with.

During the process of selection of contributions
for this issue of the journal the team of reviewers
under the leadership of Dr.h.c. prof. Ing. Jan
Chmurny, DrSc. tried to choose 18 most interesting
topics which were presented in 7 special sessions:

o Digital signal processing

o E-learning technologies and applications

e Information technologies — technologies,
hardware

e Information technologies — programming,
software

e Communication technologies —
telecommunication networks and services

o Communication technologies — systems and
technologies

o Development and implementation of
information technologies in the Armed Forces

Dear Readers, enjoy this special issue of the
Jjournal, which can help you to enlarge you view of
the development of up-to-date communication and
information technologies.

Assoc. Prof. Ing. Marcel Harakal, PhD.
Head of the Department of Informatics of the AAF
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MODELING THE QUANTIZATION EFFECTS IN DIGITAL FILTERS VIA SPICE-
FAMILY PROGRAMS

Dalibor BIOLEK, Viera BIOLKOVA, Zdenék KOLKA

Abstract: The paper describes an unusual approach of employing the SPICE-family circuit simulation programs in a simple
analysis of digital filters, including the quantization effects. For explanation and demonstration, the evaluation version of
OrCad PSpice v.15.7 is used which is available free on the Internet.

Keywords: Digital filter, quantization, OrCad, PSpice, modeling, analysis.

1. INTRODUCTION

The design and subsequent analysis of digital
filters is well supported by MATLAB combined
with the Signal Processing Toolbox. In addition,
owners of the Filter Design Toolbox can easily
include quantization effects in the design. Additional
features are enabled by exporting the designed
realization structures into Simulink.

However, not everyone can avail themselves of
such expensive software tools. That is why the paper
is focused on the analysis of digital filters, including
quantization effects, via the SPICE-family programs,
namely via the evaluation version of OrCad PSpice
from v. 15.7, which is freely available. Compared
with MATLAB, another advantage is the graphical
tool in the form of schematic editor, enabling easy
drawing of filter realization structures with
subsequent analysis of frequency responses from the
input into an arbitrary node of filter structure. This
feature is especially desirable for dynamic range
optimization and scaling. The filter structure is
created by connecting the blocks of delay,
coefficient multiplication, and signal summation.

The techniques of digital filter analysis via
Micro-Cap program are described in [1]. These
procedures were transferable to the OrCad PSpice
program only for idealized analysis, i.e. without
considering the quantization effects. The reason was
the absence of special mathematical functions for
quantization modeling in the OrCad version 10.5
and olders. However, the set-up has changed
beginning with version 15.7. In this paper, methods
of modeling the quantization effects in OrCad
PSpice v. 15.7 are described both for the AC and the
transient analyses of digital filters.

2. MODELING THE QUANTIZATION
EFFECTS IN ORCAD PSPICE V. 15.7

Starting with version 15.7, OrCad PSpice
includes the CEIL, FLOOR, and INTQ functions for
behavioral modeling. The FLOOR function returns
an integer value of the argument [2]. It can be useful
for modeling various methods of data quantization in
fixed-point representation. Three of them are shown
in Fig. 1 [3], [4].

Q) _J
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s

Fig. 1 Quantization methods [3]: (a) rounding, (b) two’s
complement truncation, (c) one’s- complement and sign-
magnitude truncation. Here 3= 27, N is the number of bits
without the sign bit

The (a), (b), and (c) — type quantizations can be
modeled in PSpice via FLOOR and other PSpice
functions as follows:
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O(x)=0 FLOOR(x/6+0.5) (1a) *Digfil.lib - PSPICE library for digital filters

O(x) =8 FLOOR(x/5) (1b) *analysis including the quantization effects

O(x) = SGN(x)6 FLOOR(ABS(x)/9) (1c) *quantization function, rounding

The above methods can be used for modeling the
quantization of the filter coefficients, the input data,
and the arithmetic rounding errors.

A concrete PSpice implementation by the user
function ROUND can be as follows. In this
demonstration, rounding method (a) is used:

func round(x,N)
+{if(N<=0,x,2"(-N)¥*FLOOR(x*2"N+0.5))}  (2)

The number of bits N is defined by a global
parameter. In Eq. (2), the user can discard the
quantization after setting N < 0.

3. IMPLEMENTATION OF BASIC BLOCKS
IN PSPICE

Since the basic circuit variables in the SPICE-
family programs are voltages and currents, the
summing block, the block of coefficient
multiplication, and the block of delay by sampling
period Ts =1/f; can be implemented by controlled
sources. For the popular PSpice program, the E-type
controlled source can be applied:

Summing block:
Esum out 0 value={V(inl)+V(in2)}

Block of multiplying by constant A:
Emul out 0in 0 {A}

Delay block:
Ez out 0 LAPLACE {V(in)} {exp(-s/fs)}

Both constant A4, representing a concrete filter
coefficient, and sampling frequency f; must be
defined as global variables by .param command.

Before the AC analysis of a digital filter
compiled from the above blocks its input must be
excited by an independent voltage source with the
attribute AC = 1. After that, one will observe the
frequency dependence of voltages at the outputs of
respective blocks. With regard to the principal
necessity of solving the linear model, it is necessary
to disable the quantization of filter variables, except
for the coefficients quantization. Full quantization
can be used for the Transient analysis.

It is possible to model the above blocks as
SPICE subcircuits and to assign them schematic
symbols In CAPTURE. We get a powerful tool for
digital filter analysis.

One possible form of simple PSpice library is
given below:

func quant(x,N)
+{if(N<=0,x,2"(-N)*FLOOR(x*2"N+0.5)) }
*quantization function, two's complement
*truncation

;.func quant(x,N)
+{if(N<=0,x,2"(-N)*FLOOR(x*2"N))}
*quantization function, ones' -complement and
*sign-magnitude truncation

;.func quant(x,N) {if(N<=0,x,
+SGN(x)*2"(-N)*FLOOR(ABS(x)*2"N))}

*summing block

*this subcircuit uses global parameter Nsum
*which MUST be defined in circuit file

.subckt SUM inl in2 out params:Nsum={Nsum}
Esum out 0 value={quant(V(in1)+V(in2),Nsum)}
.ends

* multiplier

*this subcircuit uses global parameters Ncoef and
*Nmul which MUST be defined in circuit file
.subckt MUL in out

+params:coef=1 Ncoef={Ncoef} Nmul={Nmul}
Emul out 0
+value={quant(V(in)*quant(coef,Ncoef),Nmul)}
.ends

*delay block

*this subcircuit uses global parameter fs
*which MUST be defined in circuit file
.subckt DELAY in out

Ez out 0 LAPLACE {V(in)} {exp(-s/fs)}
Raux out0 1T

.ends

4. DEMONSTRATION OF PSPICE
SIMULATIONS

The following demonstration will be performed
on the digital filter in Fig. 2 [1]. It is a cascade IIR
8th - order low-pass filter with a cut-off frequency of
3.4kHz and with a sampling frequency of 22.05kHz.
The filter coefficients are given in the PSpice input
file in Appendix. The results of AC analysis are in
Fig. 3. Note that it is necessary to define filter
coefficients by at least 9 bits in order to achieve
therequired characteristic within the entire frequency
range.

The filter impulse response as a result of
Transient analysis is in Fig. 4. The filter coefficients
are quantized to 9 bits. A comparison of two cases is
given, for rounding free arithmetic operation (case
(a)), and for 7-bit quantization of the data (case (b)).
For the case (b), one can observe the parasitic limit
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cycle operation. Note that the waveforms represent
the continuous-time representation of discrete-time

signal. That is why one must allow for the steady-
state values within a concrete sampling action.
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Fig. 2 IIR filter of LP type [1]

Time

(b)

Fig. 4 Impulse responses of filter in Fig. 2 for N,,,,=9 and
(a) rounding free arithmetic operation, (b) for 7 bits

quantization

PROPAGATING TO THE FILTER

5. ANALYSIS OF QUANTIZATION NOISE
OUTPUT

in addition to

Regarding the quantization effects,
coefficient quantization, the ratio of powers of

output and input noises is frequently analyzed.

Denote this ratio as NNR (Noise to Noise Ratio). It is

=7

Ncoef

10 DB (V (out4))

useful to differentiate between two kinds of sources

10KHz

3.0KHz

of quantization noise: noise at the filter input,

generated by

Frequency

and

converter,

analog-to-digital

Fig. 3 Frequency responses of filter in Fig. 2 for several

numbers of bits for coefficient quantization

quantization noise due to multiplying the digital
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filter signals and filter coefficients. In the first case,
the complete filter is placed between the noise
source and the output. In the latter, the transfer path
of noise starts at the output of the appropriate
multiplier and leads to the filter output.

However, the methodology of NNR computation
is identical in both cases. In the first step, we find
the transfer function K(z) between the source of the
noise and the filter output. Then the NNR is
evaluated by means of the formula [5]

NNR = % fz’lK(z)K(z’l Ydz = ;res{z*K(z)K(z*)}

3)
The symbol L represents a curve of integration,
specified as a circle of unity radius, centered in the
origin of the z-domain complex plane. According to
the residue theorem [6], the right-side sum
represents the sum of residua of complex function
within the braces {} in the poles of this function,
which are located inside the curve of integration.

As proven in [7], for Mth-order digital FIR filter,
the NNR is equal to the sum of squares of its
coefficients A;:

NNR = ihﬁ 4)

i=0

In the case of IIR filters or high-order FIR filters,
the computation of NNR according to (4) can be
complicated. In such cases, we can use another
method, which starts from the frequency response of
the transfer path between the source of noise and the
filter output:

£, 12
]\/NR:;IK(J‘)Za’f:]3 [lkHfar — ®

out

The frequency response can be easily obtained
by AC analysis. After that, the simulation program
must compute the mean square of the absolute value
of frequency response within the frequency region
from O to f;/2 or from O to f;, if appropriate.

An economical realization structure of a 15th-
order linear-phase FIR filter is in Fig. 5 [1]. The
sampling frequency is 11025Hz. The filter has 16
"symmetrical" coefficients. In Fig. 5, half of them
are implemented:

a0=0.011932832718619923,
al=0.0043636441772756003,
a2=-0.0081892506039719284,
a3=0.073487283106366652,
a4=0.027003232751724886,
a5=-0.21586100424115826,
a6=-0.14953110748229956,
a7=0.26565882334944552.

Fig. 6 summarizes the results of AC analysis in
the frequency range up to one half of the sampling
frequency. The upper curve illustrates the running
average (represented by the ,,avg™ function) of the
absolute value of the square of frequency response.
According to (5), its value for the frequency fs/2
should be equal to the NNR. The value scanned from
PROBE is 0.291776, which is — within the frame of
all digits above — exactly the same result as those
generated from the formula (4).

The method described is general, enabling a fast
determination of NNR from an arbitrary node of the
realization structure to the filter output.

6. CONCLUSION

The above facilities of digital filter analyses via
the SPICE-family programs have been verified for
many simulation problems. Additional details, e.g.
how to simulate large digital structures via
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Fig. 5 15th-order bandpass FIR filter




Science & Military 2/2007

Scientific papers

evaluation version of Micro-Cap program, etc., are
described in [1].

500m

250m

avg (abs (PWR (v (out) ,2)))
400d

0d

-50 —

-400d:

-100 - -800d
OHz 2.0KHz 4.0KHz

db (V (out)) P (V(out))

Frequency

Fig. 6 Frequency responses of the filter from Fig. 5
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Appendix - PSpice circuit file: IIR 8-th order low-
pass digital filter, full quantization

%

.options ITL4 100

.param

+fs 22.05kHz N 7 Ncoef 0 Nsum {N} Nmul {N}
.param all 1.8880173933198123
+al2 0.99999999999998335
+b11-0.32655932340433669

+b12 0.039446152567426181

+a21 1.2426043302792451

+a22 1.0000000000000131
+b21-0.4147385903741958

+b22 0.15472564825866436

+a31 0.62610036993806006

+a32 0.99999999999999201

+b31 -0.57140840958280426

+b32 0.38161259426751648

+a41 0.3148879700393597

+a42 0.99999999999999423

+b41 -0.77820865449734911

+b42 0.74175331275429501

.param gain 0.0053733804257323015

;Vinin 0 DC 1 AC 1 ;input signal for step
* response and AC analysis
Ein in 0 value={stp(time)-stp(time-1/fs)} ;input
*signal for impulse response
Xgain in inl MUL params:coef={gain}
*stage No. 1
Xz1111 12 DELAY
Xz12 12 13 DELAY
Xbl1l 12 m11 MUL params:coef={-b11} ;the
*feedback path
Xb12 13 m12 MUL params:coef={-b12}
Xsumll inl s11 11 SUM
Xsuml3 ml1 ml2sl11 SUM
Xall 12 m13 MUL params:coef={all} ;the
*forward path
Xal2 13 m14 MUL params:coef={al2}
Xsuml12 11 s12 outl SUM
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Xsuml4 m13 ml14 s12 SUM
*end of stage No. 1
*stage No. 2
Xz212122 DELAY
Xz22 22 23 DELAY
Xb21 22 m21 MUL params:coef={-b21} ;the
*feedback path
Xb22 23 m22 MUL params:coef={-b22}
Xsum?21 outl s21 21 SUM
Xsum23 m21 m22 s21 SUM
Xa2l 22 m23 MUL params:coef={a21} ;the
*forward path
Xa22 23 m24 MUL params:coef={a22}
Xsum22 21 s22 out2 SUM
Xsum24 m23 m24 s22 SUM
*end of stage No. 2
*stage No. 3
Xz31 31 32 DELAY
Xz32 32 33 DELAY
Xb31 32 m31 MUL params:coef={-b31} ;the
*feedback path
Xb32 33 m32 MUL params:coef={-b32}
Xsum31 out2 s31 31 SUM
Xsum33 m31 m32 s31 SUM
Xa31 32 m33 mul params:coef={a31} ;the forward
*path
Xa32 33 m34 mul params:coef={a32}
Xsum32 31 s32 out3 SUM
Xsum34 m33 m34 s32 SUM
*end of stage No. 3
*stage No. 4
Xz41 41 42 DELAY
Xz42 42 43 DELAY
Xb41 42 m41 MUL params:coef={-b41} ;the
*feedback path
Xb42 43 m42 MUL params:coef={-b42}
Xsum41 out3 s41 41 SUM
Xsum43 m41 m42 s41 SUM
Xa41 42 m43 MUL params:coef={a41} ;the
*forward path
Xa42 43 m44 MUL params:coef={a42}
Xsum42 41 s42 outd SUM
Xsum44 m43 m44 s42 SUM
*end of stage No. 4

;.step param Ncoef'list 0 7 8 9
;. AC dec 1000 10 11.025k
.tran 0 5m skipbp

.probe

.inc digfil.lib

.end

Summary: The paper shows that digital filters can be
successfully analyzed via programs, which are primarily
designated for simulating the analog circuits, namely the
SPICE-family circuit simulation programs. By means of
techniques of behavioral modeling, we can include also
the quantization effects into the models of digital filters.

10

The free evaluation version of OrCad PSpice v.15.7 is
used for the implementation. However, one can utilize
other similar SPICE-like programs with proper internal
mathematical tools for modelling the quantization effects.
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INTEROPERABILITA V INFORMACNICH SYSTEMECH

INTEROPERABILITY IN INFORMATION SYSTEMS

Ladislav BURITA

Abstract: In the introduction, the meaning of the term “interoperability* is analyzed. The requirements and
recommendations for achieving the information systems (IS) interoperability are quoted from the European Interoperability
Framework and the recommendation of the US Office of Electronic Government. Predominantly, the aspects of accessibility,
multilingualism, security, privacy, subsidiarity, the use of open standards, the assessment of the benefits of open source
software, and the use of multilateral solutions are highlighted. It is recommended to use the business-centric methodology,
and move to standard mechanisms. To achieve the information systems interoperability, it is necessary to apply the
architectural approaches, particularly the implementation of NATO Architecture Framework in the military environment.
When constructing an interoperable IS, it is suitable to use metadata, and the model-driven and service-oriented architecture.
The current research in IS interoperability is oriented to the semantic WEB, ontologies, information modeling, and
knowledge bases.
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1. UVvOoD

Pojem interoperability je velmi Siroky, jen
v pomickaich NATO je zaznamenano nékolik
definic. V AAP-06 Terminologicky slovnik pojmi a
definic NATO (3 definice):

(1) Schopnost pusobit ve vzdjemné podpore pri plnéni
stanovenych vikolii.

(2)  Schopnost ozbrojenych sil spolecné efektivné cvicit a
pusobit pri plnéni stanovenych vkolil.

(3) Schopnost sil dvou nebo vice zemi vést vycvik,
provadet spolecnd cviceni a spolecné piisobit pri
plnéni stanovenych tikoli.

V ADatP-02 Slovnik NATO - Informacni

technologie (2 definice):

(1) Schopnost systému, jednotek nebo sil poskytnout
sluzby a prijmout sluzby od jinych systémii, jednotek
nebo sil a pouzit takto ziskané sluzby ke zvyseni
efektivity spolecné cinnosti.

(2)  Schopnost komunikovat, zpracovavat programy nebo
prendset data mezi riznymi funkénimi jednotkami
zpusobem, ktery od uzivatele vyZaduje pouze malé
nebo zadné znalosti o specifickych vlastnostech téchto
Jednotek.

»Interoperabilita je, v kontextu rozsahlé aplikace,
schopnost systému/produktu spolupracovat s jinymi
systémy/produkty bez zvlastniho usili
zékaznika/uzivatele. Je to schopnost interakce
a vymény informaci jak uvnitf, tak vné organizace.
Jeji dosazeni je jednim ze zakladnich pozadavki na
systémy podnikové a statni sféry, viz preambule
konference IESA-2007 [1].

Interoperabilita, tj. schopnost interakce mezi
organizacemi a jejich informacnimi systémy (IS),
musi byt feSena  minimaln¢ ve  tfech
oblastech/urovnich: DATA, APLIKACE,
ORGANIZACE. Nejde tedy pouze o problém
informacnich technologii (IT), ale jde rovnéz o
komunikaci a organizacni zalezitosti. Naopak
v otazkach interoperability hraji pravé otazky
organizacni a zejména politické vule rozhodujici
roli.

V clanku jsou zohlednény i poznatky, které autor
ziskal na mezinarodnich konferencich IESA-2007
[1] a ICCRTS-2007 [2], jichzZ se autor ucastnil.

2. POZADAVKYI A DOPORUCENI
K DOSAZENI INTEROPERABILITY

Jednou 2z cest, kterou lze dosahovani
interoperability ovlivnit, je usmériiovani dodavateld,
fesitelli, odbérateld, uzivatell a ostatnich skupin
vydavanim doporuceni. Zvefejni se opatfeni
a zéasady, které bychom méli respektovat, abychom
se snaze k interoperabilit¢ dobrali. V ¢lanku jsou
citovand doporuceni pro European Interoperability
Framework a US Office of Electronic Government.

2.1 European Interoperability Framework

Dokument Evropsky ramec interoperability
(European Interoperability Framework — EIF) [3]
specifikuje doporu¢eni k dosazeni organizacni,
sémantické a technické interoperability. Navrhuje
principy evropské spoluprace ve sluzbach, které by
meély zajistit kvalitni fungovani eGovernmentu.

Na zaklad¢ rozboru politickych a organizacnich
pfedpokladii, na zakladé¢ analyzy technickych a
technologickych ~ moznosti  informa¢nich a
komunikacnich technologii (ICT), vydava EIF 17
doporuceni:

(1)  Administrativa clenskych stati, instituce a agentury
Evropské unie (EU) by mély vychdazet pri tvorbé
viastniho interoperabilniho ramce evropskych sluzeb
eGovernmentu z EIF.

(2) Evropské sluzby eGovernmentu by mély respektovat
principy dostupnosti (Accessibility), vicejazycnosti
(Multilingual),  bezpecnosti  (Security), — ochrany
soukromi  (Privacy), decentralizace (Subsidiarity),
vyuziti otevirenych standardii (Use of Open Standards),
posouzeni prinosu volné dostupného SW (Assess the
benefits of Open Source Software) a aplikaci
multilateralnich resent (Use of Multilateral Solutions).
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(3) Nasazeni sluzeb eGovernmentu je tieba uvazovat
v kontextu organizacni, sémantické a technické
interoperability.

(4) Pozadavky na evropské sluzby eGovernmentu je tieba
posuzovat komplexné, coz by mélo vést kjejich
spravné identifikaci a prioritizaci.

(5) Verejna sprdava, ktera predpoklada implementaci
sluzeb eGovernmentu, by méla analyzovat relevantni
procesy. Méla by schvdlit potiebna interoperabilni
rozhrani (Business Interoperability Interfaces-BII).

(6) Pokud ma byt evropska sluzba eGovernmentu reSena
vice staty, je treba formalizovat vysledna ocekdavani
v podobé smlouvy, napiiklad jako Service Level
Agreement (SLA). SLA by méla zahrnout dotcena BIl a
navic by se méla odsouhlasit bezpecnostni politika
sluzby.

(7) Pro interoperabilni vymeénu datovych prvkii v
evropskych  sluzbach — eGovernmentu  je  tieba
odpovédnymi spravci na ndrodni virovni:

. Zverejnit informaci o odpovidajicich datovych
prveich, jez vymeénu zahrnuji.

. Zaslat na evropskou uroven k odsouhlaseni data
a prislusné datové slovniky. Pritom je treba
vychdzet ze spolecnych datovych prvkii vsech
sluzeb.

. Predat na evropskou turovern k odsouhlaseni
multilateralni mapovani tabulek na schvilené
datové prvky.

(8)  Z hlediska sémantické interoperability je tieba dbadt na
lingvistické trasovani specidlnich pravnich slovnikii,
jez jsou ve sluzbdch vyuzity. Pravni a socidlni ramec
EU predpoklada ekvivalenci smérnic.

(9) Evropské iniciativy smérujici k vyvinuti spolecné
sémantiky na zdakladé XML by mély byt realizované
koordinované a v kooperaci se standardizacnimi
organizacemi. Pritom je tieba respektovat schvdlené
zakladni datové prvky (Core Data Elements).

(10) Do uzivatelského pristupu ke sluzbam (Front-office
Level) se  predpokladd  z pohledu  technické
interoperability zahrnout:

. Prezentaci a vvménu dat (Data Presentation and
Exchange).

. Pristupové rozhrani (Accessibility — Interface
Design Principles).

. Multikandlovy pristup (Multi-channel Access).

. Znakové sady (Character Sets).

. Typ souboru a formaty dokumentii (File Type
and Document Formats).

. Kompresi souboru (File Compression).

(11) Do pozadi fungovani sluzeb (Back-office Level) se
predpoklada  z pohledu  technické interoperability

zahrnout:

. Integraci dat a rozhrani (Data Integration and
Middleware).

. Standardy na bazi XML (XML-based Standards).

. Standardy na bazi EDI (EDI-based Standards).

. Webové sluzby (Web Services).

. Distribuovanou aplikacni architekturu

(Distributed Application Architecture).
Komunikacni sluzby (Interconnection Services).
e Protokoly prenosu souborii a zprav (File and
Message Transfer Protocols).
. Prenos zprav a bezpecnost (Message Transport
and Security).
e Sluzby ukladani zprdv (Message Store Services).
®  FElektronickou postu (Mailbox ACCGSS).
e Adresdrové sluzby (Directory and Domain Name
Services).
. Sitové sluzby (Network).
(12) Aspekty bezpecnosti zajistit na urovni:
. Sluzby bezpecnosti (Security Services).
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. Obecné sluzby bezpecnosti — PKI (General
Security Services).

. Webové  bezpecnosti  sluzby (Web  Service
Security).

. Firewalii (Firewalls).

. Ochrany proti virtium, cerviim, trojskym konum a
e-mailovym ~ bombam  (Protection — Against
Viruses, Worms, Trojan Horses and E-mail
bombs).

(13) Administrativa clenskych stati, instituce a agentury
EU by mely vyvinout a pouzivat spolecnd pravidla
technické interoperability evropskych siti, aplikaci a
sluzeb eGovernmentu. Vychozi pravidla byla vyvinuta
v organizaci Interoperable Delivery of pan-European
Services to Public Administrations, Businesses and
Citizens (IDABC).

(14) Spolecna pravidla technické interoperability by méla
byt vytvorena s respektem na oteviené standardy.

(15) Organizacim a obcanum umoznit vkladat zpravy do
evropskych sluzeb ve svém materském jazyce. Dalsi
alternativou je psani v omezeném rozsahu jazykii (tim
Jje minéna anglictina, francouzstina a némcina).

(16) Ty evropské sluzby, které jsou poskytované pres
portal, musi byt na nejvyssi urovni portalu plné
mnohojazycné, stranky druhé urovné mohou byt
pristupny v oficialnich jazycich a vnéjsi odkazy
s prislusnymi narodnimi webovymi strankami mohou
byt jiz kromé narodniho jazyka jesté alespon v jednom
dalsim jazyce (napriklad anglictiné).

(17) V ostatnich pripadech (nez doporuceni 16) by mél byt
k dispozici prekladatelsky SW, ktery zajisti hruby
preklad do pozadovaného jazyka.

2.2 Doporuceni pro interoperabilitu US Office of
Electronic Government

Nasledujici doporuceni US Office of Electronic
Government [4] jsou navrzena s cilem podporovat
interoperabilitu:

e Business-Centric  Methodology  (Metodika

orientovana na business)

Tato metodika podporuje sémantickou a pragmatickou
interoperabilitu, zaméfuje se na hlavni problémy, na symptomy
integrace. Diiraz je na business experty s vyznamnym zapojenim
zajmovych osob (Communities of Interests - COI). Pouziva
oteviené deklaraéni postupy, tim se zvySuje srozumitelnost,
pristupnost a umoziuje uzivatelské pfizpusobeni slovniki a
modeld v heterogennim prostiedi. Izoluje business piistupy od
technologii, snizuje komplexnost problematiky ¢lenénim do
urovni.

e Move to Standard Mechanisms (Pfejdéte na

standardni mechanismy)

Vyvarujte se nestandardni syntaxi dat. Existuje nepieberné
mnozstvi moznosti popisu dat, kazda z nich ma svoje silné a slabé
stranky. Z hlediska interoperability mutze pusobit tézkosti
zejména konverze dat. V aktudlnich sifovych aplikacich lze
doporucit dvé feseni syntaxe dat:

(1) Mezinarodni standard Abstract Syntax Notation (ASN.1).
(2) Primyslovy standard Extensible Markup Language (XML).

Zaznamenejte sémantiku sdilenych datovych prvki. Rozhrani
mezi participujicimi systémy eGovernmentu zpravidla obsahuji
mnozstvi datovych prvkd. VétSinou neni jednoduché jejich
vyznam pochopit, zejména pokud je syntaxe uvedena ve schématu
XML ¢i definici ASN.1. Vhodnéjsi je forma datového slovniku
podle mezinarodniho standardu ISO/IEC 11179, Information
Technology - Metadata Registries (Informaéni technologie —
Slovniky metadat).

Dokumentujte sluzby rozhrani standardnim zplisobem.
Kromé syntaxe a sémantiky datovych prvku v rozhrani je tieba
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popsat funkce rozhrani, tzn. jak systémy spolu komunikuji.
Jednim ze zplsobll je popis jazykem definovani rozhrani
(Interface Definition Language - IDL); naptiiklad IDL pro
architekturu CORBA (Common Object Request Broker
Architecture). Podnikova sféra se spise orientuje na WSDL (Web
Services Definition Language) nebo ebXML (Electronic Business
XML). Dalsim vSeobecné pfijimanym nastrojem je UML.

Podporujte  sluzby rozhrani pro pfistup k informacim
(Information Discovery), coz je proces vyhledani relevantnich dat
a informacnich zdroji bez prvotni znalosti o téchto zdrojich.
Takové sluzby rozhrani jsou implementovany dle mezinarodniho
standardu ISO 23950 Protocol for Information Search and
Retrieval (Protokol pro vyhledavani informaci a ptistup k nim).
Protokol je bézné pouzivany v tradi¢nich knihovnich systémech.
Sluzba podporuje syntaxi dat dle XML a ASN.1; sémantika dat je
zaznamenana v ISO sémantickém registru (ISO Basic Semantics
Register); sluzba rozhrani je do¢asné v CORBA IDL a WSDL a
je publikovana v UDDI (Universal Description, Discovery, and
Integration).

e Provide Infrastructure for Visibility (Poskytnéte

prehled o infrastruktute)

Sluzby registru obsahuji informace o struktufe, formatu a
definici dat. Zpravidla se jedna o databazovou aplikaci, ktera
umoziuje v datech vyhledavat a zjiStovat vztahy mezi nimi.
Takto je kdispozici ptehled o datech a ma podobu metadat.
Kritickym aspektem sady spolupracujicich sluzeb je pfifazeni
slovnikovych vyznami pojmim metadat (Aligning Vocabularies
Around Concepts) a umoznéni uzivatelim v nich navigovat.

e COI — Communities of Interest (Zajmové
skupiny)

Zajmové skupiny (Communities of Interest - COI) jsou
spolupracujici skupiny uzivatelt, které sdileji spolecné cile,
z&jmy, procesy a pracuji odsouhlasenym zpusobem. Tvoii se
institucionalné ¢i ucelové. Institucionalni COI spolupracuji
dlouhodob¢ a maji za realizované operace odpovédnost, poskytuji
podporu nahodnym situacim a krizovym udalostem. Uéelové COI
jsou pfechodné, sestavované ad-hoc se zaméfenim na nahodné
situace a krizové udalosti. Infrastruktura pro spolupraci musi
vyhovovat obéma skupinam COI.

3. ASPEKTY DOSAZENi{

INTEROPERABILITY

Na vytvaiené IS jsou kladeny stale vysSsi naroky
na stabilitu, bezpe¢nost, pouzitelnost ¢i otevienost.
K uspokojeni pozadavkli na interoperabilitu je
zapotiebi navrhovat systémy s vyuzitim modernich
piistupd a ovéfenych poznatkd. Jednou z klicovych
dovednosti pfi tvorbé IS je spravné rozhodnuti o
architektufe takového systému, volba vhodné
metodiky a technologie. Rozvoj IS je stale vice
ovliviliovan znalostnimi pfistupy.

3.1 Architektury

S architekturami se lze setkat na rizné urovni
abstrakce. Nejvyssi abstrakci v oblasti IS je
Enterprise Architecture. Pfi¢emz Enterprise v tomto
souslovi znamenad souhrn organizaci, které maji
spole¢né cile a jsou postaveny na stejném zaklad¢.
Pod pojmem enterprise si lze pfedstavit organizaci,
podnik nebo jeho soucast (divizi), popt. oddéleni
nebo také skupinu geograficky oddélenych
organizaci majici spolecného vlastnika. Termin
Architektura je definovan rizné, pro nase potieby

vyjdeme ze standardu ANSI/IEEE 1471-2000, kde je

architektura definovana jako ,,Uspofadani systému

vyjaditené v jeho komponentach, vzajemnych

vztazich téchto komponent a vztazich k okoli a

popsané principy urcujicimi jeho navrh a dalsi

rozvoj“.

Enterprise architecture je rovnéz komplexnim
ramcem — Comprehensive Framework, ktery
umozni zvladnuti a pochopeni struktury a chodu
organizace, jejich procesi a informaci pfi
respektovani celkové strategie. Architekturni ramec
je nastrojem pro tvorbu S§iroké Skaly rdznych
architektur, mél by popsat metody navrhu IS jako
soustavu bloki, k tomu by mél poskytnout sadu
technik a nastrojii a spolecny slovnik. Dale by mél
obsahovat seznam doporucenych standardd a sadu
povolenych produktii, které mohou byt pouzity pro
vystavbu téchto blokd.

Enterprise architektura je vychozi pro podfizené
architektury, zejména:

e Organizacni/business architektura - definujici
strategii, fizeni, organizaci a klicové procesy.

e  Architektura aplikac¢ni/softwarovou -
poskytujici detailni pohled na aplikace, které
budou nasazeny, jejich vzajemnou komunikaci a
vztah ke klicovym procesum.

o Technologicka architektura - specifikujici
softwarovou a hardwarovou infrastrukturu,
ktera bude slouzit k nasazeni klicovych aplikaci
organizace.

e Informacni/datovd architektura - popisujici
strukturu a organizaci fyzickych a logickych
datovych prvkll v organizaci a fizeni datovych
zdroju.

Cilem takto Siroce chapaného pojmu architektury
je udrzeni konzistence mezi jednotlivymi
architekturami. Na druhou stranu rozclenéni
architektur je nezbytné z divodu znacné slozitosti
problematiky, zde je nutna specializace a zaméteni
na dil¢i oblasti.

3.2 NATO Architecture Framework

Pro tvorbu C3 (Consultation, Command and
Control) syst¢émti a pro NEC (Network Enabled
Capability) vydalo NATO Architecture Framework
(NAF). NAF specifikuje pozadavky na popis C3
systéml s cilem dosazeni jejich interoperability.
Podle ni je v resortu MO CR vydéna Metodika fizeni
tvorby architektur C3 systému [5].

NAF zahrnuje ¢tyfi zakladni architektury, které
jsou uspotadané dle logického postupu jejich tvorby
- Vychozi architektura (VA), Globalni architektura
(GA), Referencni architektura (RA) a Cilova
architektura (CA), viz Obr. 1. Kazda z architektur je
definovana ze tii pohledii - opera¢niho, systémového
a technického. Ocekava se rozsifeni NAF k zahrnuti
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servisniho piistupu (Service-oriented). Operacni
pohled je uzivatelskym pohledem a lze jim ziskat
prehled o prvcich systému, jejich funkcich a chovani
a je nezavisly na technologii. Systémovy pohled

vymezuje hranice systému a popisuje jeho strukturu
a chovani. Technicky pohled vychéazi z pfijatych
standardii a vymezuje uspotradani technologickych
komponent systému.

Implementace
Casovy uUsel

Globalni architektura

| Vychozi architektura

Rozsa

Referencni architektur:

“Hloubka” — 1 0
(Obsah/Detail) o
(2] <
g |8
)
> |3
o =
= =3
[3)
= ||
—
] (=
) P
=
=
[

Obr. 1 Zakladni typy architektur v. NAF a vztahy mezi nimi

Architektury se tvoii pomoci formalizovanych
Sablon (modeli, vzord, schémat). Z hlediska
interoperability je tfeba, aby se Sablony maximalné
shodovaly sbézné¢ aplikovanymi vzory. Vhodna
podoba S$ablon vychazi predevs§im ze standardu
UML (Unified Modelling Language).

3.3 Metadata, metainformacni systém

Metadata, neboli data o datech, popisuji,
objasiuji, lokalizuji ¢i jinak usnadnuji pfistup
k datim, jejich pochopeni, spravovani a vyuziti.
Pojem metadata je chapan v riznych komunitach
rozdilng. Popisuji informaéni zdroje a jsou uplatnéna
pro pocitacové porozuméni informacim. Metadata
jsou Clenéna na:

(1) Popisna (Descriptive) — popisuji informacni

zdroje pro identifikaci a usnadnéni
vyhledavani. Mohou obsahovat prvky jako
nazev, abstrakt, autofi, kliCova slova.
Strukturni (Structural) — specifikuji, jak jsou
objekty slozeny.
Administrativni (Administrative) — tykaji se
fizeni prace s informacnimi  zdroji
(pfistupova prava, ochrana dat a metadat,
technické detaily o datech).

2
3)

Metadata popisuji relacni databaze (Relational
Database), datové sklady (Data Warchouse),
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souborové systémy (File System), obrazova data
(Image) a pocitacové programy (Program). Metadata
vyznamné pomahaji v uspoiadani elektronickych
zdroja, usnadnuji jejich vyuziti a integraci, poskytuji
digitalni identifikaci a podporuji ochranu a
archivaci. Popis datovych zdroji pomoci metadat
vede k jejich porozumeéni jak lidmi tak pocitaci.
Metadata jsou zpravidla ukladana do centralni
databaze, nazyvané Datovy slovnik (Data
Dictionary) ¢i  Metadatovy registr  (Metadata
Registry), coz v organizaci vede ke standardizaci
dat. V resortu obrany CR byl takovy registr vytvoren
ve spolupraci katedry KIS FVT/UO Brno a
Agentury rozvoje informatiky v ramci vyzkumného
zaméru [6].

Registr je informacni podporou systému
distribuce a spravy datovych prvkd (jednotka dat,
ktera je v daném kontextu povazovanid za
nedélitelnou) a Ciselniki (seznam pfipustnych
hodnot datového prvku, obvykle ve formé dvojice
kédovaného udaje a hodnoty jeho kodu) mezi
jednotlivymi IS resortu MO. Je katalyzatorem
integrace a prostfedkem dosazeni interoperability IS.
V ptedpokladaném Prarezovém IS (PRIS) MO
zabezpeCi centrdlni spravu a jednotné uloziste
metadat. Je provozovan v celoarmadni datové siti za
vyuziti nékterych sluzeb serveri SIS (Stibni
informacni systém).
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Pii analyze a ndvrhu se uplatnil procesni
a architekturni pfistup (nastroje Enterprise Architect
a UML). Byly popsany procesy, specifikovany role
v systému (gestor, spravce, garant, uzivatel),
popsana datova struktura a funkce systému. Registr
predpoklada propojeni na IS vefejné spravy CR a na
NATO (NDAG - NATO Data Administration
Group), kde byl i presentovan a ziskal uznani.

3.4 Modelem fizena a servisné orientovana
architektura

Modelem fizena architektura (Model-Driven
Architecture — MDA) specifikuje 4 urovné navrhu
a realizace SW:

(1) Model nezavisly na poditaci

(Computational-Independent Model - CIM).

(2) Model nezavisly na pocitacové platforme

(Platform-Independent Model - PIM).
(3) Model pro vybranou pocitacovou platformu
(Platform-Specific Model - PSM).

(4) Zdrojovy kod SW aplikace.

Modely se transformuji pokud mozno
automaticky podle standardu QVT (Queries/ Views/
Transformations). MDA je podpoiena dalSimi
standardy, jako jsou UML, Meta-Object Facility,
XML Metadata Interchange, Enterprise Distributed
Object Computing, Software Process Engineering
Metamodel a Common Warehouse Metamodel.

Jednim z hlavnich cilt MDA je oddélit navrh od
architektury a dosdhnout tak lepSi pfenositelnosti
SW aplikaci a dobrého zvladnuti komplexnosti
feSeného projektu. MDA je piistup systémového
inzenyrstvi, ve kterém jsou modely uzity k
pochopeni SW projektu; jeho navrhu, tvorbé a
implementaci, provozovani, adrzbé a modifikaci.

Servisné orientovana architektura (Service-
Oriented Architecture — SOA) je tvofena sadou
sluzeb, které spolu komunikuji. Komunikace muze
vyvolat bud’ pfedani dat nebo mutize zahrnout vice
sluzeb, které spolu koordinuji néjakou aktivitu.
Sluzba je dobfe definovanou samostatnou funkci,
ktera je opakovatelné pouzitelnd, modularni a dobie
ohraniend, odpovidd standardim a tim je
interoperabilni.

Stavebnimi prvky SOA jsou webové sluzby
(WS), tedy bloky SW, jsou dosazitelné v Internetu
(intranetu) a jsou popsané standardizovanym
zpusobem. Automatické skladanim sluzeb, kdy se
kombinuje funkcionalita opakované vyuzitelnych
WS, je vyznamnou vyzvou pro praktické vyuZiti
SOA. Orchestrace WS vyjadiuje kontinualni fizeny
tok volani WS, které lze popsat napf. jazykem WS-
BPEL (Business Process Execution Language).
Sluzby operuji podle definice WDSL — Web
Services Definition Language, kterd je nezavisla na
platformé¢ a  programovacim jazyku. Za

interoperabilnim  rozhrani  sluzby je skryta
implementace sluzby v prostiedi J2EE nebo .NET.
Sluzby napsané v C++  jsou provozovany
v platformé .NET a napsané vjazyce Java na
platformé J2EE. Pro MDA byl definovan v
projektech ATHENA a INTEROP metamodel
PIM4SOA, coz je platformé nezavisly modelovaci
jazyk k podpote SOA.

Uvahy nad praktickym uplatnénim SOA nelze
vést naivnim zpiisobem. Nejedna se pouze o role
tviirce, poskytovatele a ptijemce sluzeb s registrem
UDDI (Universal Description, Discovery, and
Integration). Je nutno vyftesit politiku znovupouziti a
provozovani sluzeb, jejich bezpec¢nost, peclivy popis
sluzeb v datovém slovniku, jejich testovani,
stanoveni garanta za sluzbu apod.

Vétsinou se hovoii pouze o piinosech SOA k
zajisteéni flexibility, transparentnosti, interoperability
a rychlé tvorby SW aplikaci. Ale jiz se méné
zdaraziuje, ze komplexnost takto vytvoreného SW
se nesnizi, naopak dojde k zna¢nému zvyseni. Déle
je nezbytné, aby byla garantovana kvalita sluzeb,
jejich ftizeni a sprava, coz nelze bez silného
centralniho pfistupu zvladnout. Sluzby je tfeba
monitorovat, rozvijet a pfijimat potfebna opatieni.

Mozné feseni nabizi napiiklad HP SOA Centres
[7], sada SW a ramce pro zvladnuti technologie
(Governance Interoperability Framework). Pfinasi
feSeni pro tvorbu politik SOA a jejich praktické
vynucovani, poskytuje datovy slovnik (System of
Records), nastroje zivotniho cyklu sluzeb v SOA.
Umoziuje kvalitni testovani a monitorovani sluzeb,
zajisténi jejich dostupnosti. Uvadi pouzitelnost SOA
z roviny teorie do praktického uplatnéni.

3.5 Sémanticky WEB a ontologie, informacni
modelovani a znalostni baze

Sémanticky web piedstavuje publikovana data na
webu, s pfislusnym kontextem, se strojové ¢itelnou
informaci o jejich vyznamu. Idea sémantického
webu vychazi z potfeby dat obsahu webu jasny
smysl a ucinit zde dostupnd data srozumitelna
strojim. Stroje budou k tomuto ucelu vyuzivat
popisy informaci uvedené na webu, definované
slovniky a ontologie. Ontologie je myslena jako
vymezeni konceptu, tedy zafazeni slova do SirSich
souvislosti - pfikladem takového vymezeni mize byt
popis vyznamu slov ve vykladovém slovniku. K
dokumentim na webu a k dal$im internetovym
zdrojim by mély byt pfipojeny informace, které
budou pro poditate predstavovat podklad pro
vyvozovani vztahl mezi témito informacnimi zdroji.

Predpovidat, jaké sluzby mtze sémanticky web
poskytovat je stejn€ obtizné, jak bylo pfedpovidani v
dobé zrodu webu, kam se vyvine. Celd oblast je
objektem rozsahlého vyzkumu, sponzorovaného
napiiklad z Evropské unie. Velmi obtiznym
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aspektem budovani sémantického webu je vytvoreni
vhodnych ontologii. Tento proces vyzaduje usili
mnoha rozdilnych komunit. Jen tak bude mozno
vytvofit obecné slovniky, které vyuziji systémy
k rozpoznani obsahu webového dokumentu. Nastésti
vytvafeni ontologii nevyzaduje globalni koordinaci,
lze je sestavovat dle prijatych standardd a schémat
s vyuzitim jednotnych jazykt nezavisle.

Ontologie popisuje vSeobecné vyuzitelnym
zptisobem poznanou znalost tak, aby mohla byt
vyuzita a sdilena vmnoha oblastem riznymi
skupinami uzivateld. Tvofi ramec pro unifikaci
riznych hledisek pohledu na informace, obsahuje
pojmy, vztahy a pravidla pro kombinaci pojmul.
Smyslem ontologie je zdokonaleni komunikace mezi
pocitaci, mezi lidmi a pocitati a mezi lidmi
navzajem. Ontologie se z historického hlediska ¢leni
na:

(1) Terminologicke, lexikalni (obdoba

pokrocilych tezaurd; knihovnictvi).

(2) Informacni (rozvinuti koncepénich DB-
schémat - abstraktni nadstavba pro pojmové
vyhledani; zajisténi vys§i arovné kontroly
integrity).

(3) Znalostni (reprezentace znalosti pro umélou
inteligenci — logické teorie).

Ontologie a tedy vyjadfeni vyznamu a obsahu
(sémantiky) predmétné oblasti (domény) vyZzaduje
urcitou formalni definici:

o Trid (Classes): Typy objektd v dané oblasti

e Vlastnosti (Properties): Atributy objektl a

vztahy mezi nimi.

e Pravidel (Axioms): Vyjadieni pravidel a

omezeni tfid a vlastnosti.

e Vyskyti (Instances) vSech vySe uvedenych

konstrukti (voliteln¢).

Obr. 2 znazornuje v logické pyramidé obsah,
prvky a nastroje informacniho modelovani a
znalostnich béazi. V ¢lanku neni prostor na jejich
podrobné vysvétleni, proto budou uvedeny pouze
jejich nazvy s oblasti pouziti:

e XML (Extended Markup Language): znackovaci jazyk,

univerzalni syntaxe dokumentii.

. URI  (Uniform  Resource Identifier): jedinecna

identifikace informacniho zdroje.

. Dublin-Core: Metadatova iniciativa, obsahuje soubor

metadatovych prvkai.

. WSDL (Web Service Definition Language): Jazyk

definovani webovych sluzeb.

. UDDI  (Universal  Description,  Discovery and

Integration): Registr webovych sluzeb.

. RDF (Resource Description Framework): Ramec pro

popis informacnich zdroji.

o XTM (XML Topic Maps): Reprezentace struktury

informacnich zdrojii v podobé Topic Maps.

. SKOS (Simple Knowledge Organisation Systems):

Organizace znalost. systémii.

. OWL (Web Ontology Language): Jazyk pro zdpis

ontologie.

. RDFS (Resource Description Framework Schema):

Popis pouziti RDF pro tvorbu slovnikii.

. SCL (Simple Common Logic): Jazyk logiky 1. Fadu pro

vymeénu informaci.

. SWRL (Semantic Web Rule Language): Jazyk pro zapis

pravidel sémantického webu.

zajmu.
@ Logik

a

o

Omezeni

Pravidla

Ontolo

gie

Typy Atributy

XTM Znalostni

Entity Deskriptory
Metadata
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Dokumenty @ Data
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0

Obr. 2 Pyramida prvkil a nastroji informa¢niho modelovani a znalostnich bazi
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4. PROBLEMY ENTERPRISE
INTEROPERABILITY A VYCHODISKA

Podle [8] nemohou stavajici technologie
dosahnout enterprise datové interoperability, nebot
veskeré nezavisle vytvofené datové modely, vcetné
databazovych schémat, datovych slovnikli, metadat,
taxonomii a ontologii nejsou interoperabilni. Kazdy
ma vlastni pohled, cile a omezovaci pravidla, které
vedou kdivergenci. Obecna praxe ukazuje, Ze
informatici travi zbytecné mnoho casu interpretaci
dat a jejich vkladanim do jinych systému a piipravou
rozhrani k propojeni systémi.

Tvorba rozsahlejSich domén neni cestou k cili,
protoze nikdy nelze zahrnout vse. Se zvétSujicim se
se vyvojafi modelu sjednotili na spolecnych
datovych prvcich. To neni jen dusledkem poctu
tvirct modelu, ale ristem poctu skupin, které
vramci rozsahlé domény maji jind hlediska a
pouzivaji jinou terminologii.

Nasobné mapovani rovnéz neni feSenim. To, co
lze uskutecnit mapovanim datovych modeld mezi
dvéma nebo nékolika malo systémy, to je
neuskutecnitelné v celém rozsahu zajmové oblasti.
Naptiklad v pozemnich silach armady USA je v
architektufe zahrnuto 18 domén, coz by znamenalo
18 x 17 = 306 mapovani. A to se jedna pouze o
pozemni sily, co jesté letectvo, namotnictvo, vnitro,
federalni agentury, koali¢ni partneii a komercni
sféra.

Standardnimi jazyky, jako jsou RDF ¢i OWL, se
neprodukuji interoperabilni data. Jazyky maji mnoho
variant vyznamovych moznosti. Na pocatku
vyjadfovacich moznosti je taxonomie, kterou tvorfi
hierarchie pojmt, z nichz kazdy je podtiidou
obecnéjsiho pojmu. Lidé mohou pojem pochopit
pouze v kontextu, avSak jednoducha hierarchie je
ktomu limitovana. Na konci vyjadiovacich
moznosti lze vyjadiit vice vyznami, dané jazykem
jako je OWL, ale ani tyto jazyky neprodukuji data a
ontologie shodného vyznamu. Konsorcium World
Wide Web (W3C) se sice snazi, ale interoperabilitu
nefesi. Primarné se zaméfuje na standardy
organizace WEBu. Jejich iniciativa v Sémantickém
WEBu je sméfovana na sémantickou interoperabilitu
dat v ramci domén a COL.

Interoperabilita je mnohotroviiova, zejména je
kriticka sémanticka Groven interoperability dat. Na
dobrym standardem interoperability zde muze byt
znakova sada Unicode. Na dalsi arovni je XML
standardnim  formatovacim  jazykem.  Vrstva
ontologii definuje sémantiku dat, ale interoperabilitu
nezajistuje. Dale nad ni jsou vrstvy davéry a
spolehlivosti (Proof and Trust). Pokud pocita¢ najde
aporozumi v sémantickém webu zdroji dat, jeste

bude tfeba pro zamysleny ucel ovéfit, zda lze
nalezenym datim davéfovat.

Soucasné technologie jsou méfeny dle
schopnosti podporovat funkce organizaci. Technické
komunity pouzivaji méfitko Technology Readiness
Level (TRL), coz je aplikovano na Software
Readiness Scale (méfitko pripravenosti SW k

nasazeni) s irovnémi:

(1) Basic principles observed and reported (Dosazeny
zakladni principy).

(2) Technology concept and/or application formulated
(Formulovan koncept).

(3) Analytical and experimental critical functions and/or
characteristic proof of concept (Ovéren koncept
analytickych funkci).

(4) Component and/or breadboard validation in laboratory
environment (Experimentovano a oveéreno
v laboratornich podminkdach).

(5) Component and/or breadboard validation in relevant
environment (Experimentovano a ovéreno v prislusnych
podminkach).

(6) System/subsystem model or prototype demonstration in
a relevant environment (Demonstrace prototypu
v prislusnych podminkdch).

(7) System prototype demonstration in an operational
environment (Demonstrace prototypu v operacnim
prostredi).

(8) Actual system completed and ‘flight qualified’ through
test and demonstration (Systém pripraven po testech a
overenich).

(9) Actual system ‘flight proven’ though successful mission
operations (Systém pripraven k nasazeni).

Podle vyse uvedeného méfitka jsou soucasnymi
technologiemi ty, které spliiuji Groven 8-9, coz jsou
XML, Metadata, RDF a OWL Language. Pfesto
neposkytuji schudné feSeni pro sdileni dat vice
doménami velkych organizaci. Nezavisle vyvinuté
modely nejsou interoperabilni. Velké domény jsou
uvniti interoperabilni, nikoliv vné¢ a znamenaji
nezvladnutelny problém pii dal§im rozsirovani.

4.1 Jak dal v dosaZeni enterprise datové
interoperability?

Kandidati  technického  feSeni  enterprise
interoperability byly provéfeni pracovni skupinou
Cross Domain Semantic Interoperability. Jedna se o
jednoduché upper ontologie, jako jsou SUMO,
DOLCE, OpenCyc, BFO. Upper ontologie (Top-
level ¢i Foundation) jsou pokusem o vytvofeni
ontologie, ktera by popsala obecné pojmy, jez jsou
napti¢ doménami shodné. Mnozina doménovych
ontologii bude pfistupna prostiednictvim upper
ontologie, ¢im mulze byt vytvoiena interoperabilni
infrastruktura.

V SUMO (Suggested Upper Merged Ontology,
napiiklad na http://ontology.teknowledge.com/) je
mapovano na vSech 100000 pojmi slovniku
Wordnet. Velké organizace, jako je ministerstvo
obrany ¢i federdlni vlada by mély standardizovat
potiebné upper ontologie a pak vyvinout ¢i mapovat
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standardni doménové ontologie v logistice,
personalistce, akvizicich, 1ékafstvi, ...

Dalsimi kandidaty byla sada mapovanych upper
ontologii. Teoretici namitaji, ze nelze vytvofit
jedinou upper ontologii, aby vyhovovala vSem
systétmim. Hovofi o sadé ontologii se silnym
mapovanim (asi 5).

5. ZAVER

Cilem ¢lanku  bylo  nastinit  problémy
interoperability IS a nazory na jejich feSeni.
Z obecnych hledisek lze odvodit pozadavky na
interoperabilitu v ramci NEC. Jedna se komplexni a
komplikovany problém, jehoz zvladnuti je velkou
vyzvou pro vyzkum, technologie, ale i pro politiky.
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Summary: The article is aimed at outlining the IS
interoperability problems and suggesting their solutions.
From general aspects, the demands for interoperability can
be derived within NEC. It is a complex and complicated
problem, the managing of which poses a great challenge
for research and technologies, as well as for politicians.
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NEW FILTERS FOR DISCRETE WAVELET TRANSFORM
IN THE JPEG2000 STANDARD

Marcel HARAKAL, Cubomir DEDERA, Julius BARATH

Abstract: This article presents an application of the discrete wavelet transform in image compression with the JPEG2000
standard. The article also presents properties and some aspects of realization of the discrete wavelet transform as the base
transform method in the JPEG2000 standard. Properties of the discrete wavelet transform are derived from results of
experimental verification of filters used by the discrete wavelet transform.

Keywords: discrete wavelet transform, image compression, JPEG2000, FIR filter.

1. INTRODUCTION

In the last decade the wavelet transform (WT)
[1] belongs to important theoretic and practical
tools for developers and research workers. Its
application areas include data processing and
analysis, but first of all data coding, data
compression and image processing. The roots of the
WT can be found in the first half of the 20th
century, but its practical utilization has begun after
derivation and realization of the fast calculation
algorithm [4] which uses quadrature-mirror filter
(QMF) banks with finite impulse response (FIR).
The main problem in selected application areas
which utilize the WT (e.g. image compression) is
the right choice of FIR filters [3].

Important properties of the WT in coding and
compression areas are also utilized in compression
standards like JPEG2000 and MPEG4. These
standards are using the WT as the basic
transformation method in the data preprocessing
stage. Despite of the fact that the present standards
recommend for WT realization certain types of FIR
filters, it is possible to use any other filter types,
which allow to reach marvelous results in image
compression — higher quality of the reconstructed
image.

2. STANDARD FOR STATIC IMAGE
COMPRESSION JPEG200

Nowadays JPEG2000 [2] is the most frequently
used standard for static image compression. This
standard is not optimized only for effective image
compression but also for its scalability and
interoperability in telecommunication networks
including cellular phone networks. The most
significant features of JPEG2000 (in comparison
with the previous JPEG standard) are:

e higher effectivity of lossy and lossless (200:1)
image (black and white, gray, color)
compression (with lossless decompression
available in all types of computation),

e progressive transmission with the possibility to
manage a resolution,

e possibility to choose a region of interest, for
coding,

e continuous and by-level compressions,

e state-of-the-art low bit-rate compression
performance,

e ownership protection by using watermarks and
cryptography,

e option to add additional data (e.g. for a
display).

In the terms of realization JPEG2000 is
fundamentally more complicated than the JPEG
standard. The coding process, using JPEG2000
method, can be divided into three steps:
preprocessing, compression, and forming the output
data stream [3, 5]. The JPEG2000 coder uses a
similar block structure as the JPEG coder, but the
discrete cosine transform (DCT) block is replaced
by the discrete wavelet transform (DWT) block.
The image decomposition using the DWT is
realized into space oriented channels and it is
represented by coefficients of image details and
approximation with various directions.
Quantization and coding is realized in bit-layers
(code blocks). Entropy coding is based on
arithmetic coding instead of Huffman coding. The
output data stream created by the coder in the
compression process is processed and saved as a
file with new structure. The realization progress of
color image compression with the JPEG2000
method can be seen in Fig. 1.

3. DISCRETE WAVELET TRANSFORM

The wavelet transform is a relatively new
method of applied mathematics with the first
experiments dating back to the the years 1982 and
1984. In spite of the fact that the first works
connected with the definition of the WT can be
found in the beginning of the 20™ century (1909,
the definition of the Haar basis), its practical usage
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Original YCbCr
RGB Transform

Wavelet Progressive Entropy
Transform Coding Coding

Fig. 1 Realization progress of image compression using JPEG2000 method

have been established by A. Grosmann and J.
Morlet, who studied the continuous WT, with the
definition of the notion “wavelet” as the base
structural unit in the function decomposition (1).
This transform decomposes the signal into function
sets, which basis is the parent wavelet function
w()eL’(R). Let the function y(f) be a wavelet
function, along with the function A7) € L*(R). Then
the continuous wavelet transform (CWT) of the
function f{¢) is denoted by WT(a,b): (0,0)xR — R
and defined by the formula

WTf(aab)=% If(t)w(% LM

where aeR’, beR. Because the coefficient a
represents scale and b time-shift, the representation
presented here is also called the time-scale space.
The continuous wavelet transform is highly
redundant representation, uses scale and time-shift
factors a, beR, a>0 and the realization of effective
algorithms must implement their discretization. The
formula (1) is not applicable for numerical
computing, because it always contains the
continuous variable ¢#. One alternative to eliminate
this problem is the usage of discrete functions and
the substitution of the integral with the summation.
A simple solution is to substitute a=2, b=1 with the
unit sampling frequency. The formula (1) can be
then rewritten as

w(m,n)=2""2%" f(kw (2 "k-n), @
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where k, m, neZ.

Filter banks Decimator

HO(Z) am
am.1 Coefficients
Hi(z) —>

a) Decomposition of discrete signal

Interpolator  Filter banks

Add operation
am GO(Z)
y
Coefficients () X2 [ am1
A
A '. * Gi2) Multiply
operation

b) Composition of discrete signal

Fig. 2 Technical realization of discrete signal decompo-
sition and composition

The practical computation of the discrete
wavelet transform (DWT) by the formula (2) is
possible, but it is not effective, because with
acending m the count of the samples of the discrete
function w excessively increases. Therefore, the fast
Mallat algorithm [4] is used for numerical
computations, which is based on the application of
FIR filter banks, which were derived for subband
coding. The use of proper combinations of filter
banks (Fig.2) allows executing the signal
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decomposition and composition with the arbitrary
deepness of decomposition. Then it is possible to
use the obtained image detaild,, and the
approximation a,, coefficients for realization of the
designed compression method. An image in the
transformed space, generated by the coefficient

Tab. 1 Parameters of filters bank for realization DWT

sets, is of the same size as the original image. The
transform coefficients obtained in the form of a
hierarchical tree and pyramidal structures represent
gross image approximation and detailed images
with different resolution and different spatial
operation.

Filter name Type Coefficients (in order 0, £1, £2 £3 )
H, |1
Integer (1/3
nteger (1/3) H, |1,-12
H, |6/8,2/8,-1/8
Integer (5/3) H, [1.-12
. H, |0.602949, 0.266864, -0.078223, -0.016864, 0.026748
D h bl bl bl bl
aubechies (O/7) 11 171 115087, -0.591272. -0.057544. 0.091272
CRF (13/7) Ho, |162/256,80/256,-31/256, -16/256, 14/256, 0, -1/256
H, |1,-9/16,0, 1/16
H, |348/512, 144/512, -63/512, -6/512, 18/512, 0, -1/12
1 1 b bl b bl bl bl
Swelden (13/7) H, |1,-9/16,0, 1/16
Flozt (9/7) H, |0.852699, 0377402, -0.110624, -0.023849, 0.037828
H, |0.788486, -0.418092, -0.040689, 0.064539
1 |0.76725,0.38327, -0.06888, -0.03348, 0.04728, 0.00376,
Float (13/11) ’ ]-0.00847
H, |0.83285,-0.44811,-0.06916, 0.10874, 0.00629, -0.01418
H, |1.06066,0.353553,-0.176777
Float (5/3) - - -
H, [0.707107,-0.353553
H, |0.994369, 0.419845, -0.176777, -0.066291, 0.033146
Float (9/3)
H, |0.707107,-0.353553

= g .
Fig. 3 60% image compression ,,Landscape* with filters: a) Int

eger 1/3, b) Float

9/7
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4. EXPERIMENTAL VERIFICATION OF
FILTERS FOR REALIZATION OF DWT

In the design of a system realizing the DWT the
selection of filter banks (Tab. 1) is the determining
factor, which influences the quality of image
processing [3]. In the JPEG2000 method the filter
type selection can be realized by the mode chosen:
lossy and lossless. In the case of the lossy mode,
convolution filters are used.

In the case of the lossless mode, DWT is realized
on the base of a ,lifting” algorithm, which
decomposes the filter function on linear partition.
Usually, filter banks which are based on wavelet

smoothness,
invariance,

function properties (orthogonality,
zero moments count, translation
definitiveness and regularity) are used.

In the JPEG2000 method it is recommended by
the norm to use the integer 5/3 filter for lossless
compression and the Daubechies 9/7 filter for lossy
compression. For DWT realization, the Daubechies
10/18 filter, 6/10 filter, Swelden 13/7 filter, integer
2/6 filter, 2/10 filter, float 5/3 filter, 9/7 filter, 9/3
filter, 13/11 filter can be also applied. In the way the
filter places the value and parity the realization of
the methods are fundamentally different. The
preferred methods are those with impair filters,
because of their less complicated realization.

Tab. 2 Values PSNR in dB for image ,,Landscape‘ with various compression value

Filter type Compression [%]
10 20 30 40 50
Integer (1/3) 29,01 24,89 21,62 19,70 17,47
Integer (5/3) 31,89 26,52 22,92 20,64 18,94
[Daubechies (9/7) 29,77 23,57 19,82 18,04 15,60
CRF (13/7) 30,54 24,60 21,75 19,62 18,29
Swelden (13/7) 20,35 19,99 19,45 18,46 17,29
Float (9/7) 38,15 33,66 31,39 29,99 28,98
Float (13/11) 35,27 32,23 30,31 29,11 28,21
Float (5/3) 38,16 34,01 31,92 30,60 29,59
Float (9/3) 38,37 34,23 32,14 30,84 29,84
Filter type Compression [%]
60 70 80 90 100
Integer (1/3) 15,63 14,51 13,80 12,65 12,98
Integer (5/3) 17,63 15,88 15,19 15,13 14,88
[Daubechies (9/7) 15,28 14,90 14,38 14,21 13,80
CRF (13/7) 16,20 15,01 15,03 14,89 14,65
Swelden (13/7) 17,12 16,55 15,16 13,85 13,37
Float (9/7) 28,25 27,65 27,14 26,75 26,37
Float (13/11) 27,47 26,92 26,47 26,07 25,69
Float (5/3) 28,89 28,36 27,91 27,54 27,16
Float (9/3) 29,10 28,57 28,14 27,75 27,38

We have experimentally verified impair filter
properties on a set of multilayer gray images.
Depending on the compression level settings and
filter types we measured the quality of the
reconstructed images by the Peak Signal to Noise
Ratio (PSNR) in decibels (dB). The results of both
experiments (e.g. table 2 and 3) have shown the best
properties of the impair float 9/3 filter.
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5. CONCLUSION

In the article properties and some aspects of the
realization of the DWT as the base transformation
method in the JPEG2000 standard are presented. It
also includes an experimental verification of the
properties of impair FIR filters designed for the
realization of the DWT. The experimental results



Science & Military 2/2007

Scientific papers

on a set of multilayer gray images show that the
float 9/3 filter has the best properties within the
examined set of impair FIR filters. This important
result means higher quality of reconstructed image

in comparison with the recommended Daubechies
9/7 filter. Therefore it is possible to take this fact
into consideration in the realization of the DWT
within the JPEG2000method in the lossy mode.

Fig. 4 90% image compression ,,Flower” with filters: a) Swelden 13/7, b) Float 9/3

Tab. 3 Values PSNR in dB for image ,,Flower” with various compression value

Filter type Compression [%]

10 20 30 40 50
Integer (1/3) 29,89 24,18 20,93 19,81 19,18
Integer (5/3) 32,14 26,51 22,82 21,32 19,27
Daubechies (9/7) 29,74 22,96 20,59 18,31 17,82
CRF (13/7) 28,48 24,82 21,64 19,14 18,06
Swelden (13/7) 17,12 16,66 16,06 15,25 14,90
Float (9/7) 39,15 35,48 33,60 32,30 31,34
Float (13/11) 33,06 31,70 30,67 29,87 29,18
Float (5/3) 39,38 36,09 34,33 33,18 32,25
Float (9/3) 39,64 36,33 34,61 33,47 32,56

Filter type Compression [%]

60 70 80 90 100
Integer (1/3) 18,41 17,04 16,22 16,35 16,36
Integer (5/3) 18,10 17,96 17,75 17,63 17,39
[Daubechies (9/7) 17,49 17,37 17,31 17,24 17,22
CRF (13/7) 17,86 17,43 17,25 17,16 17,17
Swelden (13/7) 14,33 13,99 13,83 13,73 13,65
Float (9/7) 30,58 29,90 29,33 28,88 28,42
Float (13/11) 28,65 28,18 27,74 27,35 27,03
Float (5/3) 31,50 30,89 30,38 29,99 29,55
Float (9/3) 31,78 31,17 30,67 30,26 29,86
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Summary: The article presents an application of the
discrete wavelet transform in image compression with the
JPEG2000 standard. The article also presents properties
and some aspects of realization of the discrete wavelet
transform as the base transform method in the JPEG2000
standard. Properties of the discrete wavelet transform are
derived from results of experimental verification of filters
used by the discrete wavelet transform. The experimental
results on a set of multilayer gray images show that
the float 9/3 filter has the best properties within the
examined set of impair FIR filters. This important
result means higher quality of reconstructed image
in comparison with the recommended Daubechies
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9/7 filter. Therefore it is possible to take this fact
into consideration in the realization of the DWT
within the JPEG2000 method in the lossy mode.
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ACCURATE SIMULATION OF SWITCHED SYSTEMS USING VHDL-AMS

Zden&k KOLKA, Dalibor BIOLEK, Viera BIOLKOVA

Abstract: The paper deals with behavioral modeling of switched systems with discontinuities. The purpose of such models is
to obtain the first-order effects to verify analytic calculations or to increase simulation speed. Traditional algorithms for the
time-domain analysis implemented in Spice-class simulators are based on the assumption of smoothness and continuity.
Abrupt changes of system parameters or even discontinuity during switching cause numerical errors. The VHDL-AMS
language brings radically different approach in comparison with Spice [1]. The system of differential algebraic equations can
be formulated explicitly and can be structurally modified during simulation. The basic principles will be demonstrated on the
model of boost converter with accelerated finding of steady-state solution.

Keywords: Computer simulation, switched systems, behavioral modeling, VHDL-AMS.

1. INTRODUCTION

Numerical algorithms for the time-domain
analysis of continuous-time circuits are based on the
formulation of circuit equations into the system of
differential-algebraic equations (DAEs)

F(x,x,1)=0 @)
where x is the vector of circuit variables. System (1)
cannot be solved directly, but its solution x(¢) is
approximated by a discrete sequence x(#,) = x,,. To

find the (n+1)th step the adjoint algebraic system
G(Xn+15tn+lﬂxn)=0 (2)

should be solved wusing the Newton-Raphson

iteration method. X, is the matrix of several past

solutions up to x,, X, = [xn_p,...,xn_l,xnj. Various

discretization methods transforming (1) into (2) are
discussed in [2].

The time step 4, =t,—t,; is automatically
adjusted according to the estimation of Local
Truncation Error (LTE), which is inversely
proportional to 4 [1]. The minimum timestep is

usually limited to
—m

_10" (3)
RELTOL

where m is the precision of time representation in
simulator, Ty, is the length of simulation interval
and RELTOL is the simulator parameter representing
required relative accuracy. For usual values we

h2T g

obtain h>T ﬁna,IO’12 . The lower limit is necessary

to maintain the numerical
t,.1 =t,+h,. assignment.

precision  of

Algorithms of traditional Spice simulators are
based on the assumption of continuity of (1)
resulting in a smooth solution. VHDL expects
piecewise smooth solution with a finite number of
discontinuities where

X(t,) #X(t;) oreven x(t,) = x(t,) . 4

The discontinuity (4) can be handled easily by
computing the solution at ¢, , changing the system
(1) and its state variables, and restarting the solution

from ¢, using x(z,) as the initial condition if the

exact time ¢, is signaled to the solver explicitly.

Without the explicit signaling the simulator
jumps over the exact time instant ¢, in case when the
LTE is acceptable or ends up with a “Timestep too
small” message if limit (3) is reached. It should be
noted that system (2) is still expected to be smooth
in the neighborhood of x,,+.

2. SWITCHED CIRCUIT MODELING WITH
VHDL-AMS

A switched system contains active and passive
switches. Fig. 1 shows a VHDL-AMS model of an
active (controlled) switch. The switch-on resistance
R, is allowed to be zero.

1
a' ~ 1 b
T
| |
| S E——
entity SW is cntrl
generic (
Ra : resistance := 0.0);
port (

terminal a,b: electrical;
signal cntrl: in std logic);
end entity sw;

architecture ideal of sw is
quantity v across i through a
to b;

begin
if cntrl='1l' use
v == 1 * Ra;
else
i == 0.0;
end use;

break on cntrl;
end architecture ideal;

Fig. 1 Model of ideal active switch
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Fig. 2 Effect of break statement (capacitor voltage from Fig. 4a)

Discrete-time signal cntrl controls the behavior
of the switch through the if-else statement in a
piecewise manner. During iterations to obtain the
solution of (2) for a particular time instant t,.; the
value of cntrl does not change, i.e. switching does
not occur. Thus (2) is continuous. The if statement
selects which equation will be used for the DAE
system.

The exact time instant of changing the switch
state should be signaled to the analog solver or else
it “jumps over” the event. This is done by the break
statement, Fig. 2.

The extended syntax of the break statement
allows changing the values of state variables of (1)
at given time instant. The state-variable

transformation x(¢,) — x(¢,) should be defined

explicitly using VHDL-AMS constructs. The
simulator cannot derive it from the circuit topology.

The passive switch (diode) can be approximated
by a piecewise linear function. Fig.3 shows the
approximation and a fragment of the VHDL-AMS
code. This function introduces an implicit
discontinuity that occurs during iterations of the
analog solver. The effect is a numerical error similar
to that in Spice simulators.

Vv
ip _P%
RD T
»
VD Vp
iP == realmax (0.0, (vP-VD) /RD) ;

Fig. 3 Piecewise-linear passive switch
3. MODEL OF BOOST CONVERTER

A VHDL-AMS model can detect the type of
analysis being performed. A discrete signal domain
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whose value depends on the type of analysis is
predefined in VHDL-AMS. With the if statement it
is possible to select which equation to use for a
particular analysis. This technique will be
demonstrated on the time domain model of boost
converter with accelerated finding of the steady-state
solution. The direct time-domain analysis of
switched power supplies in the Spice and the
VHDL-AMS simulators results in very long
simulation times as the integration step depends on
switching transients and the time interval of interest
is usually several orders of magnitude longer. Since
the steady-state analysis is not available in majority
of simulators, the only possibility is to run a
sufficiently long transient simulation.

The utilization of the averaged modeling
technique results in an incomparably faster analysis
[3], [4]. On the other hand, by smoothing the fast
switching process we lose information about the
output voltage ripple and other characteristics.

The steady-state solution of (1) is characterized
by condition

x(T) =x(0) 6]
where T is the switching period. Finding the steady-
state solution is equivalent to finding the appropriate
initial conditions x(0). The utilization of the DC
operating point as the initial condition, normally
used for the transient analysis, is useless here.

The averaged model represents relations between
short-time average values of all quantities. Finding a
steady state-solution in the original model is
equivalent to finding a DC operating point in the
averaged model.

Fig. 4a shows a time-domain model of boost
converter from [3]. The following numerical values
have been used:

V=60V Ro =60Q C = 1000uF

L=6mH RL=3Q

T =10us D =0.25 (duty ratio)

active switch: RA = 1Q (Fig. 2)

passive switch: VD =0.6V,RD =1Q (Fig. 3)



Science & Military 2/2007

Scientific papers

CLK S C

e e .. Ve
initial condition for

steady-state solution

b)

(1 D)*VD D* (v C) RA¥i(L))
vout

vin

RD, Ro

l DL

/|

Jan)
.

¢)

NANAN L.
VvV ViV

t

Fig. 4 a) Boost converter; b) its averaged model; c¢) diagram of capacitor voltage

The technique of PWM switch has been used to
obtain the averaged model [3], [4], Fig.4b. It
consists in the replacing both switches by two
controlled sources. The model obtained is a linear
circuit, which can be used for all basic analyses. It is
valid from DC up to the Nyquist frequency (fsw/2).

Fig. 5 shows the VHDL-AMS code of the
behavioral model. For the DC and the AC domains
the averaged model is used. The DC analysis
corresponds to the steady-state analysis in the
original circuit. For the time domain the original
model is used. If the DC (averaged) solution is used
as the initial condition we obtain immediately the
steady-state in the time domain. The first cycle of
switching clock generator is shortened to correctly
use the initial condition, Fig. 4c.

entity boost is
port (terminal vin, vout, vref:
electrical;
quantity D : in real);
end entity boost;

architecture md of boost is

terminal nl : electrical;

signal clk : bit := '0';

quantity vL across iL through vin
nl;

quantity vA across iA through nl
vref;

quantity vP across iP through nl
vout;

quantity vC across iC through vout
vref;
begin
——clock generator
Clock: process

g & 8§ 8

begin
clk <= '0';
wait for Ts*(1.0-D)/2.0;
loop
clk <= '1";

wait for Ts*D;
clk <= '0"';
wait for Ts*(1.0-D);
end loop;
end process Clock;
break on clk;

if domain =
--1, RL
vL == RL*iL + L*iL'dot;
--C
iC == C * vC'dot;
-—-active switch
if clk='1l"' use
vA iA * RA;
else
iA == 0.0;
end use;
--passive switch
iP == realmax (0.0,
else

time domain use

(vP-VD) /RD) ;
-— other domains

--1, RL

vL == RL*ilL + L*iL'dot;

--C

iC == C * vC'dot;

-—active switch

iA == D * iL;

--passive switch

vP == (1.0-D)*VD

-D* (VC-RA*1iL) +iP*RD;

end use;
end architecture md;

Fig. 5 VHDL-AMS code of boost converter (definition of
generic constants omitted)

Fig. 6 shows a comparison of the proposed
steady- state model with a long transient simulation
from zero initial condition. Even after 2000
switching periods the system still has not reached
the steady-state.
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Fig. 6 Comparison the zero initial condition with the AVERAGED DC operating point

5. CONCLUSIONS

A method for rapid finding of the steady-state
solution of switched mode power supplies based on
averaged modeling has been shown. The method is
based on the new possibilities introduced in VHDL-
AMS for behavioral modeling. For a detailed
analysis of circuits on the transistor level the best
choice is still the Spice simulator.
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Summary: The paper deals with behavioral modeling of
switched systems with discontinuities. The purpose of
such models is to obtain the first-order effects to verify
analytic calculations or to increase simulation speed.
Traditional algorithms for the time-domain analysis
implemented in Spice-class simulators are based on the
assumption of smoothness and continuity. Abrupt changes
of system parameters or even discontinuity during
switching cause numerical errors. The VHDL-AMS
language brings radically different approach in
comparison with Spice. The system of differential
algebraic equations can be formulated explicitly and can
be structurally modified during simulation. The basic
principles will be demonstrated on the model of boost
converter with accelerated finding of steady-state solution.
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SOFTWARE EVOLUTION FROM A META-LEVEL COMPILER PERSPECTIVE

Jan KOLLAR, Jaroslav PORUBAN, Peter VACLAVIK,
Jana BANDAKOVA, Michal FORGAC

Abstract: From the viewpoint of adaptability, we classify software systems as being nonreflexive, introspective and
adaptive. Multiple metalevel concepts are essential demand for a systematic language approach, to build up adaptable
software systems dynamically, i.e. to evolve them. Paper presents the software evolution from a computer language
perspective. Using this approach the system can be evolved not just through source code changes but even the language itself
is evolving through the compiler adaptation defined on meta-levels.

Keywords: Adaptive compiler, program transformation, software evolution, system reflection, metaprogramming.

1. INTRODUCTION

There is an increasing demand for software
systems that can be easily configured for a specific
deployment environment or they even adjust
themselves dynamically to a changed environment at
runtime. Today, software needs to be changed on an
ongoing basis with major enhancements required on
a short timescale (days or weeks) in order to meet
new business opportunities and reduce the time to
market for new products and services [15]. Software
changes now comprise a major portion of software
life-cycle costs.

Software maintenance is the modification of a
software product after delivery to correct faults, to
adapt to a changed external runtime environment, or
to adapt to a changed user requirements. According
to various studies costs for software maintenance
ranges between 50 and 90 percentages [3, 4, 14, 15].
Nowadays companies spend more resources on
maintenance of existing software than on
development of new software. Maintenance
becomes the most expensive software activity.

Software evolution covers programming activity
that is intended to generate a new software version
from an earlier operational version. Software
evolution is the process of conducting continuous
software reengineering. Reengineering implies a
single change cycle, but evolution can go on forever.
In other words, to a large extent, software evolution
is repeated software reengineering [15]. System
evolution is so common that a development from
scratch is the exception.

The main steps for reengineering are to
determine what the existing software does, to decide
what to modify in the software and how to actually
carry out the modifications. Understanding software
means to identify and extract the actual, current
design of the software.

Functional enhancements are inevitable in the
evolution of any successful software. As the
business environment changes, users come up with
new requirements [6]. In common specifications are
created incrementally as functional and non-
functional system’s requirements evolve. Customers

are rarely able to provide a complete specification at
any stage of the project [12].

The more general focus of software evolution
studies is on the how of evolution. The concern has
been, and still is, to find effective abstractions,
formalisms, procedures, methods and tools, for
example, for performing and improving the
evolution process so as to increase productivity,
reliability,  dependability,  adaptability = and
predictability, to improve quality, to decrease
development time and so on [10].

In our research we are concentrated on system
evolution involved by a system external runtime
change and especially on software evolution based
on user requirements change, not on fault fixing
software evolution.

In the paper we present the software evolution
from a computer language perspective. Using this
approach the system is evolved not just through
source code changes but even the language itself is
evolving through the compiler adaptation defined on
meta-levels. This is a step on a way to self-adaptive
software — a software that incorporates monitoring
and evaluation functions, and can rapidly (at
runtime) respond to some sorts of need for change
[9]. Only by understanding the relationships and
dependencies between entities in the software
process (such as specification, design and
implementation) can we begin to objectively
categorize and potentially automate aspects of
software evolution [5]. The meta-level compiler can
be useful in many systems like described in [1, 11].

The section 2 presents the principles of
metaprogramming. In the section 3 we classify
systems from the viewpoint of their degree of self-
adaptability. The section 4 introduces the meta-level
compiler and its relation to a system evolution. The
section 5 concludes the paper.

2. METAPROGRAMMING
Metaprogramming is about writing programs that
represent and manipulate other programs or

themselves. The prefix "meta" denotes the property
of "being about", that is, metaprograms are programs

29



Scientific papers

Science & Military 2/2007

about programs [1]. The most common
metaprogramming tool is a compiler.

Reflection is an entity's integral ability to
represent, operate on, and otherwise deal with itself
in the same way that it represents, operates on, and
deal with its primary subject matter. Reflection is a
fundamental concept of self-adaptive systems.

The main idea of applying reflection as a general
principle for flexible systems in software
engineering is to split a system into two parts:
metalevel and a base level. A metalevel provides
information about selected system and makes the
software self-aware. A base level includes the
application logic.

There are two aspects of reflection: introspection
and intercession. Introspection is the ability of a
program to observe and therefore to reason about its
own state. Intercession is a higher degree of
reflection, since it is the ability of a program to
modify its own execution state or alter its own
interpretation or meaning. Both aspects require a
mechanism for encoding execution state as data,
providing such an encoding is called reification.

Different languages provide different levels of
reflection. For example, the Java reflection API,
allows a programmer to discover methods and
attributes in classes at runtime, and to create objects
of classes, whose names are not known until
runtime. Similarly, it is possible to call methods and
access attributes whose names are not known until
runtime, because they may be discovered with the
help of reflexive facilities, or they may be computed
at runtime. Thus, Java's reflexive facilities primarily
support introspection. In contrast to Smalltalk, Java
does not allow to directly modifying classes or
methods by modifying their metaobjects at runtime,
that is, it does not support intercession [1].

Metaobjects are objects that represent methods,
execution stacks, the processor, and nearly all
elements of the language and its execution
environment. Most importantly, regular language
code can access and modify these metaobjects.

There is a principal difference between metaclass
and metaobject. Java metaclass is static data while
metaobject in Smaltalk is dynamic data. As we will
see, dynamic metadata is the proposition for
building adaptive systems.

Adaptiveness is mostly related to the area of
software engineering - object oriented programming,
aspect-oriented programming, intentional
programming, template programming, etc. On the
other hand, the properties of systems are expressed
using  programming  language,  specification
language, or modeling language, in that solutions of
problems are constructively formulated, no matter of
language abstraction level. At bottom level of a
system, machine code is executed, based on a
machine language. At top level, human thoughts
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arise and they are formulated using a natural
language.

3. SYSTEMS BEHAVIOR CLASSIFICATION
FROM A META-LEVEL PERSPECTIVE

In this section we classify software systems
from the viewpoint of their degree of adaptive
behavior to three categories: nonreflexive execution,
introspective execution and adaptive (intercessional)
execution (Fig. 1).

OC X OD(k) = OC X OD(k+1)

IC X IS IC x IS

N = N
OC X OD(k) OC x OD(k+1)
IC x lD(m) IC x lD(m+1)
N = N
Oc(k) X OD(k) OC (k+1) X OD(k+l)

Fig. 1 Classification of software system execution: (a)
Nonreflexive execution (b) Introspective execution (c)
Adaptive execution

3.1 Nonreflexive Execution

Machine code — the constant set C of
instructions at base level 0 does not vary during
execution, and then the execution changes data "D®
(the set of data records on the stack or in the heap) to
a new data set "D®P. An execution step is the
transformation of configuration shown on the Fig 1

(a). The relation (— ) denotes that many instructions
from °C, can access many data records "D. This
execution is nonreflexive, because there is no
feedback loop from data to code, and no possibility
given to code to observe or even to change itself.

3.2 Introspective Execution

In an introspective execution, code °C constructs
and changes data “D®, as in nonreflexive execution.
In addition to this, each subset of the set DW refer

(which we designate by > ) exactly one element of

static data 'S, and this data refers (; ) a subset of
code "C according Fig. 1 (b). Static data set 'S at
level 1 are metalevel static data to the level 0. Since
metalevel data (set of records) 'S is static, metacode
'C may produce it once, and then the execution of
'C is finished. Clearly, such metacode cannot be
runtime process, and execution of °C is nonadaptive.
However, it is introspective, because of existence of

feedback loop from code "C to code °C via data set
D and some metadata element from 'S.
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3.3 Adaptive Execution

Adaptive execution is defined on the Fig. 1 (c).
In this case, metalevel data 'D™ can change in
runtime to data 'D™, by execution of metalevel
code 'C. This code itself is nonreflexive, since there
is no feedback loop via metadata at level 2. On the
other hand, new D™ may result to new o'c®
continuing its execution at level 0.
It means that code at level 0 may be not just
introspective, but also adaptive, and this fact is
essential for an adaptive execution. It is easy to see,
that level 2 may be built upto level 1 similarly as
level 1 upto level 0, etc. Such chain of metalevels
represent abstractions of previous level, and this
abstraction we recognized optimal, provided that
- Cardinality relation |[*YD| << |'D| holds, since
each metalevel should express its base level
concisely, and

- Computational time relation “Y1 << 't hold,
which says that computational time at a metalevel
should be significantly shorter than that at a base
level.

4. META-LEVEL COMPILER

Compiler translates source code into another
form suitable for interpretation or execution. Using
an adaptive compiler code can be recompiled
accordingly to the results of program during its
evaluation. Metadata about language in which a
program is written are used to adapt to a new
system’s conditions. Using the meta-level compiler
system can be change during the runtime according
to current state of the system. Adaptive compiler
infrastructure is shown on the Fig. 2.

During the evolution of a software system the
source code (program) of a system is updated to
reflect the changes of its external environment and
user requirements. Program is recompiled and
executed in iterative manner during the evolution.

metatranslate

(execute o translate) program; —
(execute o translate) program, —
(execute o translate) programs; — ...

In our approach instead of evolving a program
(source code), the compiler and also the computer
language are adopted.

(execute o translate;) program —
(execute o translate,) program —
(execute o translate;) program — ...

where
translate; = metatranslate metaprogram;

Compiling process usually consists of many
phases such as lexical analysis phase, syntactic
analysis phase, translation phase and code
generation phase. Using the meta-level compiler all
phases can be parameterized by meta-levels and
configured by metaprograms leading to the
modification of the whole system during runtime. In
the Fig. 2 the meta-level is represented by Meta-
level Lexical Analysis, Meta-level Syntactic
Analysis, Meta-level Translator and Meta-level
Code Generation which corresponds to mentioned
phases of compiling. Compiler itself is the part of
the runtime therefore it is possible to change and
recompile program in the runtime.

4.1 Experiments

According to the specified meta-compiler
architecture some experiments were done with
LL(1) expression language proving the feasibility of
suggested meta-compiler architecture. As a platform
for meta-compiler implementation functional
programming language Haskell [13] and Java
programming language with JavaCC tool [7] have
been chosen [8]. At the runtime the evaluation was
reflected and adopted by specified rules.

Compiler Meta-level

Meta-level Meta-level Meta-level Meta-level
metaprogram [:> Lexical —* Syntactic — Translator —> Code
Analysis Analysis Generation
Adaptation \\RGf'eC“O”
Runtime
Lexical Syntactic | ] Translator —] Code Interpretation
Analysis Analysis Generation

B

\ Code | |

Loading Execution

Compiler Base Level

translate

execute

Fig. 2 Adaptive compiler infrastructure
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Adoption was based on changing compiler
grammar and the language translation rules. It is
possible to provide feedback loops from any
subsequent phase of language implementation to any
preceding phase, via metadata. For example, it is
possible to replace names by feedback loop from
translator, interpreter, machine code generator,
loader, or even from target machine execution, since
it is interpreted. Metalevel was formed by
abstraction of various grammars (EBNFs) and
translation schemes.

5. CONCLUSION

Presented adaptive translator illustrates the
ability for further extensions. First, it is possible to
provide feedback loops from any subsequent phase
of language implementation to any preceding phase,
via metadata.

The main contribution of this work, from the
viewpoint of our future research, is as follows:

- Domain specific languages can be developed as
adaptive language systems for rather metalevel
domains than application domains.

- Provided that some level or metalevel is
adaptive, it contains feedback loops from data to
code via metalevel or metametalevel.

- Even if any level or metalevel is adaptive, it
must be still manually initiated. By the way, it is
a base principle of control systems. The task of
adaptive systems is to reduce this manual work,
or shift it to the metalevel or metametalevel.
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GENERAL-PURPOSE COMPUTING ON GRAPHICS PROCESSING UNITS:
NEW TRENDS FOR COMPUTATIONAL ACCELERATION

Miroslav LISKA, Milos OCKAY

Abstract: GPGPU is a promising trend of using parallel, computational power of GPU for general-purpose computing. We
are presenting a simple comparison of CPU and GPU methods and rules, which are computing results. We are showing
possibilities how to use GPU for general-purpose computing. Short list of applications is also included.

Keywords: GPU, GPGPU, General-purpose computing, Parallel computing, Compute unified device architecture, Close to

metal.

1. INTRODUCTION

Computational power is required in many
scientific and commercial applications. Complex
simulations are performed on large data sets and
results are required in short time. There are varieties
of ways how to build a powerful high-performance
system. Each uses different hardware architecture
and software application interface (API) to achieve
fast and accurate computing.

2. CPU

One of possibilities refers to use of parallel
supercomputers. This system is comprised of
multiple central processing units (CPU) and they are
working together. A tightly coupled group of
computers or supercomputers also makes a powerful
system called computer cluster. Cluster is scalable
and can produce a cost-effective high performance
or an availability.

These systems are based on CPU (Figure 1).
CPU is the component that interprets program
instructions and processes data. A CPU, which is
manufactured as a single integrated circuit, is known
as a microprocessor. The form, design and

Instruction
fetcher

Instruction
decoder

Memory
interface

To memory
ALU

arithmetic
logic unit

Fig. 1 Block diagram of simple CPU

implementation have changed since the earliest
CPUs, but their fundamental operations have
remained much the same. Early CPUs were built for
specific purpose only. But the standardization trend
set the way to mass-production of general purpose
processors suitable for many applications. Modern
microprocessors can be found in everything from
cell phones to children’s toys.

There are four steps that almost all von
Neumann’s CPUs use in their operations: fetch,
decode, execute and writeback. Fetch retrieves an
instruction from memory. Instructions to be fetched
must be retrieved from a slow memory, causing
CPU to stall while waiting. This issue is solved by
caches and pipeline architecture in modern
processors. In decode step, instruction is broken up
into several parts which are translated into various
signals for CPU. After first two steps, the execution
step is performed. Cooperation of various portions
of CPU performs the requested operation and output
will contain the final result. The last and final step,
writeback, performs writing of the result to the
memory. After the writeback, the entire process
repeats again [8].

In more complex CPUs multiple instructions can
be processed simultaneously by these four steps.
Most CPUs are synchronous sequential devices. By
calculating the maximum time that electrical signals
can move in various branches of a CPU’s circuits,
we can estimate the appropriate period of
synchronization clock signal. This period must be
long enough to handle worst-case scenario of signal
movement time. The previous mentioned have the
advantage to simplify CPU, but CPU must wait for
its slowest elements. This limitation has been
compensated by using methods of increasing CPU
parallelism. Variety of methodologies make CPU
behave less linearly and more in parallel. Main two
terms are: instruction level parallelism (ILP) and
thread level parallelism (TLP). ILP seeks to increase
the rate at which instructions are executed. TLP
increases the number of threads as individual
simultaneous programs. Parallelism is more natural
way how to increase speed of CPU or whole
computational system. It is easier to increase speed
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by adding a new computational element, instead of
increasing the frequency of clock signal.

3. GPU

Graphics processing unit (GPU) is the graphics
rendering device for personal computers or other
graphics systems. Modern GPUs are very efficient at
manipulating and displaying computer graphics,
and their highly paralel structure makes them more
effective than CPUs. A GPU implements a lot of
graphics operations, and running them is much faster
than drawing them with common CPU. Rendering
effect is performed by software instructions called
shaders. Traditional GPU architecture uses three
types of shaders: vertex, geometry and pixel. Vertex
shader affects only the shape of an object. Geometry
shader is used to combine a series of vertices into an
object that can be affected by pixel shaders. Pixel
shaders affect individual pixels to apply textures,
bump maps and effects. These types of shaders are
processed within GPU pipeline (Figure 2). Whole
process looks like this:

- CPU sends geometry data to GPU

- vertex shader transforms geometry and
some lighting calculations are performed

- if geometry shader is included in GPU,
some changes of geometry are done

- triangles are transformed to quads

- pixel shader is applied

- visibility test and memory write is
performed.

Pipeline

T&L evolved to vertex
Triangle, point, line - setup

Flat shading, texturing, eventually

Raster operation processor:
Blending, Z-buffering, antialising

\ 4

Memory Wider and faster over the years

Fig. 2 Traditional GPU Architecture

Unified shader model uses the same instruction
set across all shader types, instead of pixel and
vertex shaders which each uses different set of
instructions. Single floating point processor can
work on both pixel and vertex data, as well as new
types of data such as geometry, physics and more
(Figure 3). The DirectX10 specification unifies the
programming specified for vertex, geometry and
pixel processing for a better fit for unified shader
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hardware, providing a unified pool of programmable
resources [7].

Physics

ROP

Fig. 3 Unified architecture

4. GPGPU

General-Purpose  Computing on  Graphics
Processing Units (GPGPU) is a trend in computer
science that uses the GPU to perform the
computations rather than CPU (Figure 4 and 5).

GPU has a massive, floating-point parallel
computational power which can be turned into a
general-purpose computing power. Main problems
using GPUs as general-purpose computing devices
were as follows: chips were designed for video game
development, the programming model was unusual,
the programming environment was tightly
constrained and underlying architectures were
usually secret. APIs were optimized for graphics
operations. Graphics driver was designed to hide
hardware. The main purpose of using GPU was to
free CPU from handling graphic processing.

Main programming APIs that GPGPU can use
are OpenGL and Direct3D. OpenGL is often used in
the academic community due to the platform
portability and also extension mechanism, which
allow vendors to add new features to API as soon as
the hardware supports them [9]. DirectX/Direct3D is
used in the computer game industry and it is
Windows dependant [10]. Either API works
perfectly well for GPGPU. GPGPU is only effective
at tracking problems that can be solved by using
stream processing. GPUs are stream processors that
can operate in parallel by running a single kernel on
many records in a stream at once. A stream is simply
a set of records that requires similar computation.
Kernels are the functions that are applied to each
element in stream. In GPU, vertices and pixels are
the elements in the streams, while vertex and pixel
shaders are the kernels to be run on them. For each
element we can only read form input, perform
operations on it, and write to the output. An
important parameter is memory access latency
because it will limit computational speed.
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Fig. 4 Problem solved with CPU

Ideal GPGPU applications have large data sets, high
parallelism and minimal dependency between data
elements [1].
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Fig. 5 Problem solved with GPGPU

Recently, several streaming languages have been
developed to be used for GPGPU. Brook is an
extension of the C language efficiently used for high
intensity arithmetic GPGPU operations. Sh is library
C++ extension for graphical and general-purpose
computations. It is available for downloading under
an open-source license [2].

5. APPLICATIONS OF GPGPU

The following examples are showing
possibilities how to use GPU for general-purpose
processing:

5.1 Physical based simulations

Physical based simulations are usually based on
Newtonian physics models and they use GPU as
computational tool. At the beginning GPU was used
to simulate dynamic phenomena that can be
described by partial differential equations, such as
boiling or chemical reactions. Kim and Lin used
GPUs to simulate ice crystal growth [12]. Lattice-
Boltzmann Methods were used for fluid flow and
gas simulations. Next step implements full floating
point support in GPUs thus enabling possibility to
use finite difference and finite element techniques
for the solution of systems of partial differential
equations [11]. These were used to implement basic
cloth and particle systems simulations.

5.2 Signal and image processing

GPU computational power has made graphical
hardware an attractive target for audio, video and
other signals processing. The most notable
application are those related to 2D and 3D
segmentation. The segmentation method seeks
features embedded in 2D and 3D images [11]. This
is commonly used in medical applications such as
Computed Tomography where digital geometry
processing is used to generate 3D image of an object
from large series of 2D X-ray images taken around
a single axis of rotation. Signal processing is also
used in ray tracing, global illumination and other
methods in computer graphics. Ray tracing is a
general technique from geometrical optics modeling
the path taken by the light by following rays of light
as they interact with an optical surface. It is used in
3D rendering systems to produce realistic, high
quality output images. Global illumination improves
the visual quality of GPU generated images.

5.3 Computer cluster and grid computing

Computer cluster is a parallel system which
allows the possibility to use more than one PC to
compute the same task. Computers in cluster are
computational nods which communicate by passing
messages within a cluster. Effectiveness of nods can
be increased by adding GPUs as general-purpose
computational elements. Grid architecture is also a
massive parallel system and GPUs is considered as a
source for this virtual computer architecture.

6. SOME OTHER POSSIBLE SOLUTIONS

Major computer graphic cards vendors create
programming environments for their GPUs. nVidia
came with Compute Unified Device Architecture
(CUDA). CUDA is closely bonded with nVidia’s
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G80 wunified shader architecture and brings a
complete  development solution to  stream
computing. nVidia makes C compiler available for
the parallel GPU applications programming [5].
Applications functionality will scale with new
GPUs. The goal of development environment is that
developers do not need to learn new language to be
able to develop GPU applications. CUDA would be
able to share data faster, using shared data cache
instead of video memory. GeForce 8800 compared
to dual core Conroe running at 2.67 GHZ shows a
significant GPU advantage. In some applications
GPU is 10 times or much faster if compared with
CPU [6].

AMD/ATI also come with their own GPU for
general purpose solution called Close to metal
(CTM) [3]. CTM is an interface for stream processor
products [4]. CTM gives developers an access to the
native instruction set and memory of the parallel
computational elements in AMD stream processor
(general-purpose product) and Radeon series of
GPUs. CTM is much more low-leveled than CUDA,
but gives a close access to the hardware which is
necessary to develop high-level programming tools
such as compilers, debuggers, math libraries and
many others.

7. CONCLUSION

GPU has become more popular as general-
purpose computational system since it was moved to
a unified architecture and increased
programmability. New solutions are available. There
is much more compatibility in graphics gaming
world (DirectX 10) and GPGPU than in specific
GPU solutions (CUDA, CTM). There is a possibility
how to use high-level CUDA for CTM hardware
with some third-party middleware in the future or
integrate both of them in multi-paradigm systems
[13] thus increasing the interoperability of
applications.

ACKNOWLEDGEMENT

This work was supported by Academic Grant
Agency the Academy of the Armed Forces project
No. AGA-01-2007 “Acceleration Technologies for
High-Performance Computing®.

References

[1] GPGPU, 2007. General-purpose computation
using graphics hardware homepage.
http://www.gpgpu.org

[2] GPGPU, 2007. The Official GPGPU FAQ
http://www.gpgpu.org/wiki/FAQ

36

[3] AMD/ATI, 2007. ATI CTM Guide.
http://ati.amd.com/companyinfo/researcher/docu
ments.html

[4] AMD/ATI, 2007. AMD Stream processor
product site.
http://ati.amd.com/products/streamprocessor/inde
x.html

[S]NVIDIA, 2007. nVidia CUDA homepage.
http://developer.nvidia.com/object/cuda.html

[6] NVIDIA, 2007. nVidia G80 architecture reviews
and specification.
http://www.nvidia.com/page/8800_reviews.html
http://www.nvidia.com/page/8800_tech_specs.ht
ml

[7] Beyond3D, 2006. NVIDIA G80: Architecture
and GPU Analysis
http://www.beyond3d.com/content/reviews/1

[8] Wikipedia, 2007. Wikipedia — The free
encyclopedia
http://en.wikipedia.org

[9] OpenGL, 2007. OpenGL homepage.
http://www.opengl.org/

[10] Microsoft, 2007. DirectX resource center.
http://msdn2.microsoft.com/en-
us/xna/aa937781.aspx

[11] OWENS, D. J., LUEBKE, D.,
GOVINDARAIJU, N., HARRIS, M.,
KRUGER, J., LEFOHN, E. A., PURCELL, T.:
A Survey of General-Purpose Computation on
Graphics Hardware. In The Eurographics, 2005.

[12] KIM, T., LIN, M.C.: Visual simulation of ice
crystal growth. In ACM Siggraph, 2003.

[13] KOLLAR, J., PORUBAN, J., VACLAVIK, P.,
TOTH, M., BANDAKOVA, J., FORGAC, M.:
Multi-paradigm  Approaches to  Systems
Evolution, Computer Science and Technology
Research Survey, Kosice, Elfa s.r.o0., 2007, 1,
pp. 6-10, 978-80-8086-046-2

Summary: The goal of our contribution was to show new
possibilities of accelerating non-graphical, general-
purpose computations by using GPUs. GPUs are source of
massive parallel computational power that can be used to
solve large set of problems.
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INFORMATION RETRIEVAL BY ART NEURAL NETWORKS

Igor MOKRIS, Roman KRAKOVSKY

Abstract: The paper deals with the ART neural networks with unsupervised learning based on adaptive resonance theory
ART for processing of text documents in nature language. The paper is focused on the ART neural network description,
principle of adaptive resonance and its separate phases in t he learning process. Next, the paper continues with utilization of
ART neural networks in the text documents processing with respect to the clustering of document by sequence of keywords.
On the end the paper introduces description of an algorithm for automatic generation of ontological construction by means of
the projective ART neural network PART based on the association of keywords which is performed by Bayesian network.

Keywords: ART neural networks, clustering of text documents, association of keywords and documents, Bayesian network,

ontology construction.

1. INTRODUCTION

In the relation with increase of information
expansion on internet the new worldwide
phenomenon — abundance of information was
constituted. Majority of information is published in
natural language. Most often of information is
presented in the text documents. Demand for more
powerful tools for administration, storage, searching
and retrieving information from text documents
according to the user requirements is growing.
Keywords are usual means to formalization of
documents for information retrieval on internet.
Nowadays the research in this field focuses on
information retrieval from text documents in natural
languages based on keywords and its context.

A lot of approaches are proposed for information
retrieval systems for text documents. In practice,
mainly Boolean, vector space, probability and
linguistic models for representation of information
retrieval systems were applied. Except them, lots of
models based on neural networks exist there. The
main advantage of neural networks is the fact that
very often it is difficult to find out the relationship
between variables, describing processes of
information retrieval from text documents. It is
possible to avoid these methods by neural networks
(NN), the structure of which represents the model or
system structure for information retrieval.

When talking about the existing information
retrieval systems mainly the feed-forward neural
networks were applied using vector space model and
its reduction by means of latent semantic model for
representation of documents and keywords. The
disadvantage of this approach is huge dimension of
matrix keywords appearance for a considerable large
amount of documents and inconvenience to express
the keywords inside the structure of feed-forward
neural network. This kind of networks realizes
decision rules for classifying process based on
supervised  learning.  Second  principle  of
classification process is based on the unsupervised
learning. It seems that recurrent neural networks are

in frame to solve this problem. Inside its structure
they realize a predict principle or association
principle of clustering, based on unsupervised
learning, allowing making the neural network
structure smaller and decreasing exact enumeration
for information retrieval models. Last years the
research of recurrent NN in this field is oriented into
ART neural networks.

2. ART NEURAL NETWORKS

A considerable feature of humane memory is an
ability to learn new pieces of knowledge without
forgetting the information already received.
Unsupervised neural network without forgetting
»older knowledge* before invented in 1976
mathematician and neurobiologist S. Grossberg and
together with G. Carpenter developed in 1986 to
ARTI, in 1987 to ATR2 and in 1990 to ART3
neural network [1].

Adaptive resonance theory (ART) was evolved
for pattern recognition. It applies the principle of
associative memory with unsupervised learning.
Models of ART NN could be compared with an
adaptive version of k — nearest neighbor method.
The main advantage of ART NN is an ability to
change stabile and plastic mode without damaging
the learned information. Neural network works in
aplastic mode, when weight can be modified.
A stable mode is state of network when the net has
fixed preferences and works as a classifier. Another
plus of ART NN is a context sensitivity and ability
to eliminate erroneous data [7].

Architecture of ART NN consists of two layers:
(fig.1) Fi-compare layer and F, -competitive layer
[3]. F, layer can be divided into two parts: input sub-
layer F,, and interface sub-layer Fj,. The terms
compare and competitive layer are used because in
processing of neural network the function of input
layer changes to output layer and conversely. Both
layers are connected by bottom-up weights w; and
top-down weights t;, fori=1,2,3.N to be formed
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input neurons and j = 1,2,3..M is amount of output
neurons (number of clusters).

ART NN utilizes the principle of back
propagation of signal from output layer to the input
layer and so propagation signals between nodes
inside comparative sub-layer. Beside these sub-
layers there exists a supplemental control unit (fig.
2), checking astream of data in network and
performing vigilance test. Between both layers the
reset unit R is present, which controls input pattern
with vigilance matching. The success in vigilance
test determines if input pattern should be clustered in
an existing class or a new one should be created.

There are several phases in ART NN during the
process of learning and clustering of patterns. It
differs from feed - forward neural network in input
pattern passing repeatedly between input and output
sub-layer and cluster weights are adjusted to let the
cluster unit learn pattern. It is described as adaptive
resonance, where the weights are adapted in every
circulation of patterns between both layers until the
condition of the net is stable.

Fig. 1 Structure of ART neural network

Pattern processing in ART NN include this
stages [9]:

1. Initialization stage — initialize parameters,
input and output vectors. Gain control signal G is
adjusted to value 1, that means it is activated. This
signal has to control the direction of stream pattern
in the neural network. If it is set to G;=1, the input
sub-layer is ready to receive input pattern from
environment. Failing that, the network is set to
recognition phase and some neuron from recognition
layer is activated. Gain control signal G, can acquire
two stages too. If the signal is set to G,=1, input
pattern is considered to be recognizable. Otherwise
pattern didn’t pass through vigilance test and each

38

node of F, layer is inactivated. Bottom-up weights
are set to value w; = 1/(14n), where N means
number of input nodes. The vigilance parameter p
has rate between 0 and 1.

2. Recognition stage — signals from input sub-
layer are transformed through bottom-up weights
towards to recognition layer applying formula y; = X
wij Xi. Every unit in F, layer of ART NN has three
sources: signal from F; unit (input signal ), from F,
node (a top-down signal) and from G, unit. Since
there are three possible sources of signal, this
requirement is called the two/three rule, where unit
must receive two excitatory signals in order to be
,on‘. Input pattern is oscillating among different
cluster unites on the output layer and then the neuron
nearest to the input vector will be chosen. Among
output nodes the side inhibitory signals impact. It
means that the winner neuron is supported and the
rest of nodes are deactivated. Each neuron possesses
the feedback which increases its own output signal.
The result of combination of the side inhibition and
the feedback is that only one neuron will stay active
in aportion. At a moment of the winner neuron
recognition, this is sent to compare sub-layer.

3. Compare stage — at a gate of the compare layer
two vectors are presented. Reset unit R is
responsible to compare of input pattern and compare
vector similarity and the achieved result Sis
subsequently compared with vigilance parameter p.
When the ratio is S > p, responsible cluster for input
pattern was found and the control signal G, is set to
value 1. Failing that, any similar cluster vector was
found and the network is trying to find another
cluster vector.

/+>[ F, recogn. layer

wi tij

F,, comp. layer

Fy, input layer

Fig. 2 Principle of adaptive resonance in ART NN
(+,- indicate excitatory/inhibitory signals)

4. Trace stage — process continues until all units
are inhibited or a satisfactory match is found (a
candidate is accepted) and its ratio is higher than or
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equal to the vigilance parameter. If none of them
passes the vigilance test, a new prototype is created
for the current input pattern. This is possible only
when it did not run out of total number of clusters
that can be formed.

5. Adapt stage — if the winning pattern passing
the vigilance test has been found, then the bottom-up
and top-down weights for winner node will be
updated.

2.1 Division of ART neural networks

Basic division of ART NN is as follows [10]:
= ARTI1 - unsupervised learning, clustering of
binary input pattern,
=  ART2 — clustering of binary and analog input
pattern,
= ART3 - into ART theory is included model of
chemical synapses,
= Fuzzy ART - applies fuzzy sets to ART NN,
= DART-distributed ART NN for unsupervised
clustering of analog pattern ,
=  QGauss ART — applying Gauss classifier in ART
NN,
= ARTMAP - modification of ART NN for
supervised learning.

3. UTILIZATION OF ART NEURAL
NETWORKS IN TEXT DOCUMENT
PROCESSING

ART neural networks can be utilized for
documents clustering. A disadvantage of classic
ART networks in clustering is that one document is
not reliable to be classified into more than one
cluster. Modified version of the Fuzzy ART NN,
permitting one document to belong to multiple
clusters is called KMART system [6]. Document
processing by means of this system consists of next
stages: pre-processing, where all stop-words and
redundant words are removed from all documents.
Second stage is used for cluster building. In final
step representative keywords for each cluster formed
in the previous stage are determined and displayed.
In practice it is approximately first 7-10 words as
keywords from each cluster are chosen. Inner
representation of documents uses the TF — idf
weighting scheme.

Testing of KMART system was parallel
conducted with processing the same documents with
clustering algorithms like Fuzzy ART, SISC, K-
Means and Fractionation [8]. Using experiment with
2000 documents from World Wide Web belong to
different categories, reached KMART with Fuzzy
ART better quality formed cluster. It was compared
the cluster formed by the documents against the
documents in the original categories and matched
the clusters with categories one -to-one. It was also

compared the execution times of approach,
whereupon of KMART system was linear with the
number of documents.

4. TEXT DOCUMENTS PROCESSING BY
LINGUISTIC APPROACH AND ART
NEURAL NETWORKS

Nowadays for processing of documents
knowledge approach based on ontology is used. The
purpose of ontology is to describe text documents
and their structure by means of domain
representation from collection of documents [4].
Reuse domain representation from documents can be
achieved by linguistic approach due to ontology
languages including XOL, OWL, SHOE, RDF,
DAM+OIL [12].

Documents retrieval through context of
keywords including ontology and neural network
was published in [5]. The study presented novel,
automatically generated ontology construction,
based on documents processing through artificial
neural network and association keywords with
documents due to Bayesian network [13, 14, 15].

Methodology of used approach can be divided
into next steps:

1. First of all web pages relative to the problem
domain were chosen.

2. Next the labels from HTML tags to select
keywords were utilized and used WorldNet [11]
to determine meaningful keywords called terms.

3. Process continued by calculating of weight
entropy of terms and deleted keywords, whose
entropy value was equal 0.

4. After above steps aprojective adaptive
resonance theory (PART) neural network for
generating  clusters of keywords from
documents was used.

5. Finally, the Bayesian network to express the
hierarchical nearness between keywords in the
documents was used and relation to the
ontology construction of document was found.

To analyze pages context blocks and discover
information context the entropy can by applied. An
advantage of Shannon’s information entropy was
taken to calculate the keywords entropy, based on
keyword web pages matrix. Matrix stored the
frequency of selected keywords appearing in
documents, applying entropy formula

E(Tl) =3 Pij log Pij (1)

where Pjj means the probability, that i-keyword
appears in the j web page.
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Kernel technology on whole system is Projective
Adaptive Resonance Theory (PART) neural
network. In order to deal with the feasibility —
reliability dilemma in clustering data sets,
Yonggiang Cao a Jianhong Wu proposed a new
neural network architecture — Projective Adaptive
Resonance Theory in 2002 [2]. The main difference
between PART and ART neural network is in the
input layer. Besides the vigilance test, the PART NN
adds the distance test to increase the accuracy of
clustering. Matrix, inputted to PART is TF-matrix,
considered from terms and documents. Output from
PART is tree architecture, where the recursion was
added, based on the threshold value. After the PART
tree process, a basic tree structure was gotten, that
can be used to represent all web pages and Bayesian
network was applied to construct complete domain
representation.  The system finally output an
ontology using RFD format through Jean package.
Architecture of system for automatically generated
ontology is shown in fig. 3.

Web
pages Term Parsing
i Subsystem
Web page analysis
T A
Entropy WorldNet
Ontology construction
y
Projective ART

Bayesian Network

A

Jean Package

Fig. 3 The ontology generation system architecture
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Automatic ontology construction based on
Projective  PART NN and Bayesian network
overcomes lacks of flexibility in clustering,
WorldNet and entropy deal, with the lack of
knowledge acquisition for future processing.

5. CONCLUSION

Nowadays, assertion of ART neural networks is
topic of the research in the field of text document
processing. Main advantage of ART NN is
possession botch features of stability and plasticity
with ability to learn new pieces of knowledge
without forgetting older knowledge. Incorporation
of this neural network with some known text
processing’s system could bring better results. All
published algorithms and text processing systems on
web were used for English language based
documents. Next research of information retrieval
from text documents is focused to national
languages — in our case to Slovak.
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ANALYZA PREDIK,(VJNYCH METOD STAVU MOBILNEHO
RADIOVEHO KANALA

ANALYSIS OF MOBILE RADIO CHANNEL PREDICTION METHODS
Vladimir PSENAK, Vladimir WIESER

Abstract: The effective handling of the radio resources is important to keep declared quality of service (QoS). A basic
hybrid link adaptation algorithm updates technical link parameters according to the delayed feedback information from
receiver. The fast power adaptation if essential for the third generation of mobile radio network UMTS, because active users
are sharing the same carrier frequency (WCDMA). A prediction of future channel state can be used to eliminate feedback
delay and power control command transport delay; therefore the link adaptation becomes more efficient. We have analyzed
and simulated prediction methods used for prediction of the mobile radio channel state in this article. Implementation of
proposed methods into the hybrid link adaptation algorithm should increase the efficiency of data transmission among user
equipment and base stations (uplink).

Keywords: hybrid link adaptation, mobile radio channel, prediction methods.

1. UVOD pracuje s dopravnym oneskorenim, kedZze
rozhodnutie o zmene technickych parametrov

V mobilnej radiovej komunikacii je efektivne
vyuzivanie prideleného frekvenéného péasma
jednym z najdolezitejSich cielov. Manazment
radiovych zdrojov ma k dispozicii obmedzené
mnozstvo radiovych prostriedkov, ktoré je potrebné
rozdelovat' efektivne, jednak aby bola udrzana
pozadovana kvalita sluzby (QoS) a zaroven bol
obsluzeny maximalny pocet ucastnikov.
V mobilnych radiovych sietach zalozenych na
viacnasobnom pristupe s kddovym delenim CDMA
(3GPP UMTS [1]) je eliminacia dlhodobého
a  kratkodobého uniku signalu  adaptaciou
technickych ~ parametrov ~ (vykonu  stanice,
modulacie a kédovania) nevyhnutnou podmienkou
pre spravnu a efektivnu ¢innost’ systému. Kritériom
hybridného algoritmu adaptacie spoja musi byt
meratelna veli¢ina: bitova chybovost, pomer
signal-interferencia, avSak takyto algoritmus

Prostredie

vysielaa je zavislé od spitnej vizby (v podobe
prikazu riadenia vykonu) od prijimaca. Doplnenim
rozhodovacieho kritéria o predikovani informaciu
o stave radiového kanala je mozné nepresnost
adaptacie spoja oneskorenim obmedzit’.
Zjednoduseny model vzostupnej adaptacie spoja
s prediktorom, ktory vychadza zo systému 3G
UMTS je znazorneny na obrazku 1 [1], [6]. Zmena
vystupného vykonu vysielata o A(Z) je riadend
TPC prikazom s(¢), ktory je v prijimaci
generovany na zaklade informacie o aktudlnom
stave kanala y(f) apredikovanej hodnoty J(¢).

Vystupny signal x(¢) je ovplyviiovany radiovym
kanalom g(¢) a Sumom e(¢)a takto ovplyvneny je
tento signal prijaty prijimacom ( y(z) ).

Vysielad [mobilny radiovy kanal) Prijimag

Spracowvanie TPC
prikazu

Demodulacia =
o .
Stanovenie parametrov |
LG
Predikecia stavu kanala |
v 51
---=| Vytvorenie TPC prikazu |

Obr. 1 Zjednoduseny model vzostupnej adaptacie spoja s prediktorom

2. VLASTNOSTI MOB}LNEHO
RADIOVEHO KANALA

Z hladiska  aplikacie predikénych metod

mdzeme mobilny radiovy kanadl modelovat a
popasat jako velké mnozstvo horizontalnych
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radiovych vin, ktoré s prijimané z réznych
smerov. Ak vezmeme do uvahy aj zmenu
polarizacie, rozne vertikdlne uhly prijmu atiez
predpoklad, Ze prijaté viny nie si rovinné,
dostavame slozity fyzikalny popis. Pristupnejsi
spdsob popisu je nahradenie mobilného radiového
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kanala dynamickym systémom, ktory je popisany
postupnostou ¢asovych vzoriek merania prijatého
vykonu alebo postupnostou komplexnych vzoriek
Casovej impulznej odozvy, pricom tato postupnost

Casovych vzoriek je hlavnou vstupnou premennou
kazdého prediktora. Podla odporucani [2] delime

mobilny radiovy

kanal

na zaklade vlastnosti

prostredia na 3 rézne typy (tabul’ka 1):

Tab. 1 Typy modelov mobilného radiového kanala

Typ Max. rychlost’ Pocet ciest | Tlmenie ciest Oneskorenie
pohybu stanice Sirenia Sirenia ciest
“Vozidlo“ | 500 km.h™' 6 0az-20.0dB | 0az20000 ns
“Chodec* 120 km.h™! 5 0az-22.8dB | 0az410ns
6 0az-23.9dB | 0az3 700 ns
“V budove® | 10 km.h’ 6 0az-32.0dB | 0az700ns

Charakter mobilného radiového kanala zavisi od
typu prostredia (po¢tu prekazok sposobujucich
rozptyl alebo odraz, t.j. viaccestného Sirenia)
a taktiez od rychlosti pohybu mobilnej stanice MS
v [m.s™'] (Dopplerov efekt). Aplikované vztahy

104

151

Rayleigho Gnik [dB]

20|

-25

Q 100 200 300 400 500 G600 700

&as [ms]

a)l

Rayleigho Gnik [dB)

80O

Obr. 2 Priklad kratkodobého tniku v mobilnom radiovom kanale:
a) rychlost MS v = 2.8 m.s”, b) rychlost MS v =111 m.s™

3. ROZDELENIE PREDIKCNYCH METOD

Predik¢éné metddy (podl'a predikovanej veli€iny)
delime na predikciu stavu (dominantnych)
komplexnych ciest §irenia signalu (v zavislosti od
poctu prstov RAKE prijimaca) na zaklade
komplexnej impulznej odozvy kandla a na
predikciu celkového vykonu prijimaného signalu.
Podl'a casovej stalosti predikénych koeficientov

delime  predikéné metdody na  adaptivne
a neadaptivne [3].
Zakladna neadaptivha metéda je linearna

predikcia komplexnej premennej (FIR prediktor),
ktorej vyhodou su dobré zovSeobecnovacie
vlastnosti. Tento prediktor je mozné pouzit pri
predikcii jednotlivych komplexnych ciest Sirenia,
pricom vysledna odhadnuta hodnota je dosiahnuta
kombinaciou a vahovanim predikovanych hodnot
jednotlivych ciest. Preto je do kazdého prstu RAKE
prijima¢a potrebné implementovat samostatny

10+

15|

25!

popisujuce dany model a vysledky modelovania
mobilného radiového kandla dokazuju, zZe
s narastajicou rychlostou pohybu narasta intenzita
kratkodobych tnikov signdlu (obrazok 2), ktoré
maju na adaptéciu spoja najnepriaznivejsi vplyv.

b

20+

400 500 700 800
¢as [ms]

o 100 200 300 500

prediktor, ¢im sa zvySuju naroky na pamit a
vypoctové prostriedky.

Zo vztahu pre jednorozmerny linearny FIR
prediktor zavedenim komplexnych predikénych
koeficientov dostavame vztah popisujuci FIR
prediktor komplexnej premennej (dvojrozmerny)

[3]:

A M .
h(n+L)="Y"6,h(n—i) )
i=1

Kde L je predikény interval, };(n+L) je

predikovana vzorka, M je pocet predikénych

koeficientov Ol a h(n) je vstupna vzorka. Pre

dosiahnutie relevantnych vysledkov musi byt pocet
vstupnych vzoriek (velkost pamite prediktora)
nickol’konasobné viacsi jako pocet predikénich
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koeficientov. Hodnoty koeficientov Ol je mozné
stanovit’  viacerymi  metdédami, pricom  pri
simulaciach bola pouzitdi metdoda najmensich
Stvorcov.

Metoda priamej predikcie stavu kanala (vykonu)
zalozena na jednorozmernom linearnom FIR
prediktore vychddza z informacie o celkovej
intenzite prijimaného uzito¢ného signalu, resp.
kontrolnych dat, ktorych vysielaci vykon je
prijimacej stanici (ZS) zndmy. Kvadraticky
prediktor pracuje s informaciou o celkovom
prijatom vykone (suma vSetkych Cciastkovych
vykonov sledovanych ciest Sirenia Q) uzitoéného

signalu p(n) [4]:

0 Q0 )
pm)=2p, ()= r, () )

Potom predikciu vykonu jednej cesty mdzeme
definovat’ nasledovne:

A

p,(n+L)= th(n o) Ele, () 3)

Kde El.gp,q(n)J je strednd hodnota chyby

predikcie €, ktora vyjadruje rozdiel
skuto¢nou a predikovanou hodnotou.

U vysSie uvedenych predikénych metdd je
predikény interval v nepriamej umere so
vzorkovaciou frekvenciou vstupnych hodnoét, teda
zvySovanie  predikéného  intervalu  znamena
znizovanie vzorkovaciej frekvencie, ¢im zaroven
dochadza ku strate dolezitej informacie o charaktere
predikovanej veliCiny. Tuto nevyhodu ciastocne
kompenzuje  priamy iterativny prediktor, ktory
patri medzi adaptivne predikéné metddy. Princip
iterativneho  prediktora  spociva v  pouziti
predikovanej hodnoty ziskanej v predchadzajice;j

medzi

iteracii pre predikciu d’alSej hodnoty. Medzi jeho
hlavné vyhody patri moznost' odhadu hodnét vo
viacerych predikénych intervaloch v jednom cykle,
bez potreby opdtovného navrhu predikénych
koeficientov a prevzorkovania vstupnych hodnét.
Vzajomné porovnanie predikénych metod je
vykonané na zaklade dosiahnutého predikéného
zisku G(L) [4]:

ot = 0o, L) bt @

4. POROVNANIE VLASTNOSTi
PREDIKCNYCH METOD

Frekvencia vzorkovania vstupnych vzoriek bola
stanovena na 10 kHz, ¢o predstavuje 100 vzoriek na
jeden radiovy ramec s dizkou 10 ms. UvaZovany
simulacny WCDMA model mdze zmenit vysielaci
vykon stanice prikazom riadenia vykonu TPC raz
pocas trvania radiového ramca. Vplyvom
dopravného oneskorenia je TPC prikaz doruceny
s oneskorenim 1 radiového ramca vzhladom na
aktualny stav vzostupného radiového kanala, preto
minimalny predikény interval je L=10ms. V
pripade jednoduchého prediktora je tento interval
dosiahnuty podvzorkovanim vstupnych vzoriek,
v pripade iteracného prediktora je predikény
interval priamotmerny poctu iteracii.

Na obrazku 3a) je vidiet, Ze v pripade aplikacie
linearneho prediktora komplexnej premennej pre
odhad stavu mobilného radiového kanala (chodec, 8
m.s-1) je narast predikéného zisku, ak je velkost
pamite prediktora viacsia ako 200 vzoriek,
minimalny (pricom ak L =10ms, potom ziskanie
potrebnych vzoriek trva viac nez 2 sekundy).
Rovnako s rasticim poc¢tom  predikénych
koeficientov rasti naroky na vypocet koeficientov,
ale od urcittho poctu (priblizne 30) je narast
predikéného zisku minimalny, obrazok 3b).

Predikcny zisk [cIB]

Predikcny zisk [cIB]

(i : :

[ T e ]
. i i ! i
. i i i i

b)

| 1 1 1 1 1
100 200 300 400 500 600
Pocet vzoriek v pamati [-]

i i i
10 20 30 40
Pocet predikcnych koeficientov [-]

Obr. 3 Zavislost predikéného zisku linearneho prediktora komplexnej premenne;j:
a) od vel’kosti pamite prediktora, b) od poctu predikénych koeficientov
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Obr. 4 Zavislost predikéného zisku od rychlosti pohybu MS

5. ZAVER

Prezentované simulacie ukazuju (obrazok 4), ze
pouzitie jednoduchych predikénych metéd pri
adaptacii parametrov radiového spoja ma svoj
vyznam v pripade, ak rychlost MS nie je prili§ velka
s ohladom na charakter prostredia radiového kanala
(typ prostredia: “v budove” alebo ‘“chodec®).
Aplikacia neadaptivnych a adaptivnych prediktorov
na navrhnuté simulaéné modely kanala vykazovala
priaznivé vysledky (predikény zisk) pri rychlostiach
MS do 50 km.h™'. Pre vysie rychlosti je potrebné
uvazovat’ o predikénej metoéde, ktord nielen
aproximuje charakter zmien kanala (krivku
kratkodobych tunikov), ale aj modeluje jeho
vlastnosti v ramci definovanych podmienok. Pri
vybere vhodnej predikénej metody je potrebné brat
ohlad aj na implementovatelnost do algortimu
riadnia spoja, aby dosiahnuty predikény zisk bol
efektivne vyuzity [5].
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DRM BASED ON THE ROBUST DIGITAL WATERMARKING

Radovan RIDZON, Dusan LEVICKY

Abstract: The geometrical attacks are still open problem for many digital watermarking algorithms used in present time.
Most of geometrical attacks can be described by using affine transforms. This article deals with digital watermarking in
images robust against the affine transformations. The new approach to improve robustness against geometrical attacks is
presented. The discrete fourier transform and log-polar mapping is used for watermark embedding and for watermark
detection. Some attacks against the embedded watermarks are performed and the results are given.

Keywords: digital watermarking, geometrical attacks, discrete fourier transform, log-polar mapping.

INTRODUCTION

Digital multimedia and digital multimedia
processing have brought many advantages
compared with the analog form of multimedia, for
example easy processing and storage, compression
and better noise resistance. However, the digital
multimedia form established the problems with the
ownership rights and making the illegal copies of
the multimedia that are identical with the original
and may be produced and transmitted easy and
with low cost. Another problem is how to protect
digital multimedia against unauthorized access
during the transmission over communication
networks, during processing and storage. There are
two core technologies which can be used to protect
multimedia content. Content protection of
multimedia during the transmission can be solved
by using cryptographic methods, which realized
encryption of the content of the multimedia.
Received multimedia after decryption in the
receiver are not protected any more. Multimedia
content protection and ownership rights after the
transmission and decryption can be realized by
digital watermarking. The idea of digital
watermarking is  embedding imperceptible
information into the multimedia.

1. SECURITY OF THE MULTIMEDIA

Dynamic expansion of multimedia processing
and transmission in digital form has brought the
requirement of multimedia security and protection
of ownership rights. These requirements can be
divided into three basic groups: ownership rights
protection, distribution of illegal copies and
unauthorized access to multimedia. From this point
of view the multimedia security can be divided into
multimedia content protection during the
transmission and multimedia content protection
after the transmission.

Multimedia  content  protection  during
transmission can be realized by cryptographic
methods, which secure the information content of
multimedia by encryption. But cryptographic
methods don’t protect information content of
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multimedia after the decryption. After the decryption
in the receiver the information content is no more
protected and data may be copying easy and without
the quality degradation.

Multimedia content protection after the
transmission can be realized by digital watermarking,
which performed embedding of the imperceptible
information into the multimedia content and this
information should not be easy removable by using
the basic multimedia processing techniques.

Cryptographic methods and digital watermarking
are basic techniques in the field that is called Digital
Right Management (DRM). Digital right management
is a collection of techniques and technologies that
enable technically enforced licensing of digital
information, secure transmission, authors and
ownership rights for all types of multimedia.

2. IMPLEMENTATION OF THE
MULTIMEDIA CONTENT PROTECTION
AND OWNERSHIP RIGHTS IN THE DRM
SYSTEMS

The core technologies used for DRM systems
implementation into the multimedia are encryption
techniques and digital watermarking techniques.

The multimedia encryption techniques encrypt
the multimedia content with the goal to prevent the
access to the multimedia content for unauthorized
users.

The digital watermarking techniques in
multimedia create metadata that contain information
about the protected multimedia content, and then hide
this metadata within the content.

Digital watermarking is process of embedding
additional information directly into the digital
multimedia, also called original data, by making
small modifications to them.

Digital watermarking technologies allow users to
embed digital code into audio, images, video and
printed documents which are imperceptible during
normal use but readable by computers and software.
The additional information is called watermark.
Watermark embedding as a form of the metadata is
realized in DRM implementation block.
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The process of the digital watermarking should
match these four requirements: robustness of the
embedded watermark, perceptive transparency of
the watermarked data, watermark undetectability
and security.

Robustness of the embedded watermark is the
resilience of the watermark against the attacks
performed by the unauthorized person. The goal of
the attacks is to remove embedded watermark and
obtain unwatermarked data without content
protection.

Perceptive transparency of the watermarked
data is the request for the embedded watermark
imperceptibility. Watermark embedding should not
causes multimedia quality degradation or visible or
audible artifacts in the multimedia.

Watermark undetectability is the request for
the statistical undetectability of the changes caused
by the watermark embedding.

Security is the request for the impossible
watermark  extraction or removing from
watermarked data without the knowledge of the
embedded metadata or the key.

Secret or public key could be used during the
watermark embedding. Usage of the key improves
the security against the manipulation with
watermarked data.

On the receiver side two processes can be
realized: watermark extraction and watermark
detection.

In the case of watermark extraction, the
embedded watermark is extracted from tested data
and is compared with original watermark.

Watermark detection is the binary decision
process. In this case only the presence or absence
of the watermark in the tested image is confirmed.

Digital watermarking makes it possible in DRM
systems to cover basic functions: author’s rights
protection in multimedia, authentization or data
integrity check, copyright protection, transfer of the
controlling and additional information.

In digital watermarking as tools for the
protection ownership rights and copy prohibition,
there are a lot of processes performed by
unauthorized persons which aim to corrupt the
embedded information. These processes are called
attacks. There are various categorizations of attacks
on watermarks. One from the categorization is
categorization into four main groups:

e removal attacks,

e geometrical attacks,
e cryptographic attacks,

e protocol attacks.

Removal attacks achieve complete removal of
the watermark information from the watermarked

data  without cracking the security of the
watermarking algorithm. This category includes
denoising, lossy = compression,  quantization,
remodulation, collusion and averaging attacks.

Geometrical attacks do not remove the embedded
watermark itself, but intend to distort the watermark
detector synchronization with the embedded
information. To the category of the geometrical
attacks belong the cropping, flip, rotation, shift,
scaling, and translation and so on.

Cryptographic attacks aim at cracking the
security methods in watermarking schemes and thus
finding a way to remove the embedded watermark
information or to embed misleading watermarks.
These attacks are very similar to the attacks used in
cryptography. There are the brute force attacks which
aim at finding secret information through an
exhaustive search.

Protocol attacks aim at attacking the entire
concept of the watermarking application. This
category includes the copy attack and the attacks
made by invertible watermarks.

The geometrical attacks on the digital watermarks
are still open problem for a many watermark
algorithms used in present time. A few approaches to
improve the robustness against geometrical attacks
have been presented in many papers.

The methods capable to estimate and recover the
undergone global affine transformations can be
divided into 3 main groups:

Invariant watermarks. The transform invariant
domain approach mostly consists in the application of
the Fourier-Mellin transform to the magnitude of the
original (or cover) image spectrum, associated with a
log-polar or a log-log coordinate mapping. The
watermarks, which used the Fourier-Mellin
transform, are designed to robustness mainly against
the rotation, scales and translations.

Template based schemes. In this case, the
watermark consists of two parts: template and the self
watermark. The template contains no information but
is merely a tool used to recover possible
transformations in the image. The recovery of the
watermark is a two stage process. First, the
transformation undergone by the image is
determined, and then inversion or compensation for
the transformation when decoding the watermark is
done. The points of the template may be distributed
for example in the DFT domain.

Autocorrelation techniques. The third method for
the recovery of geometrical transformations is the use
of the auto-correlation function. These methods are
based on the adding of the repeated watermarks in the
overlapping fashion. At the detection, the estimation
of the watermark is performed and the autocorrelation
function is calculated. The peaks in the auto-
correlation function are obtained due to the repetitive
insertion of the watermark. Since the auto-correlation
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of the inserted watermark is known, this is
compared with the auto-correlation function of the
recovered watermark. A transformation matrix is
calculated based on the two sets of peaks. This
transformation is then inverted and the watermark
is decoded.

3. LOG-POLAR MAPPING

As was mentioned before, the exploitation of
the features of some transformations which are
invariant against the affine transformations can be
used to improve robustness of watermarks against
the geometrical attacks. Discrete Fourier transform
(DFT) fulfill these requests and is often being used
in the digital watermarking algorithms.

If the picture is defined as two dimensional

function x(i, j) in the Cartesian coordinate system
with limitations 0<i< N, and 0<j<N,, the
DFT and inverse DFT is defined as follows

e o /N | (2] N, )
)= 5 S el L
i=0 j=0
N, -1N, -1 j(27/ N, Jui j(27/ Ny )vj
i j)= F(u,v)- /@0 oiCaNDs (o
) =5 & Z ()¢ e ”

Affine transforms performed with images in the
spatial domain caused the specific changes in the
DFT domain.

The picture shift in the spatial domain cause a
linear shift in the phase component of the DFT

F(kok)e ™) o f(xvy,v+7,). G

The symbol <> represents the transform
relationship between DFT domain and the image
spatial domain.

Scaling the axes in the spatial domain causes an
inverse scaling in the frequency domain

(k b ]<—>f(px p). @)
P \p'p

The image rotation through an angle ¢ in the
spatial domain causes the DFT representation to be
rotated through the same angle

F(k, cos@—k,sin@,k sin0+k, cosd) <>

<—>f(xcos@—ysin@,xsin9+ycos@) )
From equation (3) is clear that spatial shifts
affect only the phase representation of the image.
Also the equations (4) and (5) can be rewritten by
using the specific substitution. The changes in the
image caused by scaling and image rotation in the
spatial domain can be described by invariant shift
after this substitution. This can be performed by the
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substitution which is called log-polar mapping
(LPM).
Consider a point (x,y)eR’ and defines

x=e"cosf, y=e“sin@d, where upueR and
0< 6 <27z . The result of this substitution is that for
every point (x,y) there is a point (x,60) that
uniquely corresponds to it.

The new coordinate system (x,6) converts the

scaling and rotation into the simple translation in the
direction of the axis.
Scaling is converted to a translation

(1+logp,0). (6

Rotation is converted also to a translation

(px,py) &

(xcos(o9+6)—ysin(0+5),xsin(6’+5)+ycos(0+§)) o (7
> (1,0+5)

4. PROPOSED WATERMARKING METHOD

Proposed algorithm is based on the combination
of the DFT and LPM features. Inserted watermark is
in the form of spare matrix which is created
depending on the secret key K. On the receiver side,
the watermark detection process is performed.

4.1 Watermark embedding

The entries of the watermark embedding process
are the original gray scale image / and the key K,
which is in the form of number and is used as the
initialization vector for the pseudorandom generator.

The process of the watermark embedding is
shown in the Fig. / and can be described in five
steps:

e DFT of the original image /,

e watermark generation based on the secret key
K,

e transformation of the key by using inverse
LPM.

e watermark embedding into the chosen
coefficients of the magnitude spectrum of the
DFT.

e inverse DFT.

] F‘ = = a1
Pl |5
u —— r B
‘atermarl IDET
Original embedding Watermarked

image image

‘Watermark w Sy Wi
Secret generation

key

Fig. 1 Watermark embedding process
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The calculation of the DFT of the original
image is the first step in the watermark embedding
process. Pseudorandom sequence is generated
based on the secret key K. This secret key is used
as the initialization vector for the pseudorandom
generator. Generated pseudorandom sequence has
normal dispersion and zero mean value and based
on the chosen decision level is mapped on the two
values (0,1). The size of the sequence is selected
based on the desired quality of the watermarked
image and on the desired robustness of the
embedded watermark.

The size of the watermark has to be the same as
the size of the original image. Generated and
mapped sequence is situated in the lower part of the
watermark. The quality of the watermarked image
is also influenced by the location of the sequence in
the watermark.

The next step in the embedding process is the
transformation of the watermark by using inverse
log-polar mapping (ILPM). The ILPM transforms
the sequence in the watermark into the concentric
ring. In the DFT spectrum the medium frequencies
are situated in this region. These frequencies are
chosen for the watermark embedding for two
reasons: modification of medium frequencies
causes less degradation of the watermarked image
as the modification of the lower frequencies would
caused and if the higher frequencies are modified
during the watermark embedding process, the
watermark robustness would be low against the
attack, mainly against lossy compressions.

The watermark is embedded into the magnitude
coefficients of the DFT in the form of local peaks.
The process of the embedding is adaptive, that
means the watermark is not embedded into the
whole picture with the same power. The process of
the watermark embedding can be described as

i+l i+l

zzluﬁ‘r(i’j) lf VV[LPM (i,j)=1

o
Iper (1,) =19 473 ®)
IDFT(i’j) lf W/LPM (i,j)IO

where a is the power of the embedded watermark.

4.2 Watermark detection

The detection algorithm does not require the
original image and is based on the correlation test
between the original and extracted watermark. The
algorithm entries are tested image and secret key
for the watermark generation. The process of the
watermark detection is shown in the Fig. 2 and can
be described in five steps:

DFT transformation of the tested image,
position finding of the local maxims,

LPM transformation of the local maxims,
watermark generation by using secret key K,

e correlation test,
e decision about the presence or absence of the
watermark in the tested image.

The DFT is the firs step in the watermark
extraction process. The local maxims are searching in
the small windows. In the experiments the window
with 10x14 pixels was used. The positions of all
founded local maxims are saved into the empty
matrix. This matrix represents the extracted
watermark.

Decision
about W

K ‘Watermark .
Secret generation | W
key
Fig. 2 Watermark detection

In the next step, the local maxims are transformed
by using LPM and the correlation test between the
original and tested watermark is calculated. The
decision about the watermark presence or absence is
based on the chosen level of the correlation function.

5. EXPERIMENTAL RESULTS

Three different powers of the « (alfa) parameter
during the watermark embedding process were used.
The robustness of the embedded watermarks was
tested against some attacks.

alfa=20 alfa=30

a) Rotated images (30 degrees)

alfa=10 alfa=20 alfa=30
b) Image scaling

Fig. 3 Attacked images
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Rotated images are shown in the Fig. 3a. As
can be seen, in the second and third image there is
one local peak in the correlation function and the
watermark was detected successfully.

The attack by image scaling is shown in the
Fig. 3b. The image was reduced in dimensions to
the half and thereafter enlarged to the original
dimensions. As can be seen, the watermark was
detected in two cases. The watermark was
destroyed in the first case and the watermark
detection was unsuccessful.

CONCLUSION

In this paper was shown one approach how to
improve robustness of the digital watermarks in
gray scale images based on the DFT and LPM.
The further work will be oriented on the improving
of the robustness against the removal attacks,
mainly the lossy compressions, and on the
embedding watermarks into the color images based
on presented approach.
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APLIKACIA MORFOLOGICKYCH FILTROV V SUBPASMOVOM KODOVANI

THE APPLICATION OF MORPHOLOGICAL FILTERS IN SUBBAND CODING

Jozef STULRAJTER, Milan LEHOTSKY, Marcel HARAKAL

Abstract: Subband coding system using morphological filters in analyzing and synthesizing filter banks is described in this
paper a standard method of morphological decomposition is realized by decomposition of the input image to the subimages
created by objects of certain size. Perfect reconstruction is reached by adding all subimages. The purpose is to design system
BAF/BSF using the bank of morphological systems with perfect reconstruction of the image.

Keywords: morphological filters, morphological transformation, subband coding, filter banks, morphological operations.

1. UVOD - ZAKLADNE MORFOLOGICKE
TRANSFORMACIE

Morfologické filtre su nelinedrne filtre, ktoré
modifikuju geometricky tvar objektov s vyuzitim
matematickej morfologie. Vyuzivaji sa pri
zvyrazneni objektov, ktoré st ukryté v pozadi, pri
detekcii  hran, rozpoznavani objektov, pri
odstranovani impulzového Sumu z obrazu, pri
analyze textir apodobne. Vstupny obraz je
filtrovany pomocou morfologického elementu
atento proces je podobny konvoluénému sacinu
obrazu a morfologického elementu. Morfologické
filtre st tvorené kombindciou Styroch zakladnych
operacii matematickej morfologie, ktoré st
dilatdacia, erozia, otvorenie a uzavretie.
Morfologicka filtracia je proces, pri ktorom sa na
obraz aplikuju zakladné morfologické operacie
v 'ubovol'nom poradi.

Nech je funkcia x(n) binarneho obrazu, B je
zékladna morfologicka struktira a nech x(n) a B st
podmnozinami 2-R  Euklidovského priestoru.
Potom x(n-b) definuje priestorové posunutie
vstupného obrazu podla vektora b. Prva zakladna
morfologickd operacia dilatdcia je definovana
vztahom

x(n)® B= [Jx(n-b). (1)
beB
To znamena, Ze dilaticia x(n) podla B je
uskutocnena zjednotenim posunuti obrazu x(n)
podl'a vsetkych vektorov beB. Doplnkovou
operaciou k dilatacii je erdzia a ti mozno vyjadrit
vztahom

x(n)®@B= (\x(n+b)- @)
beB

Vysledkom erozie je prienik vsetkych posunuti
vstupného obrazu x(n) podla vektora —b, kde
b € B. Vplyv dilaticie a erozie na tvar objektu zo
vstupného obrazu je graficky znédzorneny na obr. 1.
Z obrazku je zrejmé, ze dilatacia spdsobuje
zvdacsovanie objektov a naopak erdzia spdsobuje

zmensovanie objektov. Napriek tomu, ze dilatacia
a erozia su doplnkové operacie, tieto operacie st
nevratné. To znamena, ze ak vstupny obraz je
filtrovany pomocou erozie, tak tento obraz nemusi
byt obnoveny dilataciou a naopak.

Dalsou morfologickou operaciou je otvorenie.
Otvorenie je definované ako aplikacia erdzie
a nasledne dilatacie na obraze x(n) vyjadrena
vztahom

x(n)e B=[x(n)eB]® B. 3)
Uzavretie je definované ako proces aplikacie

dilatdacie anaslednej erdzie na obraz x(n), teda
plati

x(n)e B=[x(n)® B]eB. 4)

Vplyv otvorenia a uzavretia na tvar objektu zo
vstupného obrazu je graficky zndzorneny na
obrazku 2. Z obrazku je zrejmé, zZe otvorenie moze
byt realizované ako posuv oblasti B po obraze tak,
aby kazdy prvok B lezal vo wvnutri objektu.
Vyslednym objektom je zjednotenie prienikov
vSetkych pozicii oblasti B a objektu zo vstupného
obrazu x(n). Otvorenie odstrafiuje detaily z obrazu
reprezentovaného vo forme lalokov vystupujucich
z velkych objektov. Podobne proces uzavretia
moze byt realizovany tak, ze centralny (zakladny)
prvok oblasti B sa pohybuje po obrysoch objektu.
Vysledkom je zjednotenie objektu zobrazu x(n)
a vSetkych pozicii oblasti B, ¢im sa odstrania
z obrazu detaily reprezentované lalokmi
vstupujucimi do vel'kych objektov. Teda realizaciou
otvorenia sa vel'kost objektov zmensuje

zakladny prook
D/

L F--49
oo
°2e° 030 000000
o 0000
000
o
x(n) E s x(n)@k

Obr. 1 Vplyv erézie a dilataicie na tvar objektu
z obrazu x(n)

51



Scientific papers

Science & Military 2/2007

arealizaciou wuzavretia sa velkost objektov
zvacsuje oproti povodnej velkosti objektov.

29 OOOggO
200000 o
200 020 D00 20000
Qoo 200 200
O o ]
x(n) B *(mOB x(n)®BE

Obr. 2 Vplyv otvorenia a uzavretia na tvar objektu zo
vstupného obrazu x(n)

Proces morfologickej filtraicie mobze byt
zovSeobecneny pre obrazy s viac Uroviiovymi
hodnotami obrazového  prvku (op). Zakladné
elementy tychto morfologickych operacii st 3R
utvary ako napr. gule a valce. Obrazy mézu byt
reprezentované taktiez v 3R priestore, kde vyska
(tretia  suradnica) zodpovedda hodnote op.
Morfologicka filtracia je vlastne posuvanie
zékladného elementu B po povrchu 3R zobrazenia
obrazu x(n). Potom dilatécia je ur¢end vztahom

x(n) ® B=max[x(n—b)+ B(n)]- O]
beB

Pri binarnych obrazoch bolo pouzité zjednotenie
a pri viac uroviovych obrazoch sa urcuje maximum
posunuti obrazu x(n), kde B(b) je vahovacia
funkcia. Podobne pre erdziu plati

x(n) ® Bmin[x(n + b) + B(b)]. (6)
beB

teda proces erdzie je realizovany najdenim
minimalnej hodnoty posunuti obrazu x(n).
Otvorenie a uzavretie je definované zhodne ako
u binarnych obrazov vztahmi (3) a (4).

2. TYPY MORFOLOGICKYCH FILTROV

Morfologické filtre st nelinedrne filtre [5, 7].
K nelinearnym filtrom patri aj medianovy filter.
Medianovy filter je realizovany tak, Ze z blizkeho
okolia vySetrovaného obrazového prvku (op) sa
vyberl op a zoradia do postupnosti podla velkosti
hodnét op. Hodnota op zo stredu postupnosti je
vysledna hodnota medianovej filtracie a tato
hodnotu nadobuda op vo vystupnom obraze, ktory
ma tie isté priestorové suradnice ako vysetrovany
op vo vstupnom obraze. Okolie vySetrovaného
bodu nadobuda rozne tvary a velkosti (pozri obr.
3). Z obrazku je zrejmé, ze je mozné realizovat
jednorozmerni (1R), dvojrozmerntt (2R) avo
vSeobecnosti  v-rozmernii medianova  filtraciu.
Suport medianove;j filtracie je oblast, ktora definuje
tvar a vel'kost’ okolia vySetrovaného op. Snahou je,
aby suport prekryval neparny pocet op, lebo tak je
mozné jednoznaéne uréit stred postupnosti
hodnét op.
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Obr. 3 Priklady suportov pre medianovu filtraciu

Medianova filtracia je proces, pri ktorom stred
suportu postupne prechadza po vSetkych op
vstupného obrazu. Postupne na tie isté priestorové
stradnice, ako ma stred suportu na vstupnom
obraze, sa ulozi vysledok medianovej filtracie do
vystupného obrazu. Medianové filtre st vysoko
ucinné pri  odstrafiovani impulzového Sumu
zobrazu a vyuzivaju sa aj ako dolnopriepustné
filtre (DP) s moznost'ou pouzitia aj pri realizacii
systému analyzy a syntézy obrazu.

Morfologicky filter realizovany dvojicou
operacii otvorenie-uzavretia (Open—Closing OC)
alebo uzavretie-otvorenia (Clos-Opening CO) pri
odstraniovani impulzového Sumu z obrazu sa sprava
podobne ako medianovy filter. Morfologicky filter
realizovany dvojicou operacii ma vyhodu v tom, ze
mdze rozliSovat’ a teda oddelene odfiltrovat’ kladné
alebo zéaporné zlozky impulzového Sumu, co
medianovy filter nedokaze [5].

Algoritmy pre detekciu textar

Pri subpasmovom koédovani obrazu pouzitim
banky morfologickych filtrov (BMF) je vyhodné
detekovat’ a odliSnym sposobom kddovat’ textury,
ako ostatné casti obrazu. Spravna detekcia textr
umoznuje efektivny rozklad vstupného obrazu bez
pridavnej informdacie. Nespravna detekcia textar
moze sposobit’ zakmity, ¢o znehodnoti navrhovany
systém analyzy a syntézy obrazu s pouzitim BMF.

Obrazy sa skladaju z homogénnych oblasti, hran
atextar. Analyzou vlastnosti textir je mozné
dospiet’ k algoritmu detekcie textar. Homogénne
oblasti su zvyCajne velké priestorové oblasti,
ktorych hodnoty op nadobudaju priblizne rovnaké
hodnoty. Naopak, hrany su malé priestorové
oblasti, ktorych hodnoty op nadobudaji velmi
rozdielne hodnoty op v smere kolmom na hranu
amalé rozdiely v smere pozdiz hrany. Textury st
oblasti Oi, ktoré maji rozdielne hodnoty op vo
vSetkych smeroch. Teda pri detekcii textur buda
sledované dva parametre. Prvym je disperzia

hodnét O'l.2
charakterizuje mieru rozdielnosti hodnot op
vsledovanej oblasti Oi. Pre disperziu plati

voblasti Oi. Disperzia o’
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k-1 _
o} :% 3 [x(k) - x1%. )

kde kje pocet op nachadzajucich sa v sledovanej

oblasti Oi a x je stredna hodnota, pre ktoru plati

x=— > x(k) t)

Simulaciou sa dospelo k  zaveru, Ze
najvhodnejsia velkost’ sledovanej oblasti Oi je pre
k=12. Tvar tejto oblasti je na obr. 4.

1 2 3 4 5 &6 7

1
2
3

Obr. 4 Odporucany tvar sledovanej oblasti O1
Cierne op zodpovedaju aktivnym prvkom oblasti.

Ak Oi je homogénna, tak disperzia O iz tejto
oblasti méa byt menSia ako hrani¢na disperzia o 5 .
Ak JI,Z > o',f tak centralny bod z Qi patri hrane
alebo texture.

Druhym parametrom p sa urci, ¢i stredovy op Oi
patri hrane alebo textire. K tomu ucelu sa pocitaju
disperzie v Styroch smeroch. Pre oblast Oi na
obrazku 4 moézu byt takéto smery
J=1:(1,1) (2,3) (2,5) (3.7),

1:
2:(3,1) (2,3) (2,5) (1,7),
3:(2,1) (2,3) (2,5 (2,7),
4: (1,5) (2,5) (3,5).

Tieto Styri smery su vybrané tak, aby
reprezentovali vSetky mozné smery 0, /4, m/2,

J
J
J

3n/2. Vsetky disperzie Gf ; s vypocitané podla

(7) . Parameter p je definovany vztahom

2 : 2
p =max;(g )/ min; (g ;) )
kde j definuje smer podl'a pre oblast’ Oi.

Ako uz bolo naznacené, textiry maju mat
priblizne rovnaké disperzie vo vsetkych smeroch.
Teda ak parameter p ma vysoki hodnotu, tak
stredovy op z Oi je op na hrane. Preto oblast’ Oi je
povazovana za hranu, ak p>pp, kde py, je hrani¢na
hodnota parametra p. Z predchadzajuceho je
zrejmé, ze detekcia textr moze byt realizovana
nasledujicim algoritmom:

Algoritmus 1
1. Vypocet O'i2 podla (7),
2. Vypocet p podl'a (9),
3. Ak (61.2 > O',? ) asucasne (p<py), tak
stredovy op z Oi patri do textary, koniec.
4. Alebo ak (O'l.2 > G,f ) asucasne (p>py),

tak stredovy op z Oi patri hrane, koniec.
5. Alebo stredovy op z Oi patri homogénne;j
oblasti.

Pomocou tohto algoritmu je mozné detekovat
vacsinu textir. V textirach sa vSak objavili
izolované op a v blizkosti hran tenké Ciary, ktoré
sposobuju zakmity. Preto je potrebné vykonat na
obrazoch proces, ktory by odstranil rusivé op
a Ciary, ktoré vznikli detekciou textur.

Na odstranenie tychto ruSivych op a Cdiar
sposobenych impulzovym Sumom je
najvyhodnejsie pouzit’ medianovy filter s vel’kost'ou
napr. 3x3. Filtracia prebiecha tak, Zze stred
medianového filtra sa posuva po obraze, pricom
stredovy prvok filtra prechadza po prvkoch textary
aani jeden prvok filtra nepatri do homogénnej
oblasti. Tento proces odstrani osamelé op a tenké
Ciary v textirach. Po detekcii textir algoritmom 1
sa uskutocni dodato¢na uprava obrazu realizaciou
algoritmu 2 pre vSetky op obrazu.

Algoritmus 2

Ak op patri hrane a osem susednych op patri
texture alebo hrane, tak op patri textare, alebo na op
sa aplikuje medianova filtracia o velkosti filtra
3x3, priCcom stred medianového filtra lezi na
klasifikovanom op.

Realizdciou algoritmu 2 sa odstrdni vécSina
rusivych  op a Ciar, ¢o  zabezpeci
efektivnu reprezentaciu bez zakmitov obrazu.

3. APLIKACIA MORFOLOGICKYCH
FILTROV V BANKACH FILTROV PRE
SBC

V tejto Casti je naznaeny navrh maximalne
decimovanej banky morfologickych filtrov (BMF)
s vlastnostou dokonalej rekonstrukcie obrazu.
Linearne banky filtrov (BF) moézu vytvarat
maximalne decimované banky filtrov. Je
problematické popisat’ morfologické filtre takym
spdsobom, aby sa ziskali nutné a postacujuce
podmienky dokonalej rekonstrukcie obrazu pri
pouziti BMF. Morfologické dolnopriepustné filtre
realizujuce operaciu otvorenia a  uzavretia
neumoznuju realizovat’ dokonalt rekonstrukciu
obrazu. Tieto filtre realizuji filtraciu takym
spdsobom, Ze obraz sice nebude obsahovat’ malé
objekty, ale obrysy velkych objektov su ostré, ¢o
sved¢i o pritomnosti vysokych frekvencii. To
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znamena, ze vysoké frekvencie sa vzdy nachadzaju
v subobraze ziskanom takouto filtraciou. Preto na
strane syntézy morfologické filtre nie su schopné
potlaéat prekryvanie spektier subobrazov, ¢o
spdsobi nedokonalt rekonstrukciu obrazu.

Preto je potrebné ziskat nastroj, pomocou
ktorého by boli popisané nelinearne filtre. Dalej je
potrebné navrhnit’ dvojkanalovi BMF, ktorej filtre
prepustaju polovicu frekvenéného pasma. Nech 1R
linearny filter s prenosovou funkciou G(z) je
dolnopriepustny filter (DP) prepustajici polovicu
frekvenéného pasma, ak kazdy neparny prvok jeho
impulzovej odozvy nadobida nulovi hodnotu,
preto plati

/2 pre m=2

am) (10)

0 pre moi FOL2..... M2

kde M je dizka impulzovej odozvy filtra.

Nech 1R signal x(n) je decimovany
a nasledne interpolovany s radom N=2. Potom nech
y(n) je filtrovany pouzitim G(z). Nech z(n) je
vysledok konvolu¢ného suéinu y(n) ag(n), teda
plati

z(n) = y(n)* g(n). (11)
Potom pre kazdu parnu vzorku z(n) plati
z(2n) =1/2x(2n). (12)

Tento vztah umoznuje definovat’ nelinearny
filter prepustajici polovicu frekvenéného pasma.
Nech vstupny signal x(n), ktory je decimovany
a interpolovany s radom N=2 a vysledkom je signal
y(n). Nelinearny filter prepusta polovicu
frekvencného pasma, ak kazda parna vzorka signalu
y(n) sa rovna vstupnému signalu x(n). Nech z(n) je
vystup z nelinearneho filtra, potom

z(2n) = cx(2n), (13)
kde ceR je 'ubovol'na konstanta.

Takéto nelinearne filtre existuju a su
realizované morfologickymi procesmi erdzie,
dilatdacie alebo medianovej filtracie, ak je spravne
vybrany suport filtracie.

Dokonali  rekons$trukciu pre dvojkanalovy
systém analyzy (BAF) a syntézy (BSF) obrazu
s linearnou bankou filtrov (obrdzok 5a) mozno
dosiahnut, ak Go(z) a Hy(z) su prenosové funkcie
DP filtrov prepustajice polovicu frekvenéného
pasma a Gy(z) a H;(z) st prenosové funkcie
hornopriepustnych (HP) filtrov. Nech medzi
filtrami  plati vztah ako pri  dokonale
rekonstrukénych filtrov, teda plati
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Ho(z) = Gi(~2)
Hl(Z) = —Go(—Z). (14)

Nech Gy(z)=1, potom H,(z)= -1. Takato banka
filtrov je na obrazku 5b. Nech Hy(z) je nahradeny
nelinearnym filtrom s prenosovou funkciou My(n).
Ked’ze sa jednd o nelinearny filter, neda sa popisat’
v z - oblasti. Pri linearnych filtroch prepocet filtra
z DP na HP a naopak je realizovany negaciou
premennej, ¢o mozno vyjadrit’ vztahom

Z7HG(-2)} = (-1)" g(m). (15)

Pre linearny filter s minimalnou fazou, ktory
prepusta polovicu frekvenéného pasma plati

G(-z)=1-G(z). (16)

Tato rovnica méze byt zovSeobecnend pre
nelinearny filter. Nech M;(n) je prenosova funkcia
nelinearneho HP filtra, potom plati [3]

Ml(n)ZI—Mo(I’l), (17)

kde I je operator identity. Z toho odvodena banka
filtrov na obrazku 5c umoznuje dokonala
rekonStrukciu.

Pri névrhu systému analyzy a syntézy je
dolezitou tulohou spravny navrh filtrov analyzy
a syntézy. Navrh morfologickych filtrov je odlisny
od navrhu linearnych filtrov. Pri  navrhu
morfologickych filtrov je vhodné mat’ vedomosti
z oblasti matematickej morfologie. Navrh filtrov
moze byt realizovany aj experimentalne, lebo
existuje len obmedzeny pocet rieSeni. VéacSina
morfologickych filtrov je urend suportom
a sposobom spracovania op prekrytych suportom.
Casto je potrebné len vybrat’ najlepsi mozny filter
porovnavanim ich vplyvu na obrazy. Z vysledkov
simulacie s pouzitim realnych obrazov je zrejmé,
ze  najvhodnejsie  morfologické filtre  pre
subpasmové  kodovanie pouzitim BMF  su
medidnové filtre, lebo umoziiuji najucinnejsie
kodovanie pri reprezentdcii subobrazov. Teda
ostava urCit’ vel'kost’ a tvar suportu medianového
filtra. Nech kodovanie je realizované az po filtracii
na strane analyzy, ako je to naznaCené na obrazku
6a. Kodovanie moze zmenit charakter obrazu, ¢o
na strane syntézy by sa mohlo prejavit vyberom
nespravneho typu filtra. Na obrazku 6b je
naznaleny systém subpasmového kodovania, kde
kodovanie je realizované na strane analyzy eSte
pred filtraciou. Dvojnasobné kodovanie HP vetvy
nema vplyv na kvalitu vystupného obrazu. V HP
vetve analyzy sa pocita interpolacnd chyba medzi
vstupnym a vystupnym obrazom a kvantovanym
a filtrovanym obrazom. Tato interpolac¢na chyba je
mensia ako polovica  kvantizacného  kroku
pouzitého kodéra. Systém na obrazku 6b vykazuje
vyssiu ucinnost kodovania ako na obrazku 6a.
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Obr. 5 Systémy analyzy a syntézy obrazu znazoriiujiice nahradenie maximalne decimovanej banky linearnych filtrov bankou

morfologickych filtrov

— 1 Iz kodelk T2 Il Caf)
xn) 1 5 kodek t2 -1
L Mon)
a)
1 Lo kodek te sl
x) 1 12 kodek 12 1
kodér | MO(n)
b)

Obr. 6 Systém subpasmového kodovania obrazu s pouzitim banky morfologickych filtrov, a) kédovanie po filtracii,
b) kodovanie pred filtraciou na strane analyzy.
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ZAVER

Pri simulacii subpasmového kdédovania obrazu
boli u linearnej BF pouzité filtre s velkou Sirku
prechodového pasma, ¢o mierne znizuje zakmity vo
vystupnom obraze. Pri porovnani oboch bank filtrov
je mozné pouzit' objektivne kritéria kvality, ako
pomer signal/Sum a pod., ale tieto kritéria nie su
vhodné pre porovnanie dvoch uplne odlisnych
technik  systému analyzy asyntézy, pretoze
skreslenie ma iny charakter. Preto vizualny vnem sa
stal subjektivnym kritériom kvality vystupného
obrazu.

Pri pouziti linearnej BF neboli zakmity
s vysokou energiou, ale boli viditelné a pdsobili
rusivo. NizSia energia zdkmitov suvisi s vyberom
linearnych filtrov s velkou Sirkou prechodového
pasma. Pri pouziti BMF sa neobjavili zdkmity.
Textiry boli lepSie spracované linearnou BF ako
BMF. Z hladiska vizualneho vnemu BMF su
vyhodnejsie pri obrazoch bez textir a linedrne BF
st vyhodnejsie pri spracovani obrazov s textirami.
Z predchadzajuceho je zrejmé, ze najvyhodnejsi by
bol taky systém, ktory by prebral vSetky vyhodné
vlastnosti linearnych a morfologickych bank filtrov.
Mohlo by sa prepinat’ medzi dvoma bankami filtrov,
¢o si vyzaduje pritomnost oboch bank filtrov.
Zaroven by bolo potrebné prenasat’ do systému
syntézy pridavni informaciu o tom, aky typ banky
bol pouzity pre konkrétny op na strane analyzy.
Preto je potrebné navrhnut’ kritérium, podl'a ktoré¢ho
by sa vybral a pouzil totozny typ BF pre kazdy op
v systéme analyzy a syntézy.
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NETWORK ACCESS CONTROL TECHNOLOGIES FOR SECURING INTERNAL
NETWORKS

Julius BARATH, Cubomir DEDERA, Marcel HARAKAL

Abstract: Today, networks must face the threat of their systems being compromised by misuse or malicious access. The
paper presented examines the role of Network Access Control (NAC) and compares approaches that can help to:
e reduce the risk of security incidents and increase compliance with security policies by enforcing IT security policies as a

prerequisite for network access,

e dramatically reduce the number and severity of security events and aid in regulatory compliance.

Adding Network Access Control (NAC) to an existing network is a dramatic and significant change to the physical
network. When NAC is in place, the network is no longer a neutral substrate for moving packets around as quickly as
possible. Instead, it becomes a security barrier which can authenticate users, evaluate the security of end-point systems, and
apply access control focused on the user and his/her security status. A NAC-enabled network is no longer a utility, like power
and water, but must be tailored to fit organizationally into networking, security, and desktop management teams to be

effective [1].

Keywords: Network Access Control, network security, Network Admission Control.

1. NAC DESCRIPTION

NAC also known as Network Admission Control
defined by Cisco Systems is the approach to use
network infrastructure to enforce security policy on
the devices (PCs, PDAs) using the network. NAC
can find noncompliant endpoint devices, put them to
the quarantine and allow them only restricted access
to the local network where all necessary patches and
updates are located. The main result of the enforced
policy is a decrease of damages caused by malicious
code, viruses, worms, etc. NAC is part of the Cisco
Self-Defending Network. Its goal is to create
additional intelligence in the network to
automatically identify, prevent, and adapt to security
threats.

NAC function can be compared to the antivirus
checking solution, where the device wishing to
access a network is verified to comply with
operating system version and service packs installed,
presence of an antivirus software and age of the
signature file and other important security related
aspects.

A possible NAC solution is depicted in Fig. 1
and consists of four main parts:

- hosts attempting network access,
- network access devices (NADs),
- policy server decision points,

- management system.

A host is attempting to access for the first time a
corporate network, which wusually has some
improvements of local security on place. To ensure
that the security policy is on the appropriate level,
Cisco implementation of NAC requires the Cisco
Trust Agent to be installed on the accessing host.
The agent is a software module communicating with
operating system and third party security
applications (e.g. AV software) and its role is to
verify versions, release numbers, and dates of

signature files. This information is provided during
a connection attempt to the system and used by
decision points to grant or deny access to the device.

Network access devices are the active devices of
the first contact that enforce admission control
policy and they are usually switches, wireless access
points, security appliances or routers. The devices
get host credentials and pass them to the servers,
where network admission decisions are made. Based
on the network security policy a host gets permit,
deny, quarantine or restrict authorization.

Host Attempting Network Access Policy Server
Network Access Decision Points

Antivirus
AAA Server Server

' Credentials M ':" lentials Credentials
—_— e ——— .. =
EAP/UDP, @ RADIUS HTTPS
Cisco Trust £ap/B02 1% .— e

Agent A —

Management
System

Audit Server

Fig. 1 NAC realization

Policy servers are the devices with knowledge
about current versions of operating systems,
antivirus programs and other security related
applications used, together with the most current
versions of updates and signature files required to
fulfill the security policy. The policy servers work
together with cosponsor application servers and
audit servers which aid in assessing systems.

Management system provides monitoring and
reporting operational tools.
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2. NAC OPERATION

To better understand what happens each time a
client connects to the network infrastructure, see the
diagram in Fig. 2.

—

4 X
&Network 3

S
®
p@ .
— = 71 @ —=
EAPOUDP(Z) @ [p———
HTTPs(®8)

] @ L] L

Cisco trust @ Cisco Access Posture
agent and 105 NAD control validation/
plugins server remediation

server

Fig. 2 NAC operation diagram

NAC component interaction occurs as follows:

1. Client sends a packet through a NAC-enabled
router.

2. NAD begins posture validation using
Extensible Authentication Protocol (EAP)
over UDP (EOU).

3. Client sends posture credentials using EOU to
the NAD.

4. NAD sends posture to Cisco ACS using
RADIUS.

5. Cisco Secure ACS requests posture validation
using the Host Credential Authorization
Protocol (HCAP) inside an HTTPS tunnel.

6. Posture validation/remediation server sends
validation response of pass, fail, quarantine,
etc.

7. To permit or deny network access, Cisco
Secure ACS sends an accept with ACLs/URL
redirect.

NAD forwards posture response to client.
9. Client is granted or denied access, redirected,
or contained.

I

In case that a host attempting to gain access to
the network has no client software supporting NAC
installed, the system prevents this access via NAD.
Restriction applied on NAD prevents the host to go
anywhere else except the defined network segment
where the necessary installation packages reside [2].

3. COMPARISON WITH OTHER SYSTEMS

Microsoft Network Access Protection (NAP)
includes client and server = components.
Administrators can configure IPSec enforcement,
802.1X enforcement, VPN enforcement, DHCP
enforcement, or all of them, depending on their
needs. NAP provides an infrastructure and an API,
which vendors and software developers can use to
build their own health validation and limited
network access or communication components.

58

Intermat } I Health Registrason
| \g Aighonty E
DHCP sanr AR mmw SErvel
Intranet
[\_ Restmicted retwonk

Fig. 3 Example of an intranet that has NAP deployed

e The example of intranet (Fig. 3) is configured for
the following:

e Health state validation, health policy compliance,
and limited network access for noncompliant NAP
clients;

IPSec enforcement, 802.1X enforcement, VPN
enforcement, and DHCP enforcement.

Recently Microsoft (23.5.07) also revealed plans
to support interoperability between Microsoft's
Network Access Protection NAP and the Trusted
Computing Group's Trusted Network Connect TNC
[3] NAC standard.

Exactly how will TNC/NAP interoperability
work? Microsoft has contributed its SOH protocol to
TCG, which has published it as a new TNC
specification, IF-TNCCS-SOH, and it is now an
open standard available for anyone to freely
download or implement. Briefly, IF-TNCCS-SOH is
a client/server protocol for reporting on the health —
that is, security state — of a client before providing
a network connection. In particular, the IF-TNCCS-
SOH protocol complements IF-TNCCS, which is the
existing TNC protocol for such checks. Some
examples of health checks might include: presence
of the security agent, firewall running, BIOS intact,
latest OS patches, up-to-date antivirus software, no
malware detected, only approved applications
installed.

Microsoft NAP and the TCG TNC architecture
interoperate at three points in either a TNC
compliant or NAP-protected network:

e Endpoint,
Policy Decision Point (PDP),
Policy Enforcement Point (PEP) [4].

4. CONCLUSION

One of the most time-consuming challenges that
network administrators face is ensuring that
computers that connect to private networks are up to
date and meet security policy requirements.This
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complex task is commonly referred to as
maintaining of computer health. Enforcing
requirements is even more difficult when the
computers, such as home computers or traveling
laptops, are not under the administrator’s control.
NAC is the approach how to face such challenges
and is supported by leading companies in
networking and operating systems area [5].

Prior to NAC introduction, administrators had to
manage security in different ways. They used
domain policies, strong and direct management of
user’s workstations which was very time consuming
and required a lot of human actions. Although there
were automatic tools to support administrator’s
activities, computers and devices which were not
included in the domain were not covered and were
left out of control. NAC approach covers all devices
attempting to connect to the network and provides a
higher level of security both for local users and the
rest of the network and we expect that this solution
will be more and more widely used to secure
corporate networks in the near future.

It important to note, that security enhancements
and new technologies are developed to provide more
reliable, stable and secure computing environments.
From the modern army’s perspective we see extreme
demand on security and continuous movement
toward new version of IP protocol — IPv6. More
details about some aspects of transition to IPv6 in
military environment can be found in [6].
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KVALITA SLUZBY V IP SIETACH PRE MULTIMEDIALNE PRENOSY

QUALITY OF SERVICES IN THE IP NETWORKS FOR MULTIMEDIA
COMMUNICATIONS

Milan GOTTSTEIN

Abstract: Nowadays, a question about convergence voice and data networks is still more relevant. The best solution for
convergent networks is platform based on TCP/IP protocol. These types of nets weren’t projected for multimedia transfers in
the real time; therefore we need a consistent solution of quality of services. This contribution indicates a possibility, how to
solve QoS in IP networks, moreover, shows results and influence of some precautions towards QoS, according an original

simulation model.

Keywords: Quality of service — QoS, Voice over IP — VoIP, IP networks, Simulation of QoS in IP networks.

1. KVALITA SLUZB¥ PRE
KONVERGOVANE SIETE

Otazky poziadaviek na niektoré parametre
kvality sluzby st relativne nové a sucasné datové
siete ich nemuseli nevyhnutne dodrziavat’. Jedna sa
o prenos hlasu a ostatnych sluzieb v realnom case,
ktoré vyzaduju nizke oneskorenie a nepretrzita
dopravu  relativne = velkého poctu  malych
datagramov. Ak sa napriklad pri prenose suborov
v sieti niekol’ko datagramov oneskori, datovy tok sa
na jednotky sekund prerusi a pod., uZzivatel
stahujuci subor si toto vacSinou ani nevSimne. Ak
vsak takéto javy nastanu pri telefonovani cez datova
siet’, kvalita hovoru sa znizi, alebo nastane
neprijemny vypadok. Podobna neprijemnd situdcia
nastane pri docasnom, alebo trvalom pretazeni siete.
Ak sa siet pretazi pri datovych prenosoch
(stahovani suborov), uzivatelom sa prenos spomali
ana svoj subor budu ¢akat o nieco dlhsie. Ak sa
vSak siet’ pretazi pri telefonovani, u¢astnikov budu
obtazovat neprijemné vypadky ato nie len pre
hovory ktoré su ,,navyse, ale pre vietky hovory cez
pretazeny usek siete. Zuvedeného vyplyva, ze
rieSenie  kvality sluzby je nevyhnutné pre
implementaciu IP telefénie do datovych sieti.

Mnohé tieto vlastnosti si dané parametrami
daného vyrobku nasadené¢ho do infrastruktury siete.
Aj protokoly su §tandardné a nie je mozné pre danu
aplikaciu vymyslat zvlastne protokoly. Existuje
vSak niekol'ko systémovych parametrov, ktorych
volba moéze ovplyvnit’ kvalitu sluzby siete. Jednym
z tychto parametrov je fragmentacia dlhych
datagramov. Ak sa totiz popri kratkych hlasovych
datagramoch sietou prenasaju prilis dlhé datové
datagramy, moéze to spoOsobit neziaduce kolisanie
oneskorenia hlasovych datagramov, pretoze aj pri
zavedeni priorit hlasu sa neprerusuje vysielanie
(dlhého) datagramu. IP protokol mé podporu
fragmentovania dlhych datagramov, ale otazkou je,
aku zvolit’ hranicu velkosti datagramu, od ktorej sa
budu datagramy fragmentovat. Tento parameter sa
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nazyva MTU (Maximum Transmission Unit). Jeho
volba je kompromisom medzi kolisanim
oneskorenia hlasovych datagramov a zatazenim
siete fragmentmi datovych datagramov (zvySovanim
pomeru velkosti hlavic¢iek k uZzitocnej informaécii
datagramov) atoto optimum mdze byt pre kazdd
konkrétnu siet’ iné. DalSie moznosti zlepSenia
kvality sluzby je vyuzitie §pecialnych metdd Cinnosti
ariadenia prvkov siete (na zaklade Standardnych
protokolov).

2. SIMULACIA KONVERGOVANEJ
SIETE

Pre simulaciu niektorych vlastnosti siete
s konvergovanymi hlasovymi a datovymi sluzbami,
som vytvoril simulaény model vo vyvojovom
prostredi Borland Delphi 7. Nie je to konkurent
profesionalnych programov (ako napr. Opnet
apod.), ale bol vytvoreny preto, aby bolo mozné
vykonavat' simulacie roznych experimentalnych
metod, ktoré Standardné nastroje pochopitelne
nepodporuji. Aplikacia je vytvorena v modernom
vizualnom vyvojovom prostredi s  vyuzitim
objektovo  orientovaného  programovania = —
jednotlivé prvky simula¢ného modelu su vytvorené
ako triedy, ¢o umoziluje programatorovi jednoduché
aprehladné  dopliovanie  dalSich  vlastnosti
simula¢ného modelu.

Pre overenie moznosti rieSenia kvality sluzby
v konvergovanych sietach boli pomocou uvedeného
simula¢ného programu vykonané simulacie jedného
useku siete a hypotetickej Struktiry siete pre rézne
charakteristiky zat'aze.

Najskér som vykonal simuldcie pre velmi
jednoduchu §truktaru siete (resp. jeden spoj), ktora
jenaobr. 1 (pohl'ad na hlavné okno programu).
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Obr. 1 Struktira siete — spoja pre simuldciu

Pre jednotlivé prvky siete je mozné
v simulaénom  programe  nastavovat  rozne
parametre, ktorych popis a ukazku pre obmedzeny
rozsah  tohto prispevku  neuvadzam. Praca
v programe je intuitivna, formulare pre nastavenie
parametrov su doplnené popismi a napovedou, o
robi program pouzitelnym aj bez podrobnejSicho
navodu na obsluhu (aj ked’ nebol uréeny pre SirSie
vyuzitie).

2.1 Uprednostiiovanie hlasovych datagramov

Zakladnym principom zabezpecenia kvality
sluzby v koncepcii diferencovanych sluzieb [1] je
uprednostiiovanie hlasovych datagramov
(datagramov, prenasajucich informacie v realnom
Case) pred datovymi (ostatnymi). Nasleduju
vysledky simulacie pre siet’ (usek siete — obr. 1),
ktory je priblizne v rovnakom pomere prenosovych
rychlosti zatazeny hlasovymi a datovymi datagramy
astredna intenzita toku datagramov je priblizne
rovnaka, ako kapacita spoja, ¢im nutne musia
vznikat straty (zahodenie datagramov).

Obr. 2 vyjadruje priebehy oneskorenia v [ms] pre
pripad, kedy sa nepouzilo uprednostiovanie
hlasovych datagramov apre pripad, kedy hlasové
datagramy mali prioritu:

1. maximalne oneskorenie datagramov v sieti bez

QoS (bez priorit hlasu);

2. stredné oneskorenie datagramov v sieti bez QoS

(bez priorit hlasu);

3. maximalne oneskorenie datagramov v sieti s QoS

(priorita hlasu);

4. stredné oneskorenie datagramov v sieti s QoS

(priorita hlasu).

¢ |3~ & iy rozsah Lavejosi [0 1 1050 v | rozsah Pravej osic [Sutomaticky

(ms]
1000

0 5 10 15 20 25 30 35 40 45 S0 55 TS 80 85 90 95 100105110 115120

simulagny fas [nod]

Obr. 2 Priebehy oneskorenia hlasovych datagramov pre
siet’ s QoS a bez QoS

Z vysledkov uvedenej simulécie je vidno vyrazné
zlepsenie ukazovatel'ov QoS pri zavedeni priority
hlasovych datagramov. To, ze vuvedenom grafe
oneskorenie nepresiahne 1 sekundu je dané
nastavenim, ktoré pri va¢Som oneskoreni povazuje
datagram za strateny.

Simula¢ny program udava celkové oneskorenie
hlasovych datagramov — nie len oneskorenie
cakanim vo vyrovnavacich pamétiach smerovacov
a oneskorenie prenosom, ale aj oneskorenie
sposobené kodovanim hlasu pre vybrany kodek [1].

Stratovost” datagramov je pre lepSiu prehl'adnost’
zobrazena vo forme tabulky (obr. 3). Prva tabul’ka
vyjadruje stratovost’ pre siet s uprednostiiovanim
hlasovych datagramov a spodna tabul’ka
v uvedenom obrazku stratovost’ pre siet’ bez vyuzitia
metéd QoS. Vysledky ukazuju, Ze zhorSenie
stratovosti  datovych datagramov pri zavedeni
priority hlasovych datagramov nie je vyrazné.

7' Tabulka vysledkov - D:\_Simulator\net1_100-R.vys

Fopitovat taburku do schrdnky |

Oneskorenie - Jiter - Zahodeng pakety | (Ohsadenie vyiovndvacich pamat! - bufferor |

parameter Frekoot. max. oneskorenie | Prepinen buffer Chyba smerovania, IA;
Straty-Hlas [vietky) 0% 000879 % 0% 3
Straty-D ata [vietky] n48% 0262% 0% v

Kopitovat tabutku do schidnky |

Oneskorenie - Jiter ~ Zahodené pakety | (bsaderie yiovnavacich paml - bufferov |

parameter Prekiog. max. aneskarenie | Preplneny buffer Chyba smeravania, Q]

ShatyHlas [vetky) 2% 000897 % 0% =

Straty-D ata [vietky) 0% 0257 % 0% LJ
4

Obr. 3 Stratovost’ datagramov pre siet’ s QoS a bez QoS

2.2 Vplyv fragmentacie dlhych datagramov

Dlh¢ datové datagramy mdzu negativne
ovplyvnit’ oneskorenie hlasovych datagramov resp.
kolisanie ich oneskorenia (jitter). RieSenim tohto
problému je fragmentacia dlhych datagramov [1].
Naopak fragmentacia na vela malych fragmentov
navySe zatazuje siet’ (hlavickami, ktoré musi mat
kazdy fragment) azvySuje sa pravdepodobnost
straty datagramu. Nasleduju vysledky simulacie pre
siet’ (Gsek siete), ktory je priblizne v rovnakom
pomere prenosovych rychlosti zatazeny hlasovymi
adatovymi datagramy astrednd intenzita toku
datagramov je priblizne rovnaka, ako kapacita spoja
— nutne musia vznikat straty. Obr. 4 popisuje
priebehy maximalneho a stredného oneskorenia
hlasovych datagramov (jitter) v [s] a stratovosti
datovych datagramov (pomer stratenych datagramov
ku vSetkym) v zavislosti na zvolenom parametri
fragmentovania. Generované datagramy st do
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velkosti 5 000 bajtov, tak ze hodnota horizontalne;j
osinad 5 000 je zaroven hodnotou bez fragmentacie.

T Virsldky simulct 91=1[3]
¢ 3 -[F & rozsch avejosk |0 | Auto ]| rozssh Praveiost | utomaticks =

— Jitt-max H [s]
— Jit-str H [2]
= Straty D

1000 1500 2000 2S00 3000 23500 4000 <4500 5000
Fragmentovat datagramy didie ako... [byte]

Obr. 4 Zavislost’ oneskorenia hlasu a stratovosti dat na
parametri fragmentovania

Z uvedeného grafu je mozné urcit, ze pre tento
pripad je vhodné fragmentovat’ datagramy véacsie
ako cca 1 000 az 1 500 bajtov.

Vysledky simulacie vplyvu fragmentacie na
kvalitu  sluzby  popisuju  prakticky  vplyv
fragmentacie  anaznacuji  potreby zavedenia
fragmentacie dlhych datagramov. Casto kladenou
otazkou moze byt, ¢i je potrebné pre dant siet’
zaviest fragmenticiu datagramov aakd medzu
velkosti datagramu (MTU) pouzit. Pomocou tohto
simulaéného modelu je mozné wurdit vplyv
fragmentacie pre rézne prenosové rychlosti spojov
medzi uzlami

2.3 Niektoré Specidlne metody QoS

Princip fragmentovania dlhych datagramov je
ucinny pre zamedzenie velkého oneskorenia
hlasovych datagramov, ktoré pridu prave v Case
vysielania ~ dlhého  datagramu.  Nevyhodou
fragmentacie je vidcSie zataZzenie siete tzv.
»heplatenou zatazou* (hlavicky) aniekedy nie je
vhodné povolovat’ fragmentaciu z dévodu moznych
utokov na siet. Pre vysokorychlostné spoje sice nie
je vplyv dlhych datagramov signifikantny, ale pre
niz§ie rychlosti je potrebné tento problém riesit.
Niektoré studie (uvedené napr. v [2]) sa snazia
Statistickymi  metédami  predpovedat  prichod
hlasového datagramu apodla toho vo vhodny
okamih  zahdjit vysielanie dlhého datového
datagramu. Pri stochastickom toku hlasovych
datagramov z viacerych zdrojov vsak tieto metody
prestavaji byt ucinné. Ind moznost’ je wvyslat
najdlhsi datagram z fronty okamzite za hlasovym
(kedy je najmenSia pravdepodobnost prichodu
dalsieho hlasového datagramu). Tato moznost som
implementoval do simulaéného modelu ako
»Specialne metody QoS*“, ktoré sa liSia poctom
datagramov vo fronte, pre ktoré sa meni poradie. Zo
simulacii, ktoré som vykonal na niekol’kych sietach
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vSak vyplyva, ze vysledny efekt tychto metdd nie je
vyznamny a zrejme vacSina takychto metod zostane
iba v abstraktnej rovine ako predmet teoretického
badania.

2.4 Simulicia realnej siete

Simulacia vyssie uvedenej jednoduchej siete je
vhodna pre overenie réznych metod a pristupov, ale
simulacny program umoznuje simulovat realnu
zétaz v rozsiahlej sieti (az 254 uzlov a po drobnej
uprave programu aj viac).

Na obr. 5 je priklad realnej siete, pre ktoru bola
vykonana simulacia.

7 simulicia YolP siete (D:\_Simulitor\RealNet1.vys)
Sdbor  Siet’

A= RS HS JAEH N
= 1011s 101.1.0 101.3.0 10138

iﬁ:? \/-’_‘3%_ o _‘)9_ Y _‘;g_|-’ E:t:;

ZM ZM ZM
2014 WDWAD 10150 10160 1015 2

DATA = ’ M M X D“A
Huss € _‘ B -4 a -’
\
= 1017k 10170 # *\ qoren tiex 2

- €D e

3

Obr. 5 Struktura realnej siete

Tab. 1 Vypis tabuliek vysledkov simulacie pre jednotlivé
smery a useky siete

Max. oneskorenie
hlasovych datagramov

Parameter pre spoj
medzi uzlami

Jitter-Hlas (1, 3) 95 ms
Jitter-Hlas (4, 6) 100 ms
Jitter-Hlas (3, 4) 159 ms
Jitter-Hlas (1, 4) 160 ms
Jitter-Hlas (1, 6) 228 ms
Jitter-Hlas (3, 6) 228 ms
Jitter-Hlas (1, 7) 1 000 ms
Jitter-Hlas (1, 8) 1 000 ms
Jitter-Hlas (3, 7) 1 000 ms
Jitter-Hlas (3, 8) 1 000 ms
Jitter-Hlas (4, 7) 1 000 ms
Jitter-Hlas (4, 8) 1 000 ms
Jitter-Hlas (6, 7) 1 000 ms
Jitter-Hlas (6, 8) 1 000 ms
Maximalne obsadenie
Parameter pre spoj vyrovnavacej pamdte

Obsad. Buff. (1,2) | 7,09%
Obsad. Buff. (2,5) | 8,24%
Obsad. Buff. (2,3) | 9,74%

Obsad. Buff. (1, 4) 10,20%
Obsad. Buff. (4, 5) 10,30%
Obsad. Buff. (5, 6) 11,60%
Obsad. Buff. (3, 6) 16,90%

Obsad. Buff. (5,7) | 100%
Obsad. Buff. (6,8) | 100%
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Z vysledkov simulacie pre uvedenu siet’ a zadané
poziadavky je bolo zistené, ze siet nevyhovuje
poziadavkam na kvalitu sluzby (pre pozadovany
rozsah clanku nie st tieto vysledky uvedené).
Ztab. 1, ktora je vypisom ztabuliek vysledkov
simulacie, je mozné odhalit’ ,slabé miesta® siete.
Je to pretaZenie spoja medzi uzly 5-7 a 6-8.
Dalej by mohlo priniest’ zlepsenie QoS posilnenie
spoja 3—6 a ak sa zvysi priepustnost zuzlov 7 a §,
bude asi kriticky aj spoj 5—6.

Na zaklade tychto poznatkov bola siet’ doplnena
o dalSie spoje (4-7 a5-8) ana obr. 6 je priebeh
stredného a maximalneho oneskorenia hlasovych
datagramov v celej sieti. Tieto vysledky su uz
uspokojivé a podla detailnejsich vysledkov by bolo
mozné hladat’ a posiliiovat d’alsie kritické miesta
siete.

7 Vysledky simulacii EEx

g - = iy rozsah Lavej osi |01 | 300 = || rozsah Pravej osi | Automaticky  +

== Realletz Jitt-max H [ma]
= Rezaltiet? Jitt-str H [ma]

Obr. 6 Vysledky simulacie oneskorenia hlasovych data-
gramov v doplnene;j sieti

3. ZAVER

Pri projektovani siete je potrebné klast’ doraz na
vhodny vyber zariadeni a ndvrh optimalnej Struktary
siete, prenosovych kapacit a pouzitych technologii.
Uvedené vysledky simuldcie sluzia pre ziskanie
prehladu o vplyve jednotlivych parametrov na
kvalitu sluzby siete asimulaény model by sa
pripadne mohol vyuzit’ aj pre overenie jednotlivych
pristupov  vrieSeni projektu ana  overenie
parametrov celej siete. Prezentované vysledky
davaji dostatocny dokaz pre nutnost’ rieSenia QoS
pre hlasové sluzby aukazuji smery rieSenia.
Jednoznacne je tu dokadzané, ze bez uplatnenia
priorit hlasovych datagramov nie je vécSina sieti
schopna v pozadovanej kvalite prendsat hlas.
Predimenzovanie  kapacit  prenosovych  ciest
neprinasa efektivne vysledky. Dalej sa zabida na
moznost  fragmentovania dlhych datagramov.
Z vyssie uvedenych vysledkov je vidno, Ze aplikacia
fragmentovania dlhych datagramov v smerovacoch
siete moéze priniest podstatné zlepSenie kvality
sluzby ato uz pri velkostiach MTU (maximalna
velkost’ prenasaného datagramu), ktoré podstatne
nezvysuju zatazenost' siete. Ostatné metody spravy
fronty datagramov, ktoré by mali zlepsit kvalitu

hlasovej sluzby v danej sieti, zrejme nebudi mat’
taku efektivnost’, ako priority a fragmentécia.
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Summary: Some of requests towards parameters QoS
are relatively new and current data networks hadn’t to
follow them perforce, for example: voice transmission and
other real time services, which need a low time delay and
a continuous transfer relatively abig number of small
datagrams. [ created asimulation model in Borland
Delphi7, because of simulation some features of the net
with convergent voice and data services. Said results of
simulation are appointed to obtain aview about an
influence of individual parameters to QoS. The simulation
model should be also used for checking next parameters of
the net and single approaches towards project solution.
Said results give sufficient evidence about necessity to
solve QoS for voice services and show convenient.
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AKTUALNI PROBLEMY BEZPECNOSTI IP TELEFONIE

CURRENT IP TELEPHONY SECURITY PROBLEMS

Jaroslav DOCKAL

Abstract: We often ask this question: Why invest to expensive Cisco etc. devices and not to use free software. This article is
looking for an answer for this question by this way: firstly article shows results of laboratory experiments that illustrate how
IP telephony is not resistant to network attacks. Secondly it describes possibilities that dispose IP telephony involved into

Cisco network infrastructure.

Keywords: Security, IP telephony, attack, Snort, SIP, Call Manager.

1. UVOD

Pocitatové systémy se mohou snadno stat
objektem negativniho puisobeni dobfie ptipravenych
utocniku. Proto musi byt ptipravé odbornikt spravy
sit€¢ v oblasti jeji ochrany vénovano potfebné usili.
Problémem je, ze zatimco u provozu datovych siti
lze vychéazet z mnohaletych zkuSenosti, v oblasti IP
telefonie jsou tyto poznatky teprve postupné
ziskavany. Je zde tudiz i velky prostor pro zajimavy
vyzkum.

Cilem piispévku bylo ptedat poznatky a zkuse-
nosti, které byly ziskdny na Univerzit¢ obrany
v Brné. Armada Ceské republiky (ACR) je v oblasti
siti rozsadhle vybavovana produkty spolecnosti
Cisco a v souladu s touto koncepci i Laboratof sité
Univerzity obrany. S pomoci téchto zafizeni jsme
se snazili ocenit bezpecnostni vlastnosti Cisco
produktd v oblasti IP telefonie a jejich pfednosti
pfed volné¢ dostupnym softwarem. Bezpec¢nostni
moznosti téchto produktti vyzaduji jejich dobrou
znalost a kvalifikovanou pfipravu uzivateld. Pfitom
ani samy protokoly spjaté sIP telefonii nejsou
trividlni, o Cemz sveéd¢i napiiklad délka RFC
popisujiciho protokol SIP (nejdelsi RFC ze vSech)
anebo abstrakce zapisu protokolu H.323 (byla
pouzita notace ASN.1).

Pii zkoumani bezpecnostnich slabin IP telefonie
jsme vysli ztaxonomie VOIPSA [9]. Vzhledem
k vyznamnosti rozptylu zpozdéni vidime jako
zvlast nebezpeéné tutoky typu DoS. Na webu
VOIPSA (http://voipsa.org/Resources/tools.php) 1ze
nalézt 1 nckolik desitek nastroji pro provadéni
utoktt na hlasové sluzby. V [3] naleznete popis
zakladnich zpisobd, jak IP telefonii zabezpecit. My
jsme se rozhodli provést zékladni experimenty a
pro nase partnery v ACR zpracovat doporuéeni, jak
postupovat pii zabezpeceni systéml na bazi Cisco
produkti. Omezujeme se zatim na prostiedi TCP/IP
s protokolem IPv4. Podminky prace v prostiedi
IPv6 (specialné pro potieby NNEC, viz naptiklad
[1]) budou pfedmétem budouciho testovani.
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2. LABORATORNI EXPERIMENTY

Pti ptipravé laboratornich testd jsme vychazeli
z poznatkti projektu [8]. Pro hledani slabin jsme
pouzili zpravu [7]. Cilem bylo pfipravit sadu
utoénych skripti a sadu pravidel pro detekci téchto
utokt pomoci Snortu. Laboratorni uspotadani
ukazuje obr. 1. Byly pouzity dva softphony X-ten
Lite (X_lite-Xten-Win32-1103m-14262.exe), a dva
SIP proxy (proxy zajistuji smérovani zadosti dle
aktualniho umisténi adresata, autentizaci, uctovani)
pouzivajici software SIP Express Router.

SIP proxy A SIP proxy B
IP: 160.216.1.102 SIP signalizace IP: 160.216.1.103

SIP signalizace SIP signalizace

Telefon A Telefon B
IP: 160.216.1.109 IP: 160.216.1.104
URI: Pepa@160.216.1.102

Obr. 1 Uspotadani laboratorni sestavy pro poticbu
testovani

Na pocita¢ s IP addresou 160.216.1.102 byl
umistén generator sady utoki (/root/iptel/snort-
rules-test/snort-rules-test script) a tyto utoky byly
cileny na SIP proxy o stejné adrese. Na pocitac o IP
adrese 160.216.1.103 byl nainstalovan Snort IDS
(nakompilovany z iptel.org) a konfigurovan
k pouziti specialni sady pravidel pro hlaSeni
detekovanych utokd (soubor /etc/snort/rules/sip.
rules). Pro instalaci Snortu jsme pouzili systém apt,
jen v konfiguraénim souboru /etc/snort/snort.conf
jsme standardni direktivy nahradili pomoci include
/etc/snort/rules/sip.rules). Nejprve jsme otestovali
obecné TCP/IP ttoky Teardrop (utok, ktery
zneuzivd utok nespojitelnymi fragmenty paketu),
Ping of Death (ping paketem vétSim nez 65 536
byte) a SYN Flood (atok zaplavou SYN paketil pfi
navazovani TCP spojeni), posledni viz:

URL: Ferda@160.216.1.103
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alert tcp any any -> $SIP PROXY IP any \
(msg: "TCP SYN packet flooding from single
source"; \

threshold: type both, track by src, count
200, seconds 20; \

flow:stateless; flags:S,12; sid:5000100; rev:1;)

Pak jsme se zaméfili na slabiny protokolu SIP a
jeho realizaci. Napiiklad analogickym ttokem
k SYN flood je INVITE flood. Pokud neexistuje
volany (404 Not Found message), odpoveéd je
rychla. Pokud vSak existuje, vyzva je ukladana
vpaméti nejméné tfi minuty. Zde je priklad
pravidla Snortu ohlasujiciho utok INVITE flood:

alert ip any any -> $SIP PROXY IP

$SIP PROXY PORTS \

(msg:"INVITE message flooding";
content:"INVITE"; depth:6; \

threshold: type both, track by src, count
200, seconds 60; \

s1d:1000100; rev:1;)

Obdobné 1ze vycerpat zdroje SIP proxy pomoci
zaplavy zprav REGISTER. Pokud je na proxy slaba
autentizace, mize se utoénik zaregistrovat misto
své obéti. Jinym utokem je pieruSeni toku zpravou
BYE. Utok typu DoS lze realizovat rovnéz fadou
systémovych zprav, naptiklad 504 Server Time-out.

Slozitgjsim DoS utokem je vytvofeni smycky
mezi dvéma proxy. Napiiklad Gto¢nik zaregistruje
uzivatele userA v doméné A jako userA@domainA.
com s kontaktni adresou userB@domainB.com a na
serveru v doméné B registruje uzivatele userB jako
userB@domainB.com s kontaktni adresou userA@
domainA.com. Ekvivalentem pole TTL v zahlavi IP
paketu je pole Max-Forwards. Kontrolu nekonec-
nych smycek jsme provadéli takto:

if (search("” (Contact|m):
LFQ@(LON.IN.2\ .3\ [|sip-
proxy\.mydomain\.cz)")) {

log ("LOG: alert: someone is trying to set
aor==contact\n") ;

sl send reply("476", "No Server Address in
Contacts Allowed" );

break;

}i

Zaplavu zprav lze vytvofit i pomoci jedné z
funkci proxy serveru zvané forking, ktera je
naro¢na na pamét’ i zatéz procesoru.

Utok typu SQL injection je ekvivalentni
vkladani kodu do HTTP zprav, falesny kod lze
vlozit napiiklad do poli Username ¢i Realm zprav
VolIP. SQL kod pak mize vypadat naptiklad takto:

Select password from subscriber where username='myname’;
DROP table Subscriber -- ' and realm="'147.32.121.11"

Zahlavi je proto tfeba kontrolovat, nejlépe je
pted SIP proxy umistit IDS.

Utoénik také maZe pro DoS ttok vyuZit
nerozlozitelnd DNS jména v nékterém z poli
zahlavi, napf. v poli Request-URI, To atd. Tento
utok se pouziva pro posileni utoku na zpravu
INVITE, zdroje jsou pak vycerpavany mnohem
rychleji. Detekovat ho lze naptiklad testovanim
abnormalniho poétu vyskytu odpovédi ,,No such
name”:

alert udp SDNS_SERVERS 53 -> §SIP_ PROXY IP any \
msg:"DNS No such name treshold"; \

content:"[83]"; offset:3; depth:1;\

threshold: type both , track by_src, count 2000, seconds 60; \
sid:1000400; rev:1;)

Snort jsme pii svych testech spoustéli piikazem
snort —i eth0 —A console —c /etc/snort/snort.conf a
sbirali odpovédi. Pro debugging jsme pouzivali
ptikazy typu ser —1 160.216.1.102 -D —E —ddd.

3. OBRANA PROTI UTOKUM .
V PROSTREDI CISCO PRODUKTU

Utoky proto IP telefonii Ize vést ttemi sméry:

3.1 atoky proti koncovym bodim;
3.2 atoky proti serverim IP telefonie.

3.1 Ochrana koncovych bodi

V obecné roviné je tieba vyuZzivat moznosti,
které poskytuji sitové prvky: pouzivat piistupova
pravidla (Access Control List — ACL), autentizovat
smérovaci informaci, vyuzivat detektory priniku a
bezpecnostni management sité. Na Catalystu (napf.
3550), k némuz je ptipojen IP telefon, je tieba pro
dané rozhrani nastavit MicroFlow (nejlépe 6kb/s)
ptikazem mls qos flow-policing.

Dale je tfeba vyuZzivat moznosti, které poskytuji
bezpecnostni moznosti vysSich fad Catalystl, viz
[2]:
= (Oddéleni hlasovych a datovych VLAN -
zabrani se tim Utoku napf. pomoci nastroje
VOMIT. Telefony spolu komunikuji pies RTP
resp. SRTP, neboli neni tieba, aby pouzivaly
TCP nebo ICMP.
=  Nastaveni ACL pro kazdou VLAN.
= QOchrana jednotlivych portt, tj. povolené MAC

adresy resp. jejich pocet (proti utoku typu DoS)

— IP Source Guard (IPSG). Toto opatieni

chrani pted tzv. IP a MAC spoofingem.
= QOchrana pted P2P provozem (KaZaa,

Morpheus, Groekster, Napster, iMesh atd.)

ahrami (Doom, Quake, Unreal Tournament

atd.) pomoci tzv. scavenger-class provozu

(mapuje se do DSCP CS1), ktery ma nizsi

prioritu, nez tzv. Best effort.
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=  QOchrana pfed neautorizovanymi DHCP
odpovédmi (DHCP Snooping), napiiklad pfi
utoku man-in-the-middle:
!Zapnuti sledovani na pfepinaci:
Switch (config)# ip dhcp snooping
Switch(config)# ip dhcp snooping vlan 1
Switch (config)# interface
GigabitEthernet 5/1
Switch(config-if)# ip dhcp snooping
trust

= OQOchrana pied Gtokem MITM (Man in the
Middle) falesnymi ARP odpovéd'mi (generuje
napt. ettercap ¢i dsniff) — Dynamic ARP
inspection:
Switch (config) #ip arp inspection vlan 1
Switch(config) #int range f1/1-4, f2/24
Switch (config-if)#ip arp inspection
trust

Dalsi skupinou opatieni je zodolnéni telefonu:
podepsani obrazu systému ve firmware, podepsani
konfigurac¢nich  soubord, vypnuti PC portu,
nastaveni tlacitek, hlasitosti a webového pfistupu.
Vypnuti webového pfistupu ale vyradi XML
aplikace, 1épe je mezi telefonem a serverem pomoci
ACL blokovat jiné porty nez 80.

Na IP telefonu je ulozena celda fada cennych
informaci: IP adresa a maska, adresa defaultni
brany, DHCP serveru, DNS serveru, TFTP serveru,
CallManageru, adresate, logon serveru a XML
serveru. Konfiguraci lze chranit pomoci CAPF
utility, umoziujici generovat dvojici klict, Sifrovat,
desifrovat podepisovat, kontrolovat podpisy,
ukladat, Cist a rusit certifikaty i dvojice klica,
instalovat lze i certifikaty s lokalni platnosti.

SIP si generuje na rozdil od SCCP vlastni kli¢
pro kazdou relaci zajiSténou protokolem SRTP
(podpora Sifrovani se samoziejmé tyka jen telefonti
Cisco). Protokol SRTP je pouzit s parametry pro
HMAC-SHA-1 autentizaci a AEC-128-CM pro
Sifrovani. Pridava Ctyfi byte na paket, coZ pifenos
hlasu zpozduje. Pro zabezpeCeni registracnich
pozadavky se pouziva protokol TLS (SRTP zatim
ne) sparametry: algoritmus podpisu RSA,
autentizace ve variant¢ HMAC-SHA-1 a Sifrovani
ve varianté AES-128-CBC. Mezi dvéma telefony
mize byt i smiSené pfenosové prostiedi (jeden
telefon komunikuje s bezpe¢nostni branou pomoci
SRTP a druhy pomoci RTP).

Cisco telefony podporuji Proxy EAPOL-Logoff,
ktery probiha takto: PC posle zpravu EAPOL-
Logon, authentifikator se dotaze AAA serveru, ten
posle novy identifikator VLAN ID. Kdyz pak PC
posle dotaz na DHCP, je vytvofena tabulka ,,DHCP
Snooping Binding* a monitorovana shoda s IP-SG
a DAL V piipadé odpojeni PC telefon vysle zpravu
EAPOL-Logoff. Zadné cizi PC nemiize tuto zpravu
poslat a tim je zajiSténa ochrana pfe utokem
zvanym ,,EAPOL-LogOff DoS*.
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Cisco vloni v listopadu provedlo akvizici
spolecnosti Metreos. Ziskala tim VolP firewall
bézici nad operaénim systémem Fedora, ktery po
autentizaci ze specifickych IP adres telefont otevira
pfislusné porty vyhradné¢ v dobé volani. Je to
idedlni softwarovy firewall pro volani zdomu,
pobocky ¢i ve vojenskych podminkach z odlou-
¢eného utvaru.

3.2 Ochrana serveru IP telefonie

Cisco pouziva jako server IP telefonie produkt
CallManager, coz je silny, ale zaroven kompliko-
vany nastroj, jehoz moznosti neni snadné vyuzivat.
Cisco je vyrobce, ktery u svého produktu konstruk-
¢né vychazi z koncepce co nejmensi komunikace
s hostujicim prostiedim. Utokti typu DoS to viak
nezabrani, naptiklad u Windows je pies 80 % utok
cileno na IIS. Proto Cisco vyzaduje vypnuti téchto
sluzeb ve svych manualech pro CallManager 4.x.
V roce 2004 vyzvala redakce Network World
[4] pét nejznaméjsich vyrobced IP telefonie, aby ji
poskytli své produkty k testovani. Obdrzeli je pouze
od dvou — jeden z nich bylo pravé Cisco. Nejlepsi
hodnoceni obdrzelo Cisco s CallManagerem 4.0.
Do négj byly doplnény digitalni certifikaty potvrzu-
jici identitu sitovych zafizeni, a Sifrovani pro
komunikaci mezi CallManagerem a IP telefonem.
Odolnost systému byla posilena pomoci feSeni
Cisco Security Agent (CSA). V jednom balic¢ku je
zde spojeno vice urovni zabezpeceni, a to prevence
pred priniky, autentizace IP telefont, distribuovany
firewall a ochrana pfed internetovymi viry. Cisco je
jediny vyrobce, jehoz IP PBX byla po testovani
v laboratofi Miercom oznacena jako SECURE.
CallManagerem 4.1 pak pfinesl komunikaci
s CallManagerem pomoci SHTTP, pouziti SSL pro
LDAP (SLDAP), plnou TLS a SRTP podporu,
SRTP pracujici v SRST médu (Survivable Remote
Site Telephony), neboli smérova¢ mize v piipadé
ztraty WAN spojeni zaskocit za CallManager.
V roce 2006 prislo Cisco s Unified CallManage-
rem 5.0, u kterého je hostitelskym prostiedim
Linux. CallManager je zde vybaven celou fadou
novych bezpecnostnich vlastnosti spojenych pte-
vazné s prechodem na protokol SIP. Jsou to
predevsim:
= automaticky instalovany Cisco Security Agent;
= rychly reset hesla (v pfipad¢ jeho zapomenuti
neni tieba obtézovat spravce systému);
= bezpecny reset hesla administratora bez
preruseni poskytovani sluzeb;

=  bezpecnostni profily telefonu s protokolem
SIP, SCCP ¢i trunkem;

= pfijem datumu a ¢asu od NTP serveru a jejich
dalsi vyde;;

= protokol TLS pro autentizaci a $ifrovani
ptenosu s SIP telefony;



Science & Military 2/2007

Expert papers

= protokol SRTP (Secure Real-Time Transport
Protocol) pro komunikaci mezi SIP telefony a
s branou MGCP;

= protokol IPSec pro tunelovani k branam
s IOSem;

= pouziti SSL pro dotazy na adresai LDAP;

= odchyt a zaslani zaSifrované signalizace
k Cisco Technical Assistance Center (TAC);

=  hostujici firewall;

*  moznost generovat a rusit certifikaty;

=  HTTPS rozhrani misto HTTP;

= rozdéleni uzivateli do zékladni a pokrocilé
skupiny;

=  rGzné administratorské ucty zarucujici pruznost
fizeni ptistupu;

= vypnuti po tficeti minutach pasivity.

V pribéhu roku 2007 priSel Cisco unified
Communications Manager 6.0, ktery poskytuje
nové informace pro konfiguraci firewalld,
piistupovych seznamiit ACL (Access Control List),
a fiteni kvality sluzby. Na pocatek roku 2009 byl
ohlasen Cisco Unified Communications Manager
7.0 s databazi na bazi IBM Informixu s vybornymi
bezpecnostnimi vlastnostmi.

Pred jakykoliv server CallManager je potfebné
umistit  firewall sTLS proxy funkei pro
zaSifrovanou signalizaci i data. Firewally PIX
a zafizenich ASA navic umoznuji omezit rychlost
a prioritni rezim LLQ (Low Latency Queuing).

ZAVER

Casto padne otdzka: Pro¢ investovat do
nakladnych zafizeni Cisca pro IP telefonii, kdyz je
na Internetu volné dostupny pouzitelny software.
Pokud opomeneme vykon a moznosti poskytovani
kvality sluzby, je zde navic podstatny rozdil
v urovni bezpecnostnich vlastnosti. Za to se ovSem
plati i rozsahem a hloubkou pozadovanych znalosti
spravy sité. Ukazat tento rozdil bylo snahou autora
tohoto ¢lanku.
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VYUZITIE MIKROPASIKOVEHO MENICA FAZY AKO NAPAJACA
DYNAMICKY FAZOVANEJ ANTENOVEJ SUSTAVY

A MICROSTRIP PHASE SHIFTER AS AN DRIVEN ELEMENT OF DYNAMIC
PHASED ARRAY

Jan HARING, Norbert MAJER, Peter POLOHA, Rudolf HRONEC

Abstract: An antenna system is a system compound from simply radiators (dipoles, microstrip antennas), which together
form desired radiation pattern. During form a radiation pattern of antenna system the main emphasis is on the width, contour
and direction of orientation. By the assistance this way of created patterns it is possible a radiation energy of antenna system
to rout into desiderative direction, the reduce interference and increase efficiency entire transmission. In practice are known
several techniques which can form radiation pattern of antenna system. The article deals with by description of technique

based on feeding particular elements antenna system by different phase signals.

Keywords: Interference, Smart Antenna, Beamsteering, Phase Shifter, Microstrip Line.

1. INTELIGENTNA ANTENOVA SUSTAVA

Zakladnové stanice mobilnych
radiokomunikaénych systémov v sucasnosti
vyuzivaji hlavne vSesmerové, alebo smerové
(sektorové) anténové ststavy. Pouzitie takychto
systtmov je zhladiska vysielacieho vykonu
neefektivne, pretoze maximum vykonu je
vyzarované aj vinych smeroch, ako sa nachadza
ucastnik. Naviac, vykon vyziareny v inych smeroch
predstavuje zdroj interferencného signalu pre inych
ucastnikov. Z tychto dovodov sa objavila koncepcia
inteligentnych antén. Na obr. 1 je zobrazené
rozdelenie inteligentnych anténovych sustav podla
principu ich ¢innosti. [1, 2, 3]

Inteligentné anténové sustavy

Anténové sustavy
s prepinanymi lalokmi

Dynamicky fazované
anténove sustavy

Adaptacné anténové
— sustavy

Anténové sustavy
— s optimalnym
kombinovanim

Obr. 1 Rozdelenie inteligentnych anténovych sustav
podla principu ich ¢innosti
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Anténova  ststava s prepinanymi lalokmi
nazyvana aj mnohozvéizkova anténova sustava
obsahujuca len zakladnu prepinaciu funkciu medzi
samostatnymi smerovymi anténami, alebo vopred
definovanymi vyzarovacimi lalokmi sustavy.

Dynamicky fazovana anténova ststava vyuziva
sustavu jednoduchych antén a kombinuje signaly
tychto antén na vytvorenie vystupu. Smer, v ktorom
je dosiahnuty maximalny zisk, je riadeny nastavenim
fazy medzi anténami.

V adaptaénych anténovych sustavach su zisky
afazy prvkov nastavené pred kombinovanim
signalov tak, aby sa zisk sustavy menil dynamicky.

Anténova sustava s optimalnym kombinovanim
je sustava, v ktorej zisk afaza kazdého prvku st
nastavené tak, aby sa dosiahla optiméalna Cinnost’
napr. maximalna hodnota pomeru SNR.

1.1 Princip inteligentnej anténovej sustavy

Terminom inteligentna anténa sa oznacuju
vSetky systémy v ktorych sa pouziva anténova
sustava a charakteristika antény je dynamicky
nastavovand podl'a poziadaviek systému.

anténa 1

shy
Y )@«
anténa 2
Y

anténa N

vystup

3%

vypocet
véh

_’
—»

Obr. 2 Princip inteligentnej anténovej sustavy
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V inteligentnych anténach sa u komunikacnych
systémov pouzivaju linedrne rady anténovych
prvkov s malym ziskom, ktoré su prepojené
pomocou kombinacnej siete. Blokova schéma
takéhoto systému je na obr. 2.

Signaly indukované na kazdej vetve anténovej
ststavy st nasobené komplexnou vahou. Jednotlivé
vahy su charakterizované amplitidou a fazou.
Nasledne st skombinované a vysledny signal je
privedeny na vystup systému, kde je mozné jeho
dalSie spracovanie.[1, 4]

2. TVAROVANIE VYZAROVACEJ
CHARAKTERISTIKY INTELIGENTNEJ
ANTENOVEJ SUSTAVY

Inteligentné anténové sustavy riadia smer
vyZzarovania, alebo prijmu automaticky tak, aby sa
prispdsobili definovanym podmienkam v kanali. To
znamend, Ze musia zabezpelit maximalny vykon
signdlu v ziaducom smere a minimalny vykon
signalov z neziaducich smerov.

Tieto sustavy dokazu nielen sledovat’ uzitocny
signal  (resp.  vysielat  Ziaducim  smerom)
a zabezpecit maximum vystupného pomeru S/I, ale
dokazu tiez dosiahnut minimalnu hodnotu
interferencie. Minimalna hodnota interferencie sa
dosiahne tvorbou nul v smeroch interferencnych
zdrojov.

Tvarovanie vyZzarovacicho diagramu slizi na
zabezpeCenie elimindcie interferencie, ateda je
mozné z tohto pohl'adu metddy tvarovania rozdelit’
do nasledovnych skupin:

1. Tvarovanie lalokov (Beamsteering) — riadiace
algoritmy snaziace sa nasmerovat’ lalok
vyzarovacieho diagramu do Zziaduceho smeru
(obr. 3 a). Tento postup nie je schopny
eliminovat interferencné signaly.

2. Tvarovanie nil — na rozdiel od predchadzajuce;j
metddy je mozné okrem  nastavenia
vyzarovacich lalokov do pozadovaného smeru
nastavit aj nuly do smeru interferencnych
zdrojov (obr. 3 b). Vysledkom je znacné
zmenSenie interferencie a nasledné zvacSenie
kapacity systému. [1]

2.1 Tvarovanie vyZarovacej charakteristiky
dynamicky fizovanej anténovej sustavy

Cely proces tvarovania vyZarovacej
charakteristiky anténovej stistavy spoc¢iva v napéjani

interferenéné MS b.

& .

[

iiéduce MS

VA

Obr. 3 Tvarovane lalokov (Beamsteering) (a),
Tvarovanie nul (b)

jednotlivych elementov signalmi, ktoré su vzajomne
fazovo posunuté. Pri takomto napdjani dochadza ku
konstruktivnemu a desStruktivnemu séitaniu signalov.
To v jednoduchosti znamena, ze signaly ktoré su vo
faze, budu scitané konStruktivne a signaly scitané
v protifaze, sa vzajomne zruSia. Z toho vyplyva, Ze
pri napajani jednotlivych ZiariCov anténovej ststavy
srozdielnou fazou je mozné tvarovat vysledny
vyzarovaci lalok celej ststavy.

Fazovy posuv vstupného signalu sa realizuje
v napajaci kazdého elementu anténovej sustavy
samostatne. Prvok na tato funkciu uréeny, sa nazyva
meni¢ alebo postvac fazy (Phase Shifter).

Na obr. 4 je principidlne zobrazena anténova
sustava skladajica sa zpiatich elementarnych
ziaricov.

Os
smer vyZarovania
X
d
05 4 93 o2 ol
| o
napéjanie

Obr. 4 Principidlna schéma inteligentnej anténovej sustavy

Napédjanie elementov je sériové, to znamena, ze
signdl zvysielata prendSany hlavnym vedenim je
pomocou odbociek distribuovany do jednotlivych
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antén. Fazovy posuv tohto signalu sa realizuje
samostatne na kazdej anténe.

Uhol Os predstavuje odklonenie vyzarovacieho
laloku od priameho smeru. Vzdialenost d
predstavuje  vzajomny  odstup  jednotlivych
elementarnych antén tvoriacich sustavu. Tato
vzdialenost’ zavisi od vlnovej diZky spracovavaného
signalu.

Ak plati, ze:
x=d.sinBs @)
3607 _4 @)
X

Pomocou vztahov (1), (2) vyplyvajlcich
zobrazka 4 je mozné vytvorit rovnicu (3)
vyjadrujicu vztah medzi fazovym posuvom (¢)
medzi jednotlivymi anténami auhlom natocenia
vyzarovacieho laloka (0s). [5]

360 d.sin Os 3)

3. MIKROPASIKOVY MENIC FAZY

Meni¢ fazy je prvok nachadzajuci sa v napajaci
kazdého elementu tvoriaceho anténovu sustavu. Jeho
ulohou je menit fazu vstupného signalu takym
spdsobom, aby bolo mozné nasmerovat’ vyzarovaci
lalok do potrebného smeru.

Jeho konstrukcia mdze byt rieSena mnohymi
sposobmi. Ako najvhodnejsie rieSenie bola zvolena
konstrukcia menica fazy s pouzitim odbociek.

Meni¢ fazy je realizovany ako mikropasikové
vedenie s odbockami. Su pouzité Styri odbocky,
ktoré vytvaraju fazovy posuv 22.5°, 45°, 90° a 180°.

Zapojenie jednotlivych odbociek je mozné
kombinovat. To znamena, Ze na kazdom
elementarnom ziari¢i je mozné vytvorit fazovy
posuv od 22,5° do 337,5°.

Pri praktickej realizacii sa predpoklada, ze
zariadenie bude pracovat’ na frekvencii 1,95 GHz.
Ako  substrat je pouzity material FR4
(skloepoxidovy laminat s 35um vrstvou medi a ¢, =
4,34).

Jednotlivé kombinacie odbociek je mozné volit
pomocou PIN didd, ktoré plnia funkciu prepinacov.
Tieto diody st ovladané na zaklade poziadaviek na
Sirku, tvar a smer vysledného vyzarovacieho laloka
sustavy.

Riadiaci algoritmus realizuje zmenu fazového
posuvu signdlu na jednotlivych elementarnych
ziariCoch tvoriacich anténovll sustavu na zaklade
informacii ziskanych z impulzovej odozvy kanala a
z algoritmu zistovania smeru prichodu signalu
(Direction of Arrival — DOA). Spracovanie
programu na riadenie fazového posuvu sa realizuje
v programovatelnom mikroprocesore (napr. DSP).

Takto je mozné hlavny vyzarovaci lalok
nasmerovat’ do potrebného smeru a vytvorit’ nuly do
smerov, v ktorych moéze vzniknit interferencia.
Néavrh menica fazy pre jeden element anténovej
sustavy je na obr. 5.

Meni¢ fazy
element anténovej
sustavy
mikropésikové
vedenie . 180°
45° o0
22,5°
vstup
o : I >
l0—ol| © o) |© o 0|
| ol o o |
1360° 13600 1 360° | 3600
[ [ | | | | [
: : | | | I [
| | | | |
| | | | | | |
' ' | | | I [
| | | | | | |
: : ! ! ! | |
| | | | |
' ' | | | I [
: : | | | I [
___=1 I I
| l___——= e —— |
————————— | [ I
AR
riadenie fazy D— ] impulzova odozva kanala

Obr. 5 Blokova schéma navrhovaného menica fazy
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Summary: A task of the article to outline a reader
problems antenna systems and their control. The most
important phase of control of antenna systems is to create
and to form radiation pattern. There exist several elements
and procedures, which are used at the control. One of
possibilities is use the phase shifter. The designed phase
shifter is appropriated (by its simplicity and price) for
wide possibilities of use. By assistance large numbers of
branches it is possible to make very accurate phase shift at
the individual elements of antenna system. The automatic
control of branches of converter of phase based on
impulsion response of channel is meanwhile in the state of
preparations and experiments.
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PREDIKCNY ALGORITMUS SIRENIA ELEKTROMAGNETICKYCH VLN
PODLA ODPORUCANI ITU-R VHODNY NA IMPLEMENTACIU
V INFORMACNOM SYSTEME

RADIO WAVE PROPAGATION PREDICTION ALGORITHM BASED ON ITU-R
RECOMMENDATIONS SUITABLE FOR IMPLEMENTATION IN INFORMATION
SYSTEM

Marek HOVANEC, Martin MARKO

Abstract: An accurate prediction of the field strength and propagation loses is necessary for proper base stations deployment
and a proper frequency planning along with meeting criteria of electromagnetic compatibility. The communication system
establishment time is crucial especially in military area. Therefore, it is suitable to use computer applications for radio system
projection to decrease the necessary deployment time. In the article the outcomes of dissertation thesis are briefly discussed.
The primary aim of dissertation is to work out a propagation prediction algorithm based on ITU recommendations suitable
for implementation in C2 information system. Some results of measurements carried out in Slovak republic are discussed.
Accuracy, advantages, disadvantages and usability of existing models for a practical application in military information

systems are evaluated.

Keywords: radio wave propagation, prediction methods.

UVOD

Vo vojenskej oblasti je vyznamnym a kritickym
hl'adiskom c¢as zriadenia komunika¢ného systému,
kde je vo velkej miere vhodné pouzit podporné
vypoctové  aplikdcie  zjednoduSujlice  proces
projektovania spojenia.

Clanok struéne zoznamuje s vysledkami
doktorandskej prace orientovanej na metody
zvySenia efektivnosti radiového spojenia s dorazom
na jeho projektovanie s vyuzitim = VISU
avybranymi  otazkami  praktického  vyuzitia
vysledkov prace. Taziskom price je navrh
predikéného algoritmu podla odporucani ITU-R
vhodného na implementaciu v informa¢nom
systéme podpory velenia a riadenia (C2).

Algoritmus pre serverovu aplikaciu predikéného
modelu je zalozeny na procedure odporucani ITU a
je upraveny pre podmienky SR resp. Eurépy.

1. Pl,lISPf)S,OBENIE PARAMETROV
RADIOVEHO SPOJA PREVADZKOVYM
PODMIENKAM

Snaha o ¢o najvacsiu efektivnost’ radiovej
prevadzky - maximalizaciu prenosovych rychlosti,
minimalizéciu energetickych narokov, zvySenie
odolnosti  proti Uimyselnému a netimyselnému
ruseniu, bezpecnost’, spolahlivost’ radiového spoja,
minimalizdcia  Sirky  frekvenéného  pédsma
potrebného na prenos modulovaného signalu,
elektromagneticka kompatibilita radiovych
systémov a vplyv tychto ukazovatelov na cenu
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vystavby a prevadzku systému je nemyslitelny bez
aplikacie jednej zo zakladnych metéd zvySovania
efektivnosti — metody prisposobenia radiového
spoja prevadzkovym podmienkam.

Ide o projektovanie radiového spojenia, ¢innost’
zameranu na optimalizéciu rozmiestnenia radiovych
prostriedkov  na  dosiahnutie = pozadovanych
parametrov spoja vo zvolenom frekvencnom
pasme, Case a priestore. Projektovanie radiovych
spojov je zalozené na Co najpresnejSej predikcii
§irenia radiovych vin a vypoéte (odhade) urovne
signalu v bode prijmu. Hlavnym cielom je
spravnym  vyberom  vysielacich a prijimacich
stanovist, vybavenych vhodnym typom antén,
dosiahnut’ efektivne radiové spojenie so zvolenym
typom moduldcie pri raciondlne energeticky
vyuzitom spoji s ohladom na vyzarovany vykon
vysielaca a dodrzani zasad EMC.

Otazka predikcie zahfiia Sirokll problematiku a
potrebny aparat pre jej rieSenie. Ide predovsetkym
o vySetrenie  cesty signalu od  vysielaca
k prijimacu, vyjadrenie utlmu signalu na trase
Sirenia,  predikciu =~ mnohocestného  Sirenia
a v urcitych pripadoch aj oneskorenia signalu vo
vztahu k chybovosti v digitalnych mobilnych
radiovych komunikaciach.

Spravnost’ vystupného rieSenia algoritmu na
projektovanie radiového spoja je v najvicsej miere
podmienené presnostou popisu fyzikalnych javov,
ku ktorym dochadza pri dopade radiovej viny na
rozhranie dvoch prostredi, alebo na vyrazné terénne
nerovnosti. Ide predovSetkym o popis difrakcie,
refrakcie, rozptylu, odrazu a lomu radiovych vin.
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2.MODELY NA PREDIKCIU SIRENIA
RADIOVYCH VI.N

Existujuce modely je mozné charakterizovat
ako mnozinu matematickych vyrazov, diagramov
aalgoritmov ~ vyuzivanych na  reprezentaciu
radiovych charakteristik v konkrétnom prostredi.

Vsetky doteraz zname metddy su zalozené na
geografickych bazach dat srozlicnym rozliSenim
a klasifikaciou. Je mozné rozliSit' tri zakladné
pristupy k predikcii intenzity elektrického pola:

- empirické modely zalozené na Statistickych
vysledkoch sérii merani popisujicich Sirenie
radiovych vin a stym savisiace straty pri
konkrétnych typoch terénu,

- deterministické modely vyuzivajlice
matematické a geometrické metddy na urcenie
intenzity elektrického pola,

- zmiesané modely.

Hlavnou vyhodou empirickych modelov je, ze
st implicitne vzaté do uvahy vSetky existujuce
vplyvy prostredia bez nutnosti ich samostatného
skimania. Na druhej strane, presnost’ takychto
modelov nezavisi iba od presnosti vykonanych
merani, ale taktiez od podobnosti analyzovaného
prostredia a prostredia, v ktorom boli Statistické
merania realizované.

Deterministické modely st zalozené na aplikacii
znamych fyzikalnych principov Sirenia
elektromagnetickych vin a z tohto dovodu mézu
byt aplikované na rozne prostredia bez zniZenia
presnosti. Na rozdiel od $tatistickych modelov nie
su zalozené na vysledkoch sérii merani, ale skor na
detailnych znalostiach skimaného prostredia. V
praxi je ich realizdcia obmedzena obrovskymi
narokmi na bazy dat geografickych informacnych
systétmov  spojenymi v mnohych pripadoch
s naronym az nemoznym zberom udajov pre
dostato¢ne presné aplikacie. Algoritmy pouZzivané
deterministickymi modelmi su obycajne
komplikované a dosahuji nizku vypoétova
efektivnost’. Vytvorené predikéné modely je mozné
rozdelit’ na [1]:

- makrobunkové,

- mikrobunkové,

- pikobunkové.

Na rieSenie problematiky predikcie intenzity
elektrického pola bolo vyvinuté mnoho metdéd a
modelov, z ktorych najznamejsie su:

- Okumurova Hatov model,

- COST 231 -Walfisch-Ikegamiho model,

- ITU (CCIR) metddy,

- Longley-Riceho model,

- Leeho model,

- empirické mikrobunkové modely,

-HCM model (Harmonised Calculation
Method),

- Leeho mikrobunkovy model,

- metddy ,,Ray Tracing* a ,,Ray Launching®,

- modely zalozené¢ na aplikicii neurénovych
sieti.

Ich detailny popis je nad ramec tohto materialu
a Citatel' ich najde napr. v publikaciach [2], [3]
a odportcaniach ITU-R.

Spravnost’ vyberu algoritmu na projektovanie
radiového spoja a vystupného rieSenia je
v najvacsej miere determinované presnostou popisu
fyzikalnych javov, ku ktorym dochéadza pri dopade
radiovej viny na rozhranie dvoch prostredi, alebo na
vyrazné terénne nerovnosti. Ide predovSetkym o
popis difrakcie, refrakcie, rozptylu, odrazu a lomu
radiovych vin. Doposial’ bolo navrhnuté mnoZstvo
predikénych modelov a algoritmov. Pri¢om vsak
nie je mozné vybrat univerzalny model, resp.
model s najvy$Sou presnostou. Modely sa
navzajom lisia pristupom k rieSeniu, zlozitostou
a presnostou. Medzi modelmi existuje aj rozdiel
v narokoch na pozadované mnoZzstvo a presnost
informacii o teréne, kedZze na rieSenie intenzity
elektrickej zlozky elektromagnetického pol'a resp.
strat je v niektorych pripadoch postacujtci
parameter zvlnenia terénu a teda nie je potrebna
explicitnd  informacia o podrobnom  tvare
a vlastnostiach terénu.

Modely vyuzivajuce moznosti vypoctovej
techniky st v stcasnej dobe najéastejSie vyuzivané
na projektovanie radiovych spojov, pricom vo
vacsine pripadov je predikény algoritmus zaloZeny
na kombinacii teoretickych a empirickych modelov.
V tychto pripadoch je doélezitda podrobnost’
bazovych dat o teréne ajeho nadstavbe. Potom
vSeobecnym  kritériom  presnosti je  miera
prisposobenia predikéného algoritmu vlastnostiam
terénu v oblasti zdujmu, Co je Specifické aj pre
ozbrojené sily.

3.CIELE PRACE

Na zéklade podrobnych analyz predikénych
modelov s prihliadnutim na Specifiku a vyvojové
tendencie vo vyuzivani frekvenénych pasiem
pridelenych  ozbrojenym  silam i konkrétnu
v implementaciu  novych radiokomunika¢nych
systémov boli v praci vytyéené ciele:

1. Algoritmizacia serverovej ulohy na pro-
jektovanie radiokomunikacnych systémov s cielom
zvysenia ich efektivnosti vyuzitim modelov na pre-
dikciu elektrickej zlozky elektromagnetického pola.

2. Navrhnuty model a algoritmy modifikovat
a optimalizovat pre serverovi ulohu s vyuZzitim
VISU.

3. Spresnit’ poziadavky na Vojensky informacény
systém o tzemi Slovenskej republiky pre navrhnuté
serverové aplikacie na projektovanie spojenia.

4. Verifikovat presnost predikénych metod
praktickymi meraniami na uzemi Slovenskej
republiky.
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4. ALGORITMIZACIA SERVEROVEJ
ULOHY

Variabilita prostredia, v ktorom Ozbrojené sily
SR podsobia, siaha od husto osidlenych oblasti —
v pripade  projektovania rezortnych radioko-
munikaénych sieti v miestach posadok, cez
planovanie spojenia pre polné podmienky od
nizinnych rovinatych oblasti az po planovanie

spojenia v horskych  oblastiach. = Dostupnost’
projektovych sluzieb S$irokej skupine uzivatel'ov
(velitelov, nacelnikov zloziek), pri vyuziti

maximalniho mnozstv a informacii o teréne

Modul
Okumura-Hata

Difrakéné
straty

Vypocet strat na
vegetacii

Vstupny modul
Vstupné data

Centralny modul

Radenie nasledujiceho

algoritmu

Spojenie
bod —bod*

Model do 1km
(300MHz <f<30GHz)

Mestska
oblast

Priama

do 1 km

nepriama viditel'nost’

spinené

Walfisch-Tkegami-

Model

Multy-screen

difrakéné
straty

Vypocitana
E[dBuV/m]

viditefnost'

Modul trasy

Podmienky
pre , W-I*

a vysokej vypoctovej vykonnosti je mozné zvysit’
realizaciou projektového algoritmu ako serverovej
ulohy. svyuzitim vojenského informacného
systému o tizemi (VISU). Je potrebné si uvedomit’,
ze z dovodu koneénej presnosti digitalizovaného
modelu terénu (VISU) dochadza k nepresnostiam
v stanoveni intenzity elektrickej zlozky
elektromagnetického pola. Je mozné hovorit o
odchylkach vplyvom horizontalnej alebo vertikalne;j
chyby terénnych tvarov aterénnych predmetov.
K tomu je nutné este pripocitat’ samotnil nepresnost’
vurCeni okamzitej polohy pri automatizovanom
projektovani spojenia. Uvedena analyza je stiCastou
doktorandskej prace autora.

Modul spojenie
bod — bod*“

Modul trasy
do 1 km LoS

Zakladné straty
Sirenim

Moduly straty
vplyvom zrazok
a atmosférickych
plynov
pre f>10GHz

Vypocitana
E[dBuV/m]

Obr. 1 Algoritmus pre serverovu aplikaciu predikéného modelu — 1. ¢ast’
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Vstupom a vystupom pocitacovej realizacie
predikéného algoritmu musi byt €o najmensSia
skupina udajov tak, aby tazisko vypoctovej
vykonnosti bolo polozené na moznosti servera.
Podla ITU-R P.1144 su vstupnymi udajmi na
vypoCet intenzity elektrického pol'a pomocou
odporucania ITU-R P.1546 geografické data
o terénnych tvaroch aterénnych predmetoch,
klasifikacia trasy, vzdialenost, vySka vysielacej
antény, frekvencia, pomernd percentualna miera
casu, vyska prijimacej antény, TCA, percento
oblasti.

Hruby algoritmus pre serverova aplikaciu
predikéného modelu je na obr. 1. a2, kde su
uvedené viazby medzi jednotlivymi modulmi.

Modul spojenie
whod — bod“

Modul Analyza odrazenej viny

klasifikacia trasy

Respektuje odportcania ITU-R platné pre tizemie
Slovenskej republiky a Eurdpy.

5.VERIFIKACIA VYSLEDKOV A MERANIA

Doktorandska praca v prilohach obsahuje
mnozstvo  merani  avypocétov, ktoré  boli
uskutocnené v okoli Liptovského Mikulasa pri
realizacii spojenia na mieste (bod - bod) iza
pohybu pri definovanych rychlostiach meracieho
vozidla (MMP). Ako priklad su tabulke ¢&. 1
zobrazené priemerné odchylky od nameranej
hodnoty pre kazdu z jednotlivych metod.

Je zrejmé, ze predikované hodnoty podla
jednotlivych metod maju vel'ké rozdiely. Najnizsiu
priemernt odchylku dosiahla ¢eska metoda RDK-2.

Modul
straty vplyvom zrazok
a hydrometedrov pre
\ f>5GHz

Difrakéné straty

Modul
straty vplyvom
atmosférickych plynov pre
f>10GH;

Rovinna zem

Analyza izolovanych

prekazol

éno
nie

Priama viditelnost'

Vypoéitana
E[dBuV/m]

Modul
Sub-path“ difrakcia

Zaoblené
prekazky

nie

Analyza klinovej prekazky

Jedna prekazka

Modul difrakcia
na sférickej zemi

Modul difrakcia
na zaoblenej prekazke

prekazka

nie

Modul difrakcia. na dvoch
alebo n zaoblenych
prekazkach

p

Modul
difrakcia na dvoch alebo n
prekazkach typu ,klin".

Modul
difrakcia na prekazke typu
Jklin®

Modul
straty vplyvom
atmosférickych plynov

pre f>10GHz

Vypoéitana
E[dBuV/m]

Modul straty vplyvom

pre f>5GHz

zrazok a hydrometedrov

Difrakéné straty

Obr. 2 Algoritmus pre serverovi aplikaciu predikéného modelu — 2. ¢ast’ (modul spojenie ,,bod-bod*)
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Priblizne 03 dB vys§iu hodnotu ma metoda
ITU-R P.1546 pri zohladneni korekéného faktora
,»Clearance angle,. Podla uvedeného hodnotenia
tret'ou v poradi je ,.klasicka“ metoda ITU-R P.1546.

Hodnoty strednej odchylky ostatnych metod
prevysuji 20 dBuVm™. Podla tohto merania ma
Okumurova — Hatova metdda stredni chybu 24,04
dBuVm', avsak tiou predikované hodnoty
v mestskom prostredi pre vzdialenost’ priblizne 6 —
10 km dosiahli hodnoty vel'mi blizke nameranym
hodnotam. Vysledky dosiahnuté pomocou metody
HCM st vel'mi podobné resp. zhodné s vysledkami
metody ITU-R P.370.

Tab. 1 Namerané hodnoty

. Stredna chyba Stredna kvadraticka
Metoda [aBLVIm] odchylka [dBuV/m]
ITU-R P.1546 17,39 21,85
ITU-R P.1546 CA 13,13 18,33
Okumura-Hata 24,04 35,50
RDK - 2 10,58 13,52
ITU-370 26,60 30,51
ITU-370 CA 27,09 36,32
ITU-370 DH 26,63 30,52
ITU-370 CA DH 27,11 36,33
HCM 27,11 36,33

ZAVER

Praca vytvara predpoklady pre efektivnejSie
projektovanie radiového spojenia v ramci systémov
velenia a riadenia v ozbrojenych silach s vyuZzitim
vojenského informacného systému o uzemi. Boli
verifikované predikéné algoritmy, ktoré boli v
prevaznej miere vytvorené na komercné ucely.
Napriek svojmu Sirokému rozsahu vsak nemohla
vyriesit vSetky otazky, predovSetkym v oblasti
pouzitia predikénych algoritmov vo vojenskych
aplikaciach a ich verifikacii.

Predik¢ény algoritmus je navrhnuty modularne,
tak aby v pripade nutnosti editdcie algoritmu ho
bolo mozné pozmenit’ napr. doplnit’ alebo vykonat’
upravu niektorej funkcionality, upravu niektorého
z predikénych resp. difrakénych modelov pripadne
aj doplnit’ Giplne novy predikény model vo forme
samostatného modulu.
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Summary: The main aim of dissertation is to improve
efficiency of radio systems projection in the area of C2
information systems. The fundamental presumption for
projecting tasks is utilization of military geographic
information systems.

The prediction algorithm is modular so that it could be
edited and adjusted to any actual circumstances. Any
prediction model can be easily integrated into prediction
algorithm as an individual module and whichever module
can be corrected separately without any undesirable
impact on the other modules or prediction algorithms.
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NETWORK ENTRY PROCEDURE IN WIMAX

Pavel MACH, Robert BESTAK

Abstract: The article analyses the newest trends in wireless networks with focus on a standard IEEE 802.16-2004 that is also
known as WiIMAX (fixed WiMAX). Both, point to multipoint and Mesh network topologies are considered and the main
differences between them are described. Besides, a new network topology can be distinguished when introducing relay
stations to the network. Thus, several new schemes of node association procedure may be specified. The article describes the
standard association procedures together with the new schemes when considering relay stations.

Keywords: WiMAX, Network entry, PMP, Mesh, Relay.

1. INTRODUCTION

The WiMAX (Worldwide Interoperability for
Microwave Access) is a broadband wireless
technology based on IEEE 802.16 standard, namely
on IEEE 802.16-2004 [1] that is intended for fixed
scenarios. Beside the version IEEE 802.16-2004, a
version IEEE 802.16e [2] also exists which enriches
the former standard about mobility features. The
WiMAX technology is designed to provide wireless
last mile broadband access in the Metropolitan Area
Network (MAN) delivering performance
comparable to a cable system such as DSL (Digital
Subscriber Line).

Two connections modes are supported by
WiIiMAX (see Fig. 1): i) Point to Multipoint (PMP),
which is mandatory, and Mesh, which is optional.
The PMP mode represents a classical cellular
network structure where Subscriber Stations (SSs)
are directly connected to a Base Station (BS). In
comparison with the PMP mode, the Mesh mode
makes possible direct communication between
individual SS and each node has a capability to serve
as a relay station.

Bon (55
a) PMP b) mesh

Fig. 1 Comparison of PMP and Mesh modes

Nowadays, the IEEE group is working on a new
WiIMAX standard labeled as IEEE 802.16j [3], [4]
which introduced a new network node know as relay
station (RS). The basic idea is to provide the date
transmission via intermediate relay stations and thus
extent range (a relay is placed at the cell edge) or
increase throughput (a relay is placed within the cell
radius). Integration of RSs into IEEE 802.16 is
described in [5].

If a new SS wants to enter into the WiMAX
network, an association procedure has to be
proceeded. The existing WiMAX standard specifies
individual network entry steps for PMP and Mesh
network structure but not for the relay based
structure. Due to the RSs, several new possibilities
of network enter procedure can be introduced.

The rest of the paper is organized as follows.
Section 2 describes the network entry procedure of
SS in PMP mode and briefly characterize each
phase. The next section focuses on the SS
association in Mesh mode and basic differences
compared to PMP mode are discussed. Section 4
describes the possible network entry scenarios for
SS in case of relay based network architecture.
Finally, the last section gives our conclusions.

2. SSNETWORK ENTRY IN PMP MODE

Fig. 2 depicts individual steps that are carried out
during the network entry procedure. In the first
phase, a SS scans for a downlink (DL) channel.
Once the SS receives at the least one of the
Downlink map message (DL-MAP), the
synchronization process is accomplished. The SS
remains synchronize with the DL channel as long as
it receives the DL-MAP and Downlink Channel
Descriptor (DCD) MAC messages that are
periodically broadcasted by the BS. From the DCD
message that characterize the DL channel and its
burst profiles are obtained downlink channel
parameters.

After successful synchronization with the DL
channel, the SS waits for the Uplink Channel
Descriptor (UCD) and the Uplink Map (UL-MAP)
that are broadcast messages reciprocal to the DCD
and the DL-MAP messages for the DL channel. The
SS determines from the UCD whether it may use the
uplink channel or not. If the uplink channel is
suitable, the SS acquires additional parameters from
the UCD and then waits for the UL-MAP. The UL-
MAP message informs how the next uplink frame
will be allocated. The UCD and UL-MAP messages
are periodically sent by the BS. As long as the SS
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receives the messages, it is assumed that the SS has
valid uplink parameters.

v 1
Synchronize with 55 autharization Transfar | Mandator.
DL and obtain DL and operational steps
parameters Key exchange .
L] Optional
Obitain UL Registration ES‘[.ﬂ[.Jh";l\ steps
parameters with BS provisioned
. ; connections
Y . v
Ranging e ;,J I " ) ™
g connectivity (  Mommal operation
J perat _.»’I
¥ ~—
Negotiate basic Establish time
capabilities of day

Fig. 2 SS initialization procedure in PMP mode

The next phase in the initialization procedure is
an initial ranging. The Initial ranging procedure is
the process during which the SS acquires correct
transmission parameters such as time offset and
transmitted power level together with Basic and
Primary Management connection identifiers (CIDs).
The SS scans the UL-MAP messages in order to find
out an initial ranging interval which is allocated by
the BS and which contains one or more transmission
opportunities for SSs. When the Initial ranging
transmission opportunity occurs, the SS sends the
Ranging Request (RNG-REQ) message using the
initial ranging CID.

After the BS successfully receives the RNG-
REQ message, the SS responses with the RNG-RSP.
This message assigns to the SS Basic and Primary
management CIDs and further the message contains
information about the power level adjustment, offset
frequency adjustment and eventually any timing
offset corrections. The RNG-RSP also includes
information about ranging status that continues as
long as the ranging status is not successful proceed
or aborted by the BS.

Once successful ranged, the SS should inform
the BS of its basic capabilities by transmitting the SS
Basic Capability Request (SBC-REQ) message with
its capabilities flag set to “on”. The SBC-REQ
message is sent via basic CID that is assigned to this
SS in the RNG-RSP message. The SBC-REQ
contains only those capability parameters that are
necessary for effective communication between the
SS and BS during the remain part of the
initialization procedure. In response to the SBC-
REQ message, the BS generates the SS Basic
Capability Response (SBC-RSP) message through
which informs the SS whether those capability
parameters can be supported by the BS. The
capability parameters that are not supported by the
BS are set to “off” in the SBC-RSP message.

After the basic capabilities negotiation phase, a
SS authorization and key exchange phase follow.
This phase of initialization can be divided into two
parts, i) SS authorization and Authorization Key
(AK) exchange, and ii) Traffic Encryption Key
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(TEK) exchange (more detail about the authorization
can be found in [1] or [2]).

If the SS is successfully authorized by the BS, it
must be registered. The registration is a process
through which the SS is allowed to enter into the
network. The BS sends to the controlled SSs their
Secondary Management CID. Once the BS receives
the confirmation that a SS is controlled by the BS,
the following steps are fulfilled: i) establishing of IP
connectivity, ii) establishing of time and iii)
transferring of operation parameters.

In order to obtain the IP address, the SS initiates
DHCP procedure by sending a broadcast DHCP
discover packet. After the SS MAC Address is
checked, DHCP servers answer with DHCP offer
packets. In the next step, the SS sends to the selected
DHCP server the DHCP request packet. The IP
connectivity is successful established upon receiving
of DHCP response packet. If the SS has a
configuration file containing further configuration
parameters, the DHCP response contains its name.
The establishment of IP connectivity is performed
on the SS’s Secondary Management Connection.

The time request and response are transferred via
UDP datagrams. The current local time is created by
combination of received time from the time server
and the time offset received in DHCP response. The
setting of time is performed on the SS’s Secondary
Management Connection.

Operation parameters are obtained from a
configuration file that is downloaded via TFTP. The
SS informs the BS about the successful download of
the file via the TFTP-CPLT message that is sent on
the SS’s Primary Management Connection. The
TFTP-CPLT is periodically transmitted until the
TFTP-RSP message is received.

The final phase of network entry procedure is
establishing of provisioned connections where
service flows with specific QoS parameters (such as
latency, jitter, throughput guarantee, etc.) are
created. A service flow is a MAC transport service
that provides unidirectional transport of packets
either on the uplink or downlink direction. The
service flow creation can be initiated by BS
(mandatory capability) or by SS (optional
capability).

3. SSNETWORK ENTRY IN MESH MODE

The network entry procedure in case of Mesh
mode is partly different in comparison with the PMP
mode (see Fig. 3). At the beginning of initialization,
the mesh node listens to the network configuration
messages called MSH-NCFG. These messages are
periodically transmitted by all stations that are
present in the network. The messages contain
information about i) coarse synchronization to the
network, ii) basic network parameters and iii) list of
neighbors.
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Fig. 3 SS initialization procedure in Mesh Mode

Subsequently, the SS selects a potential
sponsoring node (from list of neighbors) and starts
to the negotiation procedure by transmitting the
MSH-NENT message of NetEntryRequest type [1].
The sponsoring node can either accept or refuse the
request for sponsoring channel opening. The
acceptance is signalized via MAC address
advertisement in the MSH-NCFG message which
include a field Net EntryOpen IE (Information
Element). A sponsoring channel is immediately
opened by the sponsoring node upon reception of the
MSH-NENT message of NetEntryAck type. If the
sponsoring node denies the access, the SS has to
choose another adjacent node and the whole
procedure has to be repeated.

Once the sponsoring channel is opened, the new
SS performs similar operations as is described in the
previous section (negotiation of basic capabilities,
authorization, registration, etc.). The only difference
is that the exchange of messages occurs between the
new SS and sponsoring node (instead of between SS
and BS as is in the PMP mode) and if necessary
between the sponsoring node and BS. The network
entry procedure is terminated by sending the MSH-
NENT message of NetEntryClose type which is
confirmed by the MSH-NENT message of
NetEntryAck type.

4 SS NETWORK ENTRY IN RELAY BASED
SCENARIO

The association process of SS can be divided
into several scenarios, as shown in Fig. 4.
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Fig. 4 Possible scenarios of SS association into WiMAX
multihop relay network

The classification of these scenarios depends on
several parameters such as the number of hops
between the SS and BS or whether a SS is in the
range of BS or not. To be standard compliant, none
or only minimal modifications are required.

4.1 One hop scenario

In one hop scenario (scenario 1 in Fig. 4), a SS
connects directly to the BS. The SS only receives
messages broadcasted by the BS. Thus, the
association procedure is the same as is discussed in
section “Network entry in PMP mode”, i.e. no
special modifications have to be done.

4.2 Single RS scenarios

A SS connects to the BS via one intermediate
RS. In this case, only one RS is allowed to be in the
forwarding path. There are two possible association
procedures according to scenario:

a) SS is in the range of BS — When the SS is in the
range of BS (scenario 2 in Fig. 4), the SS receives
MAC frame not only by BS but also by RS. This
case corresponds to the situation when RSs are
deployed in order to increase system capacity.

To satisfy the backward compatibility with
legacy standards like IEEE 802.16-2004 or IEEE
802.16e, a RS has to behave towards the SS as a
regular BS. This implies that decentrally controlled
RS should broadcast its own control information
(UL/DL MAP, DCD/UCD). In case of centrally
controlled RS, a RS has to retransmit these messages
from BS. Since the SS does not distinguish between
BS and RS, the SS tries to associate to stations (i.e.
RS) with better signal quality.

However, there are two examples when this
decision doesn’t have to be the most efficient way in
terms of the end to end throughput:
=SS detects a MAC frame with a stronger signal

from a RS than from the BS and therefore the

SS associate to the RS. Nevertheless, the path to

the BS through the RS involves two hops and the

overall capacity may be lower one than in case of
the direct link to the BS.

= SS detects a MAC frame with a stronger signal
from the BS than from a RS and therefore, the

SS establishes the link with the BS.

Nevertheless, this network attachment decision is

optimum for the DL data transmission and not

necessarily for the UL direction.

The efficient way how to prevent these
drawbacks is to implement a signaling and routing
mechanism that determines to which stations (BS,
RS) the SS should associate. Therefore, the overall
network entry procedure is to be extended by
another step (labeled as routing in Fig. 5) that takes
place either before or after the establishment of
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provisioned connections. The former possibility may
prolong the whole entry procedure. On the other
hand, the attachment to the most profitable node is
reached on the first attempt and thus there is no need
to cancel current connections and establish new
ones.

S5 authorization
and
Key 0;cnange

SBynchronize with
DL and obtain OL
paramatars

Mandators
steps
. Optional
— steps
MNew
slep

Obtain UL
paramaiars

L]

Registration
with BS

Establish
provisioned
|__connections

‘ Ranging ‘
h

Negoliate basic
capabililies

-

| Mommal operation |

Fig. 5 Modified SS network procedure in relay based
network architecture

b) SS is not in the range of BS — This scenario
(scenario 3 in Fig. 4) corresponds to a situation
where a RS is intended to extend the coverage area
of the BS. Since the SS is out of BS range, no direct
MAC frames can reach the SS and only messages re-
broadcasted by the centrally controlled RS or sent by
the decentrally controlled RS reaches the SS. Thus,
there is no need to decide to which stations SS
should associate like in the previous scenario. The
following network entry procedure is the same as in
the first scenario, but all messages have to be sent
via the intermediate RS.

4.3 Multiple RSs scenarios

A SS is connected to the BS via more than one
RS. As in the single RS scenario, the multiple RSs
scenario may be divided into two cases:

a) SS is in the range of BS — Similar to scenario 2, a
SS receives broadcasted messages from the BS and
RS (scenario 4 in Fig. 4). The only difference is that
the RS is not connected to BS directly but via one or
more RSs. However, this scenario is not optimal in
most cases since the number of hops between the BS
and SS may be of a great value (more than two
hops).

b) SS is not in the range of BS — The same scenario
as the previous one but the SS doesn’t receive MAC
frames from the BS but from RSs (scenario 5 in Fig.
4).
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are determined together with the proposed modification to
the existing SS association procedure.
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VLASTNOSTI OPTICKYCH PASEM 850 nm A 1550 nm Z POHLEDU JEJICH
VYUZITIi PRO BEZKABELOVE OPTICKE SPOJE

PROPERTIES OF OPTICAL WAVELENGTHS 850 nm AND 1550 nm FROM VIEW
OF THEIR USE FOR WIRELESS OPTICAL LINKS

Ales PROKES

Abstract: In the paper, the parameters of an optical wireless communication link which are most dependent on the optical
wavelength are discussed. The paper deals with the comparison of the atmospheric attenuation at 850 nm and 1550 nm
caused by scattering by the particles present in the atmosphere and with comparison of the optical receiver sensitivity in
dependence on a bit rate for both wavelength. Presented calculations are demonstrated on the connection of avalanche and
PIN photodiodes with a high-impedance amplifier using a MOSFET and with a transimpedance amplifier using a bipolar
junction transistor. It is assumed that the silicon photodiodes work at a wavelength of 850 nm and the InGaAs photodiodes at

1550 nm.

Keywords: Atmospheric attenuation, avalanche photodiode, PIN photodiode, meteorological visibility, optical receiver

sensitivity.
1. UvoD

Bezkabelové optické komunikacni systémy,
nejéasteji oznacované zkratkou FSO (Free Space
Optics), jsou vhodné pro prenos dat typu bod-bod
na vzdalenost od stovek metrd do jednotek
kilometrti pti penosovych rychlostech do jednotek
gigabitli. FSO systémy maji nékolik vyhod vuci
optovlaknovym spojim: rychld a snadna instalace,
nizkd cena (neni tfeba provadét vykopy pfes
komunikace), a také vii¢i radiovym komunika¢nim
systétmum: velka Sitka pasma umoziujici vysoké
prenosové rychlosti, bezlicencni provoz (neni tieba
povoleni pro vyuzivani kmito¢tového spektra),
neexistujici vzajemné interference nekolika spoju a
obtizny odposlech. Nevyhodou FSO je omezena
dostupnost spoje zplsobena fluktuacemi utlumu
atmosféry v dusledku snézeni, dest¢ nebo mlhy.
V pozemskych aplikacich se bezkabelové optické
spoje pouzivaji jako telekomunikacni prostiedky
pro tzv. ,,posledni mili* nebo jako spoje v siti LAN
napt. mezi dvéma budovami.

Ackoli existuje nékolik vhodnych optickych
vlnovych délek pro pienosy v atmosfére [1],
navrhaii FSO obvykle pouzivaji opticka spektralni
okna v oblasti 850 nm nebo 1550 nm. Duvodem
této volby je dobra dostupnost laserovych diod a
fotodiod pro obé vlnové délky. Rozhodnuti které
okno je vyhodnéjsi pro FSO je velmi obtizné, nebot’
existuje mnoho faktorti zavislych na vinové délce,
které ovliviluji systémové parametry spoje jako
napiiklad vysilany opticky vykon, Gtlum atmosféry,
citlivost pfijimace a pro vétSinu aplikaci také cena
pouzitych  komponentl. Piiklad vykonového
diagramu optického spoje instalovaného na
vzdalenost ptiblizn€ 1 km je na obr. 1.

Vysilany opticky vykon P, zavisi na vykonu
laseru P;, na vazebnich ztratdich mezi optickou
soustavou vysilace a laserovou diodou a na Gtlumu

v ¢ockach (ztraty ve skle).  Ztraty zpusobené
§ifenim ve volném prostoru (P, - P;) jsou funkci
vzdalenosti hlavic FSO a divergence svazku [2].
V atmosférickém kanalu je svétlo tlumeno vlivem
absorpce, rozptylu na ¢asticich a vlivem turbulence
(P3—Py). Tyto jevy se meéni v zavislosti na
povétrnostnich podminkach a je velmi tézké je
predpovédét. Opticky vykonovy zisk (Py— Ps) na
vstupu pfijimace je dan pomérem efektivnich ploch
optickych soustav vysilace a pfijimace. Vazba mezi
¢ockou a fotodiodou, utlum Cocky a odraz na Cocce
zpusobuji dal§i piidavné ztraty v pfijimaci (Ps—
Pg). Pro spravnou detekci signalu musi byt
zajisténo, aby vykon na aktivni plose fotodiody byl
uvniti intervalu omezeného citlivosti pfijimace
P, nin asaturaci pfijimace P, .. Je zfejmé, Ze na
obr. 1 neni tato podminka splnéna pro mlhu.
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Obr. 1 Ptiklad vykonového diagramu FSO

Urcita zavislost utlumu nebo zisku na vlnové
délce se da najit ve vSech zobrazenych intervalech
ale v mnoha piipadech lze dosahnout stejnych
vysledkii v obou optickych pasmech volbou
vhodnych optickych komponent. Proto je dale
vénovana pozornost pouze uUtlumu atmosféry
a citlivosti pfijimace.
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2. UTLUM ATMOSFERY

Utlum laserového svazku v atmosféfe je popsan
Beers-Lambertovym zakonem [3]

(1,0) =) expl- (2Je) ®
kde 7(A, L) je propustnost atmosféry ve vzdalenosti
L od vysilaée pracujiciho na vinové délce A, P(4, L)
je opticky vykon ve vzdalenosti L, P(0) je opticky
vykon zdroje, ©A) je celkovy koeficient Gtlumu
atmosféry a pro konstantu « plati & = 1/10log;o(e),
jestlize (A1) je vyjadreno v decibelech na jednotku
délky, nebo a = 1, jestlize A1) je vyjadieno
v neperech na jednotku délky. Koeficient Gtlumu
atmosféry je obecné tvofen absorpénim a
rozptylovym c¢lenem, avsak v pfipadé vInovych
délek pouzivanych spoji FSO je obvykle uvazovan
pouze rozptyl na Ccasticich atmosféry [3]. Pak
koeficient Gtlumu atmosféry (v dB/km) mize byt
vyjadfen ve tvaru

w-2(&) o

kde Vje meteorologicka viditelnost (v km), A4 je
vlnova délka (v nm) a koeficient

0.16V/+0.34 pro lkm<V <6km
g=1V-05 pro  0.5km <V < 1km )
0 pro V <0.5km

je dan rozlozenim velikosti ¢astic.

Ackoli jsou znamy i dalSi vztahy popisujici
utlum atmosféry v mlze, desti nebo pii snézeni [4],
rovnice (2) a (3) jsou pouzivany pomeérné casto,
protoze odpovidaji velmi dobie realité, zvlasté v
ptipadé mlhy, ktera je kriticka pro ¢innost FSO.
Grafické vyjadreni (2) je ukazano na obr. 2.
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Obr. 2 Zavislost ttlumu atmosféry na meteorologické
viditelnosti

Je vidét, Ze Gtlum atmosféry nezavisi na vlnové
délce v silné mlze, kterd redukuje viditelnost pod
500 m. Ve slabé mlze a oparu je Gtlum na vinové
délce 850 nm nepatrné vyssi (asi 3 dB/km) nez
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utlum na 1550 nm. Tento rozdil vSak nema
podstatny vyznam, nebot optické spoje maji
obvykle rezervu na vlivy pocasi dovolujici
eliminovat i silnou mlhu a proto slaba mlha nema
na jejich ¢innost vliv.

3. CITLIVOST PRIJIMACE

Primarni faktor urcujici citlivost pfijimace je
uroveil  Sumu  generovan¢ho fotodiodou a
naslednym zesilovaCem. Nejcastéji pouzivané
zesilovae 1ze rozdélit do dvou skupin:
vysokoimpedanéni (VZ) a transimpedancni (TZ).
VZ zesilova¢ zobrazeny na obrazku 3(a) umoziuje
dosahnout vysokou citlivost, protoze velky vstupni
odpor R; vykazuje nizky termalni Sumovy proud.
Avsak Sitka pasma je omezena velkou casovou
konstantou 7= (Cp+ C)R;, kde Cp je kapacita
fotodiody a C, je vstupni kapacita zesilovace. Siika
pasma zesilovace je pak zvySena na pozadovanou
hodnotu ekvalizérem. Zesilova¢ v TZ zapojeni
pouziva zpétnovazebni odpor podél invertujiciho
zesilovace, jak je ukdzano na obrazku 3(b).
Relativné nizkd hodnota zpétnovazebniho odporu
Rr zvysi $itku pasma zesilovace, avSak zvysi i
tiroveii termalniho $umu. Sumova $itka pasma pak
muze byt redukovana na minimalni pfipustnou
hodnotu dolni propusti na vystupu zesilovace.

ekvalizér
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P
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$ $ip 1 olni

propust

—o

&

APD
PIN -A(f)
—_|— Cp+CA lvy

Obr. 3 Typicka zapojeni vstupnich obvodu pfijimace.
Vysokoimpedanéni zesilova¢ (a) a transimpedancni
zesilovac (b)

Typicky modulaéni format pro nekoherentni
detekci je klicovani optické nosné OOK (On-Off
Keying). OOK detektor obvykle porovnava
vystupni napéti zesilovace surCitym prahovym
napétim. Jestlize nastaveni optimalniho prahového
napéti je zaloZeno na predpokladu ze vystupni Sum
zesilovate ma Gaussovské rozlozeni hustoty
pravdépodobnosti a je pouzito symetrické zapojeni
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komparatoru [5], 1ze citlivost piijimace (minimalni
opticky vykon piijimaného signdlu pro danou
pravdépodobnost vzniku chyby P,) vyjadfit ve
tvaru

Q[ M)OR,1, +[31/M2 (4)
+ ZQF(M)Isz [ZqF(M)QZRbIZ + 1y ]]1/2] >

kde QO je faktor dany inverzni distribu¢ni funkci
pravdépodobnosti P,, R je responsivita fotodiody,
M je multiplikativni koeficient (zisk) lavinové
fotodiody, dale oznacované zkratkou APD
(Avalanche Photodiode), ¢ =1.6-10"" C je naboj
elektronu, Ipy je proud za tmy podléhajici
multiplikativnimu ~ procesu, F(M) je Cinitel
ptidavného Sumu APD zavisejici na
multiplikativnim koeficientu a ionizaénim poméru
k; tak, Ze plati

F(M)=kM+(1—-k)2-1/M), (5)

I, je vahovaci funkce, kterd zavisi na tvaru
vstupniho pulsu a pulsu na vystupu fotodiody resp.
zesilovace a R, je rychlost pfenosu (v bit/s).

Vypocet efektivni hodnoty Sumového proudu
vztazeného ke vstupu zesilovace I,; je uveden
v mnoha publikacich jako napft. v [6], [7] nebo [8].
Pro zesilovac¢ s bipolarnim tranzistorem na vstupu
plati

I, = {‘U‘T LR, +2q1C1 R, +4kTr,(22C, ) I,R;
R, B (6)
2qV

C.+C LR r,

C

kde R, je zpétnovazebni odpor v TZ zapojeni nebo
zatézovaci odpor fotodiody ve VZ zapojeni, S je
proudovy zisk, /5 je vahovaci funkce (podobna 1),
ry je odpor baze tranzistoru, Vy = kT/gq je teplotni
napéti, C, je slozena z kapacit malosignalovéhol 7
modelu transistoru [6] C, a C, a Cp zahrnuje
kapacitu fotodiody a parazitni kapacity spoju na
vstupu zesilovace.

Podobn¢ efektivni hodnota Sumového proudu
vztazeného ke vstupu zesilovace s tranzistorem
FET je dana vztahem

I, = {4”11{ +2qgI,1,R, +
R, ™)

1/2
I,
4kTL[27r(CA +C, ) 14 dels LR | |
gm Rb 13 ‘

kde I, je proud sestavajici zproudu hradla
tranzistoru FET /, a nenasobeného proudu za tmy
Ipy fotodiody, g, je transkonduktance FET, f. je

lomovéa frekvence I/f Sumu, I' je numericka
konstanta dana technologii vyroby tranzistoru FET
a I; je vahovaci funkce. Kapacita C, je sloZena
z kapacit hradlo-emitor C,, a hradlo-kolektor Cgy
tranzistoru. Citlivosti vypocitané podle (4) pro
transimpedanc¢ni zapojeni s bipolarnim tranzistorem
(TZB) a pro vysokoimpedanéni zapojeni s
tranzistorem MOSFET (VZF) jsou porovnany na
obrazcich 4(a) a 4(b). Véhovaci funkce I, =1.05,
1;=0.52 a [;=0.61 byly zvoleny pro NRZ kod
filtrovany Butterworthovym filtrem tfetiho fadu [8].
Predpoklada se ze zpétnovazebni odpor v TZB
zapojeni se méni nepiimo UmMeérné s pirenosovou
rychlosti. Sou¢in RR, je tedy konstantni a jeho
hodnota byla zvolena 75 k€-Mbits/s. Ostatni
hodnoty pouZité pro vypodet jsou: 0=6 (P,=107),
£=100, r,=20Q, C,=1.0pF, C,=0.05pF a
Ic=0.4 mA. Zatézovaci odpor fotodiody u VZF
zapojeni je 500 kQ. Pro MOSFET byly zvoleny
nasledujici hodnoty: I;=0.01 nA, Cg= 0.4 pF, Cgy
= 0.05 pF, I'=1.1, f.=10MHz, a g,=30mS.
Parametry fotodiod pouzité pro vypocet jsou
shrnuty tab. 1. Vypocet vychazi z predpokladu, ze
Si fotodiody pracuji na vlnové délce 850 nm,
zatimco InGaAs fotodiody jsou pouzity pro
1550 nm.

Tab. 1 Parametry fotodiod pouzité pro vypocet citlivosti
prijimace

Si Si InGaAs InGaAs

PIN | APD PIN APD
Cr [pF] 1.0 1.0 0.5 0.5
Ipy[nA] 0 0.01 0 1.5
Ipy[nA] 1 0.5 2.5 2
M [-] 1 150 1 30
ki [-] 0 0.02 0 0.4
R[A/W] | 0.55 | 0.55 0.9 0.9

Z obrazku 4(a) a 4(b) je ziejmé, ze APD
umoznuji zvyseni citlivosti pfiblizné¢ o 10-17 dB
viuci PIN fotodiodam. Pfijimac¢ s PIN fotodiodou
vykazuje vys$i citlivost na 1550 nm diky vétsi
responsivité InGaA s fotodiody vzhledem k Si
fotodiodé. Prijimace s APD jsou citlivejsi na
850 nm, protoze Si APD ve srovnani s InGaAs
APD maji nizs$i Cinitel ptidavného Sumu, vyssi zisk
a generuji niz§i proud za tmy, ktery je zdrojem
vysttelového Sumu. VZF zapojeni je vhodnéjsi,
jestlize je pouzita PIN fotodioda, protoze dosahuje
vys$i citlivosti ve srovnani s TZB zapojenim.
Rozdil je znatelny obzvlast¢ na nizSich
prenosovych rychlostech.
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4. ZAVER

Pro  vétSinu  aplikaci je  pozadovana
komunikacni dostupnost spoje vétsi nez 99 %. Diky
povétrnostnim podminkdm v mnohych lokalitach
po celém svété tento pozadavek zpusobuje, ze FSO
musi byt navrzeny pro spolehlivou ¢innost v mlze,
kde je utlum svazku nezavisly na vinové délce
slabé mlze a oparu na 1550 nm (okolo 3 dB/km) ve
srovnani s 850 nm nepodstatny. Dostupnost spoje
mize byt Ccasteéné zlepsena volbou vhodné
fotodiody. Prijima¢ s PIN fotodiodou je vhodnéjsi
pro 1550 nm, zatimco piijima¢ s APD by mél byt
preferovan pro pasmo v okoli 850 nm. Rozdil
v citlivostech pro obé vinové délky je 2-5 dB
v zavislosti na prenosové rychlosti.

Je ziejmé, ze obé vinové délky nabizeji
srovnatelné vlastnosti spoje a volba jedné z nich
neni jednoznacna. Rozhodujici ulohu proto mohou
hrat ostatni kriteria jako napfiklad mezni limit
vykonu laseru zajiStujici bezpecnost zraku, ktery je
asi padesatkrat vyssi pro 1550 nm vucéi 850 nm,
dale cena optickych a elektrooptickych komponent
nebo dostupnost optickych méficich piistroja.

-10

=20t

=30t

-40 |

Citlivost, P, (dBm)

-50

-60

0.01 0.1 1
Bitova rychlost, R, (Gbit/s)

-10

(b) — ,-850nm
A=1550 nm

Citlivost, P, (dBm)

0.01 0.1 1
Bitova rychlost, R, (Gbit/s)

Obr. 4 Citlivost optického pfijimace v zapojeni VZF
(a) a v zapojeni TZB (b)
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Summary: For most applications, the requirement of the
communication link availability is greater than 99 %. Due
to weather conditions in many localities in the world this
demand causes that the FSO has to be designed for
reliable operation in fog, where the attenuation of the
optical beam is independent of the wavelength. Hence the
lower attenuation in haze (about 3 dB/km) at 1550 nm in
comparison with 850 nm is unimportant. Link availability
can be slightly improved by the choice of proper
photodiode. The PIN photodiode based receiver is more
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appropriate for the 1550 nm wavelength, while APD
based receiver is preferable in the 850 nm wavelength.
The difference in sensitivity for both optical windows is
3-5 dB in dependence on the data rate.
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ROZVOJ MODERNICH RADIOVYCH SYSTEMU S KMITOCTOVYM
SKAKANIM; INTEGRACE RADIOVYCH SiTi A ELEKTRONICKEHO BOJE
V RAMCI FH SYSTEMU

DEVELOPMENT OF MODERN RADIO FREQUENCY HOPPING SYSTEMS;
INTEGRATION OF RADIO NETWORKS AND ELECTRONIC WARFARE OF
FH SYSTEMS

Andrej LUC, Juraj HRABOVSKY, Michal HALUZA

Abstract: The contribution is oriented to a development of FH telecommunication technology in the tactical radio systems.
The content of contribution is based on Electronic Warfare (EW) requirements with a focus on modern military radio
stations. Weapon systems call for reconstruction of communication systems. The content of contribution treats of the
creation of radio networks. In the second part the contribution describes the jamming of FH radio systems. The analysis of

FH modern communication and jamming systems are in the frequency and the time domain.

Keywords: Electronic Warfare, Recognition, Jamming, Frequency Hopping System, Pseudo-Random Sequence,

Correlation, System Gain.

1. POZADAVKY NA ROZVOJ RADIOVYCH
SITI A JEJICH INTEGRACE

1.1 Zakladni poZadavky na rozvoj radiovych
systémi

Vojensky takticky radiovy systém musi
zabezpeCit adresny, integrovany a utajeny
radiovy prenos pro mobilni Gcastniky. Soucasné by
mél byt odolny proti radiovému prazkumu
(nevyzrazovat vlastni ¢innost radiem) a hlavné by
mél byt odolny proti imyslnému ruseni. Radiovy
systtm by nemél vyzrazovat vlastni cinnost
radiovym  signalem. Zuvedeného vyplyvaji
zakladni poZadavky pro rozvoj vojenskych
radiovych systéma.

1.2 Rozvoj taktickych radiovych siti
Vysokda mobilita a znany rozvoj vysoce

ucinnych zbranovych systémi si vyzadal rychly
rozvoj radiovych siti. Vyvoj radiovych siti vychazi

Adresa stanice
velitele 0000302

Rota 3, sit’ ¢.00003
Nahradni sit’ ¢.00001
Nahradni sit’
¢.00003 pro 05

K podfizenvm

R

Rota 1, sit’ €.00001 Tsal _
Néhr. sit’ ¢.00010 pro 06 :: Néhradni sit’ © Rota 2, sit’ €.00002

zuvedenych pozadavkd a byl proveden ve trech
hlavnich smérech:
a. Radiova sit’ musi byt adresna, aby bylo mozZno se

dovolat komukoliv ve vlastnich a sousednich
radiem dosazitelnych sitich, viz obr. 1. Soucasné
aby radiovy systém umoznil integraci v bojovych
podminkach spojit nékolik siti do jedné se
spole¢nou, napf. nadiizenou siti, viz obr. 1. Je
zfejmé, Ze 1 opacny postup je mozny.

b. Integrovany a mobilni radiovy systém musi

zabezpeCit prenos informace mezi mobilnimi
ucastniky i mimo dosah radiovych stanic. Toto je
dosazeno zavedenim radiovych piistupovych
bodid (RAP — Radio Access Point) do radiového
systému, viz obr. 2. Dostdvame tak integrovany
systém, schopny vyhledat a pfenést informace
pfes RAP do vzdalenych radiovych siti, dale do
radioreléového systému, standardniho
telefonniho systému a také do druzicového
systému. Pfenos zprav musi byt zabezpecen i za
pfesunu. Je tak vytvofen integrovany a mobilni
radiovy systém.

‘ ~-4| :Prapor,sit’ £00010
Nahr. sit’ ¢.00001
5| -

¢.00001 pro 09 ::::Nahr. sit’ €.00001

Obr. 1 Vyuziti radiovych siti k ¢aste¢né integraci spojovaciho systému (v dosahu radiovych stanic)
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c. Rozvoj digitdlni a programovaci techniky
umoznil provést digitalizaci celého bojiSte,
umoznil pfenaset velky pocet informaci
vrealném cCase. Programovaci technika
umoznila vysokou automatizaci fizeni, zavést
vysokou schopnost pfi feseni vSech problému.

© Réadiovy anténni
re  komutator

-

b

0

VoR [&==>

<=i|> Propojovaci pole |

Komutator linkovych,
reléovych a druzicov. siti

Z téchto divoda se znacné zvysil pozadavek
na pfenos dat a to na vSech urovnich. Napf.
pruzkumnik s kamerou potfebuje prenaset
obrazovy signal a soucasné struény komentar.
Jeho radiova stanice potfebuje pienaset fe€ i
datovy signal soucasné, viz obr. 3.

Druzicovy systém

Obr. 2 Konfigurace 5-ti cestného RAPu. Vytvareni spoju a jejich integrace: pres systém RAP; druzicovy systém;

standardni systém; ISDN; radioreléovy systém.

PIn¢ nezavislé oddéleni datového signalu od
hlasového pfinese lepsi vyuziti spoleéného FH
kanalu. Vroté se tak usetfi polovina radiovych
prostfedkt. Data z kamery se pfenasSeji na veleni
praporu. Velitel roty muze také sledovat
prizkumny kanal. Pfi vétsim poctu kamer je mozno

postupné prepinat jednotlivé kamery tak, aby bylo
sledovano vice dilezitych mist. Hlasova cast
kanalu je vyuzivana pro veleni roty. Oba signaly,
hlasovy a datovy, jsou pfenaseny nezavisle na sob¢.
Synchronizace kanalu musi byt zachovana.

_____________________

fPrapor = Fizeni prazkumu

|Spoleén)" datovy kanal

[ 7. -
\%(l_gg.me:ry) a‘odpaleni raket

Oddélené Fecové kanaly

L T T T g e
(Rota‘s'moznosti

L R R T Y
rozdéleni-na dvé Cety

Sit €. 00001
Nabhr.sit ¢. 00010

+kamera E—' Velit. roty

(+kamera)

________ =
|
|
_____ -
Radiové spoje vyuZivaji

FH systémy
(FH, MIX a FCS

Obr. 3 Velitel roty fidi tankovy utok proti nepfiteli hlasem a velitel praporu fidi prizkum a odpaluje rakety na klicové
body protivnika. Ob& uvedené operace jsou provadény na spolecném kanalu. Veleni tankové roty je provedeno hlasem
a pruzkum a odpalovani raket je provedeno na stejném kanalu z pozice praporu.
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1.3 Rozvoj dalSich mozZneosti taktickych
radiovych FH systémi

Digitalizace radiovych FH systémt umoznila
doplnit radiové stanice o dalsi funkce, které
umoznuji zkvalitnit a rozsifit moznosti radiovych
taktickych stanic, jako jsou:
= Automaticka zména modu stanice — prechod z
FH na FCS (volba volného kmitoctu) podle
typu ruseni.
= Priorita velitele ve vlastni radiové siti
zabezpeci veliteli kdykoliv velet (vypne
vysilani podtizenych)

= Vytvofeni moznosti  spojit  standardni
jednokanalovou stanici FM se stanici v rezimu

FH - kanalova vyzva.
=  Prenos dulezité zpravy, napt.chemicky poplach

a pod., pfi silném ruseni. Je to provedeno

s vysokym zabezpecenim pienosu.

= Kontrola protistrany; jestli je sprdvna osoba na
druhé strané spoje.

= Spojeni s jednotlivcem, nebo skupinou v siti
(spojeni s neékolika adresami spolecné.

=  Vytvoreni radioreléové stanice VKV-VKV,
nebo VKV-KV.

Klep$imu pochopeni diskutovanych FH
systéml je na obr. 4a nakreslené bolkové schéma
FH systétmu tak, aby bylo ukézano schéma
mozného zapojeni a Cinnosti stanice podle vyse
uvedenych pozadavki. Jsou zde stru¢n€ naznacené
cesty zpracovani feCového i datového signalu.
Zabezpeceny pienos datového signalu je proveden
fetézenim Read-Salamonovym a konvolu¢nim
kodem s prokladanim. Uvedené prokladani je
ukazané na obr. 4b. Toto prokladani na obr. 4 je
provedeno tak, aby hop, ktery skoci napt. na plné
zaruSeny kanal (napf. na vlastni blizkou stanici, 1
presto musi byt opraven.

1.4Stru¢né srovnani nabizenych radiovych
stanic FH

Realizace a kvalita integrovanych siti zavisi
hlavné na moznostech pouzitych radiovych prvki
(radiovych stanic). V soucasné dobé¢
nejpouzivangjsi (nejprodavangjsi) jsou radiové
systétmy od firmy THALES (PR4G F@stnet, HF
3000 SKYF@ST) a HARRIS (FALCON 2 (3)). O
stanici od firmy Rohde&Schwarz M3T jsem
neziskal zadné novinky. Pro vytvoreni castecné
ukrytého spoje, i pfes jeho malé kmitoCtové
rozprostieni , je mozno pouzit systtm KONSBERG
(MR200).

88

Zakladni nevyhodou syst¢ému FALKON 2 pro
jeho realizaci v integrovaném systému je, ze jeho
prenos v zékladnim rezimu neni adresny. Stanice
nema svou adresu. Druhda zakladni nevyhoda
systtmu FALCON 2 pro realizaci integrovaného
systému je skutecnost, Ze neni realizovana priorita
velitele.

Systétmy PR4G, nebo HF 3000 SKYF@ST
obsahuji a respektuji svoji adresu. Systémy od
firmy THALES vyuzivaji adresy sit¢ a stanice.
Jsou schopny realizovat vyse uvedené pozadavky.
V piipadg, Ze je volana jen jedna konkrétni stanice,
signal je prenesen jen na danou adresu stanice,
ktera je dana adresou sit¢ a adresou stanice Vv siti.
Z vyse uvedenych skuteCnosti muzeme radiové
systtmy od fy THALES pokladat za systémy
schopné vytvafet integrované digitalni systémy.
Také jejich odolnost viici ruseni je na velmi vysoké
urovni. Uvedené systémy od fy THALES maji
zabezpeCeny pienos pres stanici RAP a dokazi
prenaset také kratké zpravy pomoci stanic PR4G.

2.RUSENI FH SYSTEMU
2.1 Priizkum a tivod k ruseni FH systému

Rychlost kmitoctového skakani v modernich
FH systémech je fadové nékolik stovek skokli za
sec. Pro stru¢nost budeme v uvedenych rozborech
uvazovat nejrozsifenéj§i FH systémy: THALES —
PR4G F@STNET, 300 skoki/s; HARRIS -
FALCON 2 (RF5800), 300skoki/s;
ROHDE&SCHWARZ — M3TR, 500 skoku/s,
KONGSBERG — MRR, ~200 skoki/s. Parametry
pro rozbor a méfeni se budou provadét se stanici
F@STNET

Z obr. 5 vidime, Ze rychlost skakani je ~300
skokil/s, délka aktivniho skoku je ~3 ms a doba
potiebna k pfepnuti na jiny kmitocet je ~0.33 ms.

3,3 msec

3 msec

o 2

Obr. 5. Rychlost skakani, aktivni délka skoku a
doba potfebna na pieladéni na dalsi kmitocet
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FH vysila¢ — tvorba FH signalu pro vojenské ucely :igrsl‘;;‘:l :
Zabezpeceni Fenosu Tvorba FH 4 >
Prenaseny signal p p T signilu

Zabezpecovaci kody

Reé

IADM-16 kb/s -
>Vocoder-0.6 kb/s [*| [Vnéjsi [Prokladani [Vnitfni Sifrator
, e - POV e
Data kodovani (1/3 skoku) [kédovani dat . L Moduldtor
i t — ;
Adresa: RS Konvoluéni ghc S“?Je“(; t _
sité+stanice kod vnitini kod PM EC 70 [PN generitor
az 140 b/k TRANSEC

05 r ) W
Rizeni vysilace n

_____________ Volba rezimu: FH, FCS, MIX, FFH, FM. Priorita velitele. Kandlové vyzvy (spojeni se|

iPl"ijem . |[stanici bez FH).  Vyslani dileZitétho povelu s vysokym zabezpelenim.  Kontrola)
sngnalu protistrany. Vstup do povolenych siti. Vymazani ¢innosti stanice v nebezpeci. Spojeni
— jednotlivce v siti. Vytvoreni RRL stanice mezi VKV a KV stanici a pod.

Rizeni pFijimate u

. 3 sy Odtajeni

§> Synchronizace a dehopping FH signalu dii Zabezpe&eni pienosu

= a

E .

’é Uzkopasmovy [Demodulitor Desifrator Vnitini  [Prokladani [Vngjsi

* MF zesilovac ignilu (dat) ™ dat ™ [k6dovani ((1/3 skoku) |kédovani [

= i il
RS Konvolu¢ni
kéd vnitini kéd

Pienaseny signal

Y

A Synchroniza¢ni Ret  ADM-16 kb/s
[PN generator obvody ¢ IVocoder-0.6 kb/s
TRANSEC yhledani a drZeni Data
synchronizace +
dresa:
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Obr. 4a Tvorba a zpracovani FH signalu TRANSEC). Spreading a despreading FH signalu. Utajeni a
zabezpeceni prenosu (COMSEC); vnéjsi a vnitini kodovani (Read-Salamonuv a konvoluéni kod) +
prekladani dat (1/3+1/3+1/3 z prvniho, druhého a tetiho hopu). Digitalizace feci:adaptivni delta
modulace ADM (SVDM), vokodér (0.6,.2, 2.4 a 4,8 kb/s).
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Obr. 4b Piekladani 1/3 hopu do pfedchoziho a 1/3 do nasledujiciho hopu. K opraveni pln¢ zaruseného
hopu postaci znat predchozi a nasledujici hop.
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Z obr. 6 vidime, ze FH skoky se pravidelné
opakuji a po zahajeni vysilani ~1,7 sec systém si
nepravidelné ,,0odsko¢i“ na sledované kmitocty
(vyzvy a alarmu). Odskok trva po dobu dvou skoki ,
tj ~6.6 msec.

Vidime, ze FH systém v nasem ptipadé skace ve
dvou kmitoctovych podrozsazich a to od 30,5 do
32,5 MHz a 41 az 43 MHz. Vzdalenost sousednich
skok@i v druhém pasmu byla nastavena na hodnotu
100 kHz. Hustota skdkani ve druhém pasmu je
mensi, coz ukazuje i naméteny obr. 7

- Nepravidelné
odskoky*“

~1,7 sec

I

 Zadatek ) ‘

—vysilani 7 N

L
H AN . II
Pravidelné
FH  skoky

Obr. 6 Obrazek potvrzuje periodicnost skokli a po
ur¢ité dob€ od zahajeni vysilani systém odskakuje na

dilezité sledované kmitocty

PEAK
LOG

dB/

@

START 30.08 MH=z
aerAa A0 oaa Lo

UDLw oG LU=

nezarusil radiovy pfenos
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Obr. 7 Odolnost syst¢tmu PR4G v rezimu FH je vuci
silnému uzkopasmovému ruseni zna¢n¢€ odolny. Ani dva

uzkopasmové signaly o 30 dB vétsi nez FH signal

2.2 RuSeni FH systému se spojitym
Sirokopasmovym signialem

Systém PR4G je znaéné odolny vuci ruSeni
uzkopasmovym signalem v porovnani s jinymi FH
stanicemi. RuSeni na jednom kandlu (kmitoctu)
i velmi silnym signalem syst¢ém PR4G prakticky
nelze zarusit. I kdyz rusici signal je vétsi o vice nez
1000 krat, jak je ukdzano na obr. 7, systém PR4G
bude nezaruseny.

Jestlize rusici signal je Sirokopasmovéjsi, ne vSak
veétsi nez 1/3 FH pasma, avSak rusici vykon mize
byt vétsi o hodnotu az 20 dB, ani v takovém ptipadé
FH signal nebude zarusen, viz obr. 8.

MA SB : X . . . : ] .
CORR

START 30.80 MHz STOP 45,88 MHz
$RES BH 20 kHz SHP 50 msec

Obr. 8 Ruseni FH signalu s rusicim signalem o §ifce
pasma mens$im nez 30% a vétSi ampliudu ruSiciho
signalu o0 ~20 dB nez je hodnota ptenaseného
signalu. I takk zaruSeni PR4G systému nedoslo

VBH 30 kHz

Pii pouziti rezimu MIX = FH+FCS nedoslo
k zaruseni v uvedenych rusicich systému. Pii pouziti
rezimu MIX nedoslo k zaruseni ani v pfipadé ruseni
uvedeného na obr. 9. Pii zaruseni vice nez 20 %
vysilaného signalu doslo k automatickému piepnuti
do rezimu. V rezimu FCS (Free Channel Selection —
vyhledej volny kanal) je pfi kazdém zahajeni
vysilani vyhleddn novy neruseny kanal. Dobie
naprogramovany rezim MIX je téméf nezarusSitelny.

Uspésné zaruseni FH systému nastalo az za
podminek Sirokopdsmového signalu, kdé bylo
zaruSeno vice nez 1/3 pracovniho kmitoctového
pasma, jak ukazuje obr. 9. Amplitudova velikost
rusiciho signalu je ~1000 krat (30 dB). Pfi mensi
amplitudé ruSiciho signalu byl signal castecné
srozumitelny z divodu, ze druhé podpasmo odsahuje
jen 4x mensi pocet nosnych kmitoctl, rozte¢
kmitocth je 100 kHz.
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--Uroven-rusicich-signatt- -

START 30.88 MHz
#RES BMW 28 kHz

Obr. 9 K zaruSeni datového prenosu doslo az pri
ruseni vétsim nez FH signdl az o 30dB a $itka je
vetsi néz 1/3 pracovniho pdsma FH systémem.

VBMW 28 kHz

Provéfeni  zaruSitelnosti  bylo
iv ¢asové roviné, obr. 10 a obr. 11.

provedeno

= & = H
HI= 1 20441 ms 1= 119018 kHy

br. 10 Kazdy hop je ruSen 4 imp. o délce
0.2 msec, tj. 0.8 msec; systém FH nebyl zarusen

FRuﬁci signal s opak. kmit. ~3.35 kHz a trvani ~80
RS GO N VT NN /Y SR Y W

v L B SRR | f L
\\ /f / Kmitoctovy hop o délce ~3 ms

imehase 0.00 mg|

ry
Rusici + ruseny signal

R1= 266 636 U5

Obr. 11 Ruseni FH syst. s impuls. mensim nez 0.03
msec opakovacim kmitoctem 10 krat vétSim nez je
kmitocet skakani. Systém FH nebyl zarusen.

K zaruSeni systétmu FH potifebujeme rusit
alespon 1/3 vysilaného FH signdlu.. Potvrdila se
skutecnost, ze signal FH musi byt rusen po dobu
vice nez 1/3 délky hopu, nebo zarusit plné kazdy
tieti hop.

P E8 msec
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Summary: Presentation of this article discusses common
the problems of FH (Frequency Hopping) systems. The
authors try to give the newest information of modern FH
systems. Submitted contribution deals with the following
problems:
=  Direct access to the radio networks.
= Integration and mobile of digital radio systems.
=  The automatic FH mode changes into the FCS
(Free Channel Selection) mode.
= Priority of commander in the home network.
= A possibility to communicate by a FH station
with a standard radio station (out of FH).
The article discusses also the jamming of FH systems and
other problemsIng.

prof. Ing. Andrej LUC, CSec.

Ing. Juraj HRABOVSKY

Ing. Miachal HALUZA

URC Systems s.r.0

Prazakova 49

619 00 Brno

Ceska republika

E-mail: andrej.luc@urc-systems.cz

91



THE ACADEMY OF THE ARMED FORCES
of General Milan Rastislav Stefanik

in Liptovsky Mikulas

Department of Electronics

and
collaborating body

SLOVAK SOCIETY OF ELECTRICAL ENGINEERS
chapter Liptovsky Mikulas

organize

international scientific conference

NEW TRENDS IN SIGNAL
PROCESSING IX

28 -30 May 2008
Hotel Tatranske Zruby

Information on conference can be found at: http://www.aoslm.sk/nsss2008/



